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OIIPEJIEJEHUSA

B HacTOsAIEM [IOKYMEHTE WCIONB3YIOTCS CIEAYIOIIHEe TEPMHHBI M HX
OIIpEICTICHUS.

ABTOMATH3HPOBAHHAsl CHCTEMAa — CHCTEMa, COCTOAINAs W3 IepCcoHala U
KOMILIIEKCA CPEICTB aBTOMATU3allMh €ro AESITEIbHOCTH, pealusyromas uHhopMma-
[UOHHYIO TEXHOJIOIUIO BBIIIOJIHEHHUS YCTAHOBIICHHBIX (OYHKIIHH.

AyTenTH(HKANNA OTHPABUTENS JAHHBIX — [TOJTBEPKIEHHE TOTO, YTO OT-
IIPABUTEIb [TOJIyYE€HHBIX JaHHBIX COOTBETCTBYET 3aSBICHHOMY.

be3onacHOCTL MEPCOHATBHBIX [JAHHBIX — COCTOSHHE 3alUIEHHOCTH
NEPCOHAIBHBIX ~ JAHHBIX, XapaKTEepU3yeMOe CIIOCOOHOCTBIO II0JIb30BATEINEH,
TEXHHYECKHMX  CPEACTB M  UHGMOPMAIMOHHBIX  TEXHOJIOTHMH  00EeCIEeUnThH
KOH(MHIEHIMATBHOCTD, IIEIOCTHOCTh M JOCTYITHOCTh IIEPCOHANBHEIX JAHHBIX IHPHU
1x 00paboTKe B HHPOPMAIIMOHHBIX CHCTEMAX IIEPCOHANBHBIX JaHHBIX.

buomerpuyeckne nepcoHaNbHbIe [JaHHbIE — CBEIEHHH, KOTODHIE
XapaKTepU3yIOT (U3MOTOTHIECKHe 0COOCHHOCTH YellOBEKa U Ha OCHOBE KOTODPBIX
MOXXHO YCTaHOBMTH €ro JIMYHOCTb, BKIIOYas ¢oTorpaduu, OTIEYATKH IaNbLEB,
00pa3 CeTYaTKM [IJa3a, OCOOSHHOCTH CTPOEHMS Tella W APYIyIo IIOJ0OHYIO
UH()OPMAITHIO.

BiiokHpoBaHHe NepPCOHANBHBIX JAaHHBIX — BPEMEHHOE IIPeKpalleHHe
00pabOTKH MePCOHANBHBIX NAHHBIX (32 MCKIOYEHWEM CITydaeB, eclii oO6paboTka
He00XoqMMa [ yTOYHEeHUS TEPCOHALHEIX JAHHBIX).

Bupyc (koMIbIOTepHBIii, MPOrpaMMHbIi) — WCIIOTHAEMBIH ITPOTrPaMMHbIIL
KOJl MM HMHTEPIPETUPYEMBIM Ha0Op WHCTPYKIHH, 00JaNarolIiii CBOHACTBAMH He-
CaHKIHOHMPOBAHHOTO PaCNpOCTPaHEHUs M caMmoBocmpou3Benenus. Co3naHHbIE
IyOIIMKaThl KOMIIBIOTEPHOIO BUPYCa He BCET/a COBIANAOT ¢ OPUIHHATIOM, HO CO-

XPaHsAT CIIOCOOHOCTEL K I[aJIBHCI;’IIHCMy PacpoCTpaHCHUO U CaMOBOCIIPOU3BEIC-

HHIO.



BpeloHOCHAS IporpaMma — IporpaMMa, IpeIHa3HaYeHHAs IS OCYIeCTB-
JIEHHs] HECAaHKIMOHHUPOBAHHOIO JOCTyIa U (WJIM) BO3JECWUCTBUS Ha ITEPCOHAIBHEIC
JaHHBIE WK PECYPCHl HH(MOPMALIMOHHON CHCTEMBI TIEPCOHATIBHBIX JaHHbBIX.

BenmomoraresibHble TeXHHYECKHE CPEACTBA M CHCTEMBI — TEXHWYECKHUE
CPENCTBa M CHCTEMBI, He IIpeHa3HAUCHHBIE IS IIepeiadu, 00pabOTKY ¥ XpaHeHHUs
ICPCOHATIBHBIX JTaHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHHUYECKUMH CPEICT-
BaMU W CHCTEMaMH, IPeIHAa3HAYeHHBIMH A1 00pabOTKM MEPCOHAIBHBIX JTaHHBIX
W B MOMEMIEHMSIX, B KOTOPBIX YCTAHOBJIEHbI MH(MOPMAIMOHHBIE CHCTEMBI IIEPCO-
HaJIbHBIX TaHHBIX.

JlocTyn B onepanHOHHYIO cpedy KoMmObioTepa (HH(GOPMALHOHHOH
CHCTeMbI NEePCOHAJbHBIX [JaHHBIX) — IIOMyYCHHE BO3MOXKHOCTH 3allycKa Ha
BBIMIOJTHEHHE INTATHBIX KOMaHI, (YHKIMH, IPOIEAyp OIEPaliOHHOM CHCTEMEI
(YHMYTOXEHWS, KOIMPOBAaHWS, IIEPEMEINeHUss M T.L), MCIONHIEMBIX (haiiIoB
IIPUKJIaTHBIX IPOIPaMM.

Hoctyn k mHGopManuu — BO3MOXHOCTh IMOJyYeHUs UH(GOPMALA U €€ HC-
II0JIb30BAHUSL.

3aKJ1al09HOE YCTPOHCTBO — 3JIEMEHT CPEeJICTBa CheMa MH(POPMALAH, CKPBITHO
BHENIPSIEMBIM  (3aKIaiplBaeMbli WM BHOCHMBIA) B MeCTa BO3MOJKHOIO CheMa
MH(QOpMaIHK (B TOM YHCJIE B OIPaX[ICHUE, KOHCTPYKIMIO, 000Py0BAHHUE, IPEIMETh
UHTEpbepa, TPAHCIIOPTHBIE CPENCTBA, 4 TAKKE B TEXHWYECKHME CPENCTBA M CHCTEMEI
00paboTKu nHbOPMAIUH).

3amumaemasn uHGopManus — HHPOPMAIWS, SBIAOMAICS IPEIMETOM COO-
CTBEHHOCTH U IIOMJICKAIasl 3allliTE B COOTBETCTBHU C TPeOOBAHMAMH IIPABOBBIX
JIOKYMEHTOB WJI¥ TPeOOBAHMAMH, YCTaHAB/IMBAEMBIME COOCTBEHHUKOM HH(POPMALTHH.

Hpenruduxanns — mprcBoeHue CyObeKTaM M OOBEKTaM JOCTYIA HICHTH-
uxatopa u (WIM) CpaBHEHHME NpPENBSABILIEMOTO WIEHTH(GUKATODA C IEpedHeM
IIPUCBOEHHBIX UNEHTH(DUKATOPOB.

HupopmMaTHBHBIH CHrHAJ — SJEKTPUYECKUE CHTHATII, aKyCTHIECKHUE, SIEK-

TPOMAarHuTHBIE W JpyTHe (I)I/ISI/ITICCKI/IC II0JA, IO IHapamMeTpaM KOTOPBIX MOXKET OBITh



packpeiTa KOHGHUACHINATEHAsS HHPopMaIys (IlepcoHabHBIE TaHHbIe) 00padaTsBacMast
B MH(OPMALIIOHHOHN CHCTEME MTEPCOHATBHBIX TAHHBIX.

HNudopmanuoHHble TEXHOJOTHH — TIPOIIECCHI, METOMBI TIOHCKa, cOopa, Xpa-
HeHus, O0OpabOTKM, IPENOCTABIECHUS, PACIIPOCTpaHEeHUsT HHPOPMAIMH H  CIIOCOOBI
OCYIIECTBIICHUS TAKUAX MIPOLIECCOB M METOJIOB.

UndopmannonHasi cucreMa mnepcoHadbHbIX AaHHbIX (UCIIH) -
COBOKYITHOCTh COZEpKAaIUMXCs B 0a3ax [aHHBIX IEPCOHAIBHBIX MaHHBIX U
o0ecreunBaomuX UX 00paboTKy HH(MOPMAIMOHHEIX TEXHOIOTHN M TEXHHYECKUX
CPEIICTB.

Hcnonb3oBanne NepcOHANBHBIX NaHHBIX — JelicTBus (omepamuu) ¢
IICPCOHANBHBIMU [@HHLIMH, COBEpIIaeMble ONEPaTOpOM B IENAX IPUHITHL
PCLICHUYM WM COBEPIICHHMsS WHBIX MAEHCTBUM, MOPOKNAIOIINX FOPUIMYECKHIE
IIOCJIEICTBUS B OTHOLIEHHWH CyOBEKTa NEPCOHATBHBIX JaHHBIX KM APYTHX JIHI]
00 UHBIM 00pa30M 3aTPAarUBAIOIIKX [IPaBa M CBOOOMBI CyOBEKTa MEPCOHANBHBIX
JAHHBIX WIH OPYTUX JIHUII.

HcTounuk yrpossl 6esonacHocTd HHGOPMALME — CYOBEKT JOCTYIIA, MaTe-
PHAIBHBIN O0BEKT WM (DM3HUECKOE SIBIICHUE, SIBIITIOIIAECS IIPUYMHON BO3HUKHOBEHUS
YIPO3Bl 0€30IIaCHOCTH HH(OPMALIVH.

KonTposinpyemasi 30Ha — IPOCTPAHCTBO (TEpPPUTOPHS, 3[aHKE, YacTh 3IAHMS,
TIOMEIIEHNE), B KOTOPOM MCKIIOYEHO HEKOHTPOJMPYEMOe MPeObIBAHKE TIOCTOPOHHIX
JILI, & TAKOKE TPAHCIIOPTHBIX, TEXHIYECKUX U MHBIX MaTePUABHEIX CPELICTB.

KonpunennnalbHOCTh NEpPCOHANBHBIX AAHHBIX — OOS3aTeIBHOE JUIS
COOJIFOIICHNS OIIEPATOPOM FUIM HHBIM IOJIyYHMBINAM JOCTYII K IIEPCOHATBHBIM IaHHBIM
JMIOM TpeOOBAHWE He JONYCKaTh HX DACIPOCTpAaHeHHe Oe3 COINAcHs CyObeKTa
IIEPCOHATTBHBIX JTAHHBIX WM HAJIMIXS HHOTO 3aKOHHOIO OCHOBAHWSL.

Me:xcereBoii 3KpaH — JOKaIbHOE (OIHOKOMIIOHEHTHOE) WIH (YHKIHOHATHHO-
PacIpeNIeNICHHOe  POrpaMMHOe  (IIPOrpaMMHO-aIIIapaTHOE) CPENCTBO  (KOMILIEKC),
peaM3yrOIIee KOHTPOIb 38 HH(POPMAIHEH, IIOCTYIAOLIEH B HHQOPMAIMOHHYIO CHCTEMY

TIEPCOHAIBHBIX AHHBIX U (M) BEIXOIAIIEH 13 HH(POPMALMOHHOM CHCTEMBI.



HapymuTennr 6e30macHOCTH MePCOHATBHBIX JaHHBIX — (QU3IYECKOe JIHILIO,
CIIy4alHO WY IpeIHaAMEPEHHO COBEPINAOIIee NEUCTBHS, CIISICTBUEM KOTOPBIX SBIAETCS
HapylleHre Oe30IIaCHOCTH IIEPCOHANBHBIX IaHHBIX TPU UX 00paboTKe TEXHUYECKUMU
CpeZICTBaMy B MHQOPMAITMOHHBIX CHCTEMaX MePCOHATBHBIX JAHHEIX.

HeaBToMaTn3npoBaHHasi 00pabdoTKa NEepPCOHANBHBLIX JAHHBIX —
00paboTKa MepCOHANBHBIX TaHHBIX, CONEPKAIIUXCA B HHOOPMAIIMOHHON CHCTEME
IIEPCOHAIBHBIX JAaHHBIX JUOO U3BJICUYEHHBIX H3 TaKOH CHCTEMBI, CYHUTAETCS
OCYIIIECTBIICHHOM 6e3 HCITOJTH30BaHUS CpeICTB aBTOMAaTHU3AINN
(HeaBTOMATU3UPOBAHHOI), €CIIM TaKue NEHCTBHUS C IEPCOHANLHBIMY JaHHBIMH, KaK
UCIIOJB30BAHME, YTOYHEHHE, DPACIPOCTpaHEHHe, YHHYTOXKCHHE IIePCOHATBHBIX
OaHHBIX B OTHOIIEHHWH KaXJOT0 H3 CYOBEKTOB IEPCOHAIBHBIX IaHHBIX,
OCYILIECTBILIIOTCS IIPU HEITOCPEACTBEHHOM YUaCTHH YeJI0BEKA.

HenexiapupoBaHHble BO3MOKHOCTH — (YHKIMOHAIBHBIE BO3MOXKHOCTH
CPE/ICTB  BBIYWCIMTENBHOM TEXHHKM, HE OIMCAaHHBIE WM HE COOTBETCTBYIOIIHE
OIVICAaHHBIM B JOKYMEHTALUH, [P HCIIOJB30BAHMN KOTOPBIX BO3MOXKHO HApYIIIEHHE
KOHQUICHIMAIBHOCTY, JOCTYIIHOCTH WM IIEJOCTHOCTH 00pabaThBaeMol  HH-
bopmarum.

HecaHKIMOHMPOBAaHHBIH NOCTYN (HECAHKUHMOHHPOBAHHEIE NelCTBHA) —
JOCTYNl K WH(OpMAaly WM TEUCTBHI ¢ MH(bOpMAIMEl, HapyIIAomye IIpaBula pas-
TPaHMYCHHS JOCTyNa C KCIOJIb30BAHHEM INTATHBIX CPEJCTB, IPENOCTABIAEMBIX
WH(OPMAIIUOHHEIMU CHCTEMAMH [IEPCOHATBHBIX JaHHBIX.

Hocurennr uadopmanun — duspyeckoe JTUIO WM MATEPHATBHEL 0OBEKT, B
TOM HHICIIe (PUBUYECKOE TI0TIE, B KOTOPOM HH(OPMAIHS HAXOMUT CBOE OTPAKEHKIE B BHE
CHMBOJIOB, 00pa30B, CHTHAJIOB, TEXHIHYECKHX PEIIEHUI M IIPOIECCOB, KOTIIECTBEHHBIX
XapaKTEPUCTUK HU3MIECKUX BEIMYMH.

OGesmnynBaHWe NEPCOHANBHBIX NAHHBIX — JEHCTBHA, B pe3yiIbTaTe
KOTOPBIX CTaHOBHUTCS HEBO3MOXHBIM 0€3 HCIIONB30BAHUS JIOMOTHUTEILHOM

HH(bOpMaHHH OIIPEACIUTE IIPUHANJICI)KHOCTD IIEPCOHATIBHBIX NaHHBIX KOHKPETHOMY

CYOBEKTY IepCOHAIBHBIX JaHHbIX.



O6paboTka mepcoHANBbHBIX JaHHBIX — JIF000e NeiCTBYE (OIEpAIvsl) WK
COBOKYIIHOCTh NEWUCTBUM (omepariuii), COBepIIaeMbIX C HCIIOJIb30BAHHEM CPEICTB
aBTOMATU3aLMU HIH 0e3 HCIONb30BaHWS TaKUX CPEACTB C IIEPCOHATbLHBIMHE
INaHHBIMH, BKJOYas cOOp, 3allUCh, CHCTEMATH3AIMIO, HAKOIUICHHWE, XpaHEHHE,
yrouHeHue (OOHOBIICHHE, M3MEHEHHE), HM3BICUCHHE, HCIIOJIb30BAHUE, INEpeNady
(pactipocTpaHeHHe, IIpeNoCTaBlICHUe, NOCTYI), 00€3NMYMBaHKe, OIOKMPOBAHHE,
yAalleHUe, YHUITOXXEHNE IIEPCOHATBHEIX TaHHBIX.

O0menocTynHble NEpPCOHAIbHBIE NaHHBIE — IIEPCOHANBHBIE NaHHBIE,
JOCTYIl HEOTPAHWYEHHOIO Kpyra JHMI K KOTOPHIM IPEJOCTaBIE€H C COIIACHS
CyObeKTa IIePCOHANBHBIX [AaHHBIX WIA Ha KOTOPBlE B COOTBETCTBHH C
(enepanbHBIME 3aKOHAMU HE paCHpoCTpaHseTcs TpeOoBaHHE COOIIONCHMUS
KOH(UICHITHAILHOCTH.

OnepaTop (mepcoHANBHBIX JAHHBIX) — TOCYHApCTBEHHBIA OpraH,
MYHUIUNIATBHBIN OpraH, IOPUAUYIECKOe WIH (U3NYECKOE JIMIIO0, CAMOCTOSTEIHHO
WA COBMECTHO C APYIMMH JIMLAMM OPraHU3YIOUWe U (WIH) OCYIIECTBIIIOINE
00paboOTKy MMEpCOHANBHBIX NAHHBIX, a TAKKE oIpefeNAomue enu o0paboTKu
IE€PCOHATILHBIX AHHBIX, COCTAB MEPCOHANIBHBIX JaHHBIX, IOLIEKAIINX 06paboTKe,
IeUCTBYs (OIepallin), COBepIIaeMble C IEPCOHATBHBIMH TaHHBIMHU.

Texuuveckne cpeacTsa HH(POPMALMOHHOH CHCTEMBI NEPCOHAIBHBIX
AQHHBIX — CPE/ICTBA BBIYUCIUTENLHOM TEXHUKH, HUHGMOPMAIMOHHO-BHIUUCIIMTEHHEIE
KOMIIIEKCBI ¥ CETH, CPEJICTBA U CUCTEMBI IepejayH, IpreMa i o0pabotku IT][H (cpencTra
M CHCTEMBI 3BYKO3AIINCH, 3BYKOYCHIJICHWS, 3BYKOBOCIIPOM3BENEHMS, IIEPErOBOPHEIE U
TCJICBU3UOHHEBIE YCTPOHCTBA, CPENCTBA M3TOTOBICHNS, THPOKUPOBAHKS JIOKyMEHTOB H
APYTHE TEXHUYECKHE CPECTBA 0OPaOOTKH PeyueBol, rpadiueckol, BHAeO- U GYKBEHHO-
IU(POBOK MH(OPMALIH), IIPOrPaMMHBIE CPEICTBA (OIepaIOHHBIE CHCTEMBI, CHCTEMEI

YIPaBIeHUs 0asaMy JaHHBIX U T.IL.), CPECTBA 3alIUTH HH(POPMALH, [IPUMEHSIEMBIE B

HH(POPMAITFOHHEIX CHCTEMAX.



IlepexBar (nHpopManun) — HempaBOMEPHOE MONyYeHHEe UHOOPMALHMH C
HCIIONIb30BaHUEM TEXHMYECKOIO CpEICTBA, OCYIIECTBIAIONIEr0 OOHApYKEHME,
IpreM U 00paboTKy HHOOPMATUBHEIX CUTHAJIOB.

Ilepconanbnpie faHHBIE — JF00as WHPOPMAIWSA, OTHOCSINASICS K psIMO
WA KOCBEHHO OIIPEACICHHOMY MM OIpelesieMoMy (GH3MIECKOMY JIHIY
(CYOBEKTY IIepCOHANBHBIX JaHHEIX);

Ilo6o4yHBIE  >/IeKTPOMATHHTHBIE  H3Jy4eHHS W  HABOAKH  —
SJIEKTPOMArHUTHBIC H3IyYEHHs TEXHHYECKHX CPENCTB 00paGOTKM 3allMINaeMoil
MH)OpMalMy, BO3HHKAIOIIKE KaK I0OOYHOE SIBIICHWE ¥  BBHI3BAHHBIC
SJICKTPUYCCKMMH CUTHAIIAMH, JEHCTBYIOIIUMY B MX JJEKTPUIECKUX M MATHUTHBIX
[eILIX, a TAKKe 2IeKTPOMAarHUTHbIE HABOJAKK 3TUX CHTHAJIOB HA TOKOIIPOBOMSIIHE
JTUHWY, KOHCTPYKITUH U MY ITUTaHUS.

IloauTHKa  «4HCTOTO  CTOJMA» —  KOMIUIGKC  OPraHHW3alHOHHBIX
MEPOTIPUATHH, KOHTPOJIMPYIOIIMX OTCYTCTBHE 3alMCHIBAHMS Ha OyMaKHBIE
HOCUTENM KJIOYed u arpubyToB HocTyma (mapoieil) W XpaHEHHS WX BOIH3U
00BEKTOB JOCTYIIA.

Iloab30BaTens HHPOPMALHOHHON CHCTEMBI MEPCOHAILHBIX JAHHBIX —
JIULO, y4acTByIOIlee B  (QYHKIMOHUPOBAHHM HH(DOPMAIIMOHHON  CHCTEMBI
TIEPCOHANBHBIX TAHHBIX UJIM HCIIOJIB3YIONIEE PE3YNIBTATEL €€ (yHKIMOHHPOBAHHSL.

IIpaBuiia pasrpanAvennst JOCTYNa — COBOKYITHOCTD [IPABHII, periaMeHTH-
PYIOILINX NpaBa JOCTyIa CyOBEKTOB JJOCTYIIA K 06hEeKTaM JOCTYIIA.

ITporpamMmmuas 3aKiaaKa — KOJ IPOrPaMMEL, IIPETHAMEPEHHO BHECEHHEINA B
[IPOTPaMMy C LEJIBIO OCYIIECTBUTD YTEUKY, H3MEHHTD, OJIOKAPOBATh, YHUUTOXKHTE
UHOOPMAIMIO WM YHUYTOXKHUTH U MOJU(UIAPOBATE MPOrPAMMHOE ObecedeH e
MH(POPMAIMOHHON CHCTEMBI MEPCOHATBHBIX TAHHBIX U (unu) GIIOKMpPOBATH amlma-
paTHbIE CpeJCTRa.

IIporpammuoe (mporpamMmHo-MaTemaTH4ecKoe)  Bo3melicTBHE  —

HCCaHKIIHOHUPOBAHHOE BO3JICHCTBHE Ha peCypChI aBTOMaTHBHpOBaHHOﬁ
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TAKXKe MHBIX HECAHKI[HOHMPOBAHHBIX NEUCTBUN IpU MX 00paboTKe B MHPOPMAITHOHHOM
CHCTEME NIEPCOHANBHBIX JaHHBIX.

YHUYTOXKEHHE INEePCOHANBHBIX [AaHHBIX — JeHCTBHSA, B pE3yIbTare
KOTOPBIX CT@HOBHTCS HEBO3MOXKHBIM BOCCTAHOBUTBH COJEpKaHHE IIEPCOHATBHEIX
JaHHBIX B WMH(QOPMAallHOHHOM CHCTeMe II€PCOHANbHBIX NaHHBIX M (WIH) B
pe3yIbTaTe KOTOPBIX YHUYTOXKAFOTCS MAaTepHalIbHBIE HOCUTENH TEePCOHATBHBIX
IAHHBIX.

YTeyka (3ammmaemoii) WHGOPMANMH IO TeXHHYECKHM KaHAJIAM —
HEKOHTPOJIMPYEMOEe PacIpOCTpaHeHHe HH(OPMAIH OT HOCUTENS 3allUIaeMon HHpOp-
Malliy 4epe3 (U3MYECKYIO Cpefy IO TEXHHYECKOTO CpEJCTBA, OCYIIECTBILIOLIETO
IIepexBaT HHGOPMAIIHH.

YSI3BUMOCTB — Ca00CTh B CPEACTBAX 3ALMTEL, KOTOPYEO MOYKHO HCIIONE30B3Th
AJI HapYIIEHKS CUCTEMBI HITH COZlepyKallielicsl B Hell MH(OpMALIHH.

IlenocTHOCTE MHpOPMANMHA — CHIOCOGHOCTD CPENICTBA BBIUHCIUTEBHOM TEX-
HUKY WJTH aBTOMATH3MPOBAHHOH CHCTEMBI 00eCIIeUBaTh HEM3MEHHOCTh HH(BOPMALIH B

YCIOBHAX CITyHalHOTO W/HIA NPETHAMEPEHHOTO HCKAKEHH)S (Da3pyIIeHHs).



OBO3HAYEHMUS U COKPAIITEHU ST

ABC — aHTUBHUpYCHBIE CPENCTBA

APM — aBTOMATH3UPOBAaHHOE pabodee MECTO

BTCC - crioMorarenbHble TEXHHYECKHIE CPENCTBA U CHCTEMBI
NCIITx — nadopManmonHas cucteMa IIEPCOHATBHBIX JAHHBIX
Wb — vadopmarmonHas 6e30I1acHOCTh

K3 — koHTpOnmpyemas 3012

JIBC — noxanbHast BEIUKMCIIMTENBHAS CETh

MD — MexxceTeBoit 3Kkpan

HCJI — BecaHKITMOHNPOBAHHBIHN JOCTYII

OC — oneparmonnas cucteMa

IT/TH — nepcoHaIbHEIE TaHHEIE

IIMB — nporpamMMHO-MaTeMaTHdecKoe BO3IEHCTRHE

I1O — mporpammHuoe obecrieueHue

IISMIH — noGoyHbIe 3K TPOMArHATHBIE H3ITyYe s ¥ HABOIKH
CAS3 — cucrema ananm3a 3aIHAIIEHHOCTH

C3H1 — cpezcTBa 3amuThl HHGOPMAIHH

C3IT{a — cucrema (moacucTeMa) 3aIUATEL II€PCOHAILHBIX TaHHBIX

COB - cucrema o6GHapy>KEeHUs BTOPKEHHI
TKYU — Texnieckue KaHabI yTeUKH HHOOPMALIX

YBII/IH — yrpo3s! 6e30nacHoCTH HepCOHATBHBIX TAHHBIX

12
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BBEJIEHUE
Hacrosmee [Tonoxenue MH(OPMaLIMOHHOH Oe3omacHOCTH B
roCyJapCTBEHHOM Ka3eHHOM YUPEXICHUN PocroBckoit obnactu
«YTIOJTHOMOYEHHBIH MHOT'0(yHKITMOHATBHBIH IIEHTP IIPEeNOCTaBIECHUSA

rOCYZapCTBEHHBIX U MYHHIMIAIBHBIX yCIyr» (maiee mo Tekcty — I'KY PO
«YMOII»), sBigeTcs OQUIMATHHBEIM IOKYMEHTOM, B KOTOPOM OIpelelieHa
CHCTEMa B3IIIAZ0B Ha obecrnedueHue wHGopMaimonHoi Oesomacuoctd ['KY PO
«YMOI».

Heobxonumocts paspaborku [lomoxeHust 0O0yCiIOBIEHA CTPEMHUTEILHBIM
pacImperueM chepbl IPUMEHeHHs HOBEHIIIX MH(GOPMAIIMOHHBIX TEXHOJOTHUN |
nporieccoB B I'KY PO «YM®ILl», mpu o0paboTke wuHbOpMaImu BOOOIIE, H
[IEPCOHANBHBIX TAHHBIX B YaCTHOCTH.

ITonoxeHue pa3pabOTaHO B COOTBETCTBHH C CHCTEMHBIM IIOIXOZOM K
obecrieuenrto  MHGOpPManMoOHHON  OezomacHocTd.  CHCTEMHBIA  IIOXXOL
IOpenroiaracT  NPOBEAEHHE  KOMIUIEKCAa  MEpONPHSTHH,  BKIIOYAIOIIMX
HCCIIEeZIOBAaHNWE YTPO3 MH(MOPMAIIMOHHON 0E30IIaCHOCTH W Pa3spabOTKy CHCTEMBI
sammTel  IIJ[H, ¢ TO3UIMKM KOMIUIEKCHOTO IIPUMEHEHMS TEXHMYECKHX U
OpPraHU3alUOHHBIX MEP U CPEICTB 3al[UTEL

Ilon mudopmarmonHON Ge3omacHoCThIO I1JIH IMOHMMaeTcs 3alUIIEHHOCTD
IIEPCOHATIBHBIX HaHHBIX M oOpabaThIBaromeld WX HH(PACTPYKTYpe OT IFOOBIX
CIyYalHBIX WM 3JIOHAMEPEHHBIX BO3JEHCTBHM, PE3yJIBTATOM KOTOPBIX MOXKET
SBUTBCS HaHeceHWe ymepba camod HHpOpManuw, ee BiafensblaM (CyObeKkTam
IT[T1) wim uepacTpykType. 3ana4un HHGOPMAIMOHHON 6€30IIaCHOCTH CBOISITCS K
MUHUMH3AIMHA yIiepba OT BO3MOXHOW peaim3alnuu yrpo3 6esomacHocTd I1/1H, a
TaKKe K IPOTHO3UPOBAHMIO U NPEIOTBPAIEHHIO TAKUX BO3ICHCTRUIA.

IlonoxeHne  CIOyXHT  OCHOBOM  JuIi  pa3paboOTKM  KOMILIEKCA
OpraHU3alMOHHBIX M TEXHHYECKMX Mep II0 obecrmedennio WHGOPMAIMOHHON

oeszonacoctu I'KY PO «YMO®LI», a Taxke HOPMATMBHBIX M METOIMYECKUX
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IOKYMEHTOM, 00eCleUnBalOIINX €€ peaan3alldio, U He NPEeANoNaraeT IOIMEHEI
GYHKIWA  TOCYHapCTBEHHBIX OpraHoB BiacTd Poccuiickoir  Pexepanuy,
OTBEYAIOMIUX 3a obecreueHre 0e301MacHOCTH HWH()OPMAITMOHHBIX TEXHOJIOTUN U
3aIUTy UH(QOPMAIIUH.

ITonoxeHure ABISETCA METOAOIOTMYECKOM OCHOBOM IS

— ¢opMUpOBaHHS U TIPOBENCHUS CIWHOM TOMUTHKHA B 00OJIacTH
obecnieuenus 6e3onacHocTH [ KY PO « YM®I]»;

— IPUHATUS YNPaBICHYECKUX PEIICHUN W pa3pabOTKU IMPaKTUIECKUAX
Mep IO BOIUIOHICHMIO MonuTuku 6e3omacHoctd [I/[H w BBIpaboOTKH
KOMILIEKCa COTJIaCOBaHHBIX Mep HOPMAaTHUBHO-IIPABOBOTO,
TEXHOJIOTUYECKOTO M OpPraHU3allMOHHO-TEXHUYECKOTO XapakTepa,
HAallpaBICHHBIX Ha BBIABICHHE, OTPAXKEHHE U  JHUKBUAAIUIO
IIOCJIEICTBUN pealn3allii pa3IuIHbIX BUAOB yrpo3 [1/1H;

— KOODPIMHAIMU NEATEIBHOCTU CTPYKTYpHBIX nonpazfenenuii [KY PO
«YMOILl» npu npoBemeHuH padOT MO Pa3BUTHIO U IKCILTyaTalldU
NCITIH c cobmonenmem TpeboBaHMI oOecredeHHS OE€30IaCHOCTH
I1x;

— pa3paboTKM MpPenioKeHUM I10 COBEPIIEHCTBOBAHMIO IIPABOBOTO,
HOPMAaTHBHOI'0, METOAUYECKOT0, TEXHUUECKOTO U OPraHU3aIlHOHHOTO
obecrnieuenus 6e3onacHocty [1/Jn B UCITTu I'KY PO « YM®LI».

IIpaBoBoii 0Gazoi 1 pa3pabOTKKM HACTOAIIEr0 ITOJOXKEHMS CIIYXKar
TpeOoBaHUs JeHCTByomMX B POCCHE 3aKOHONATENBHBEIX M HOPMATHBHBIX

IOKYMEHTOB I10 00€CIIeYeHUI0 6e301aCHOCTH TIepCOHANBHEBIX JanubX (I1/IH).
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1 OOuue MoJI0KEHHA

Hacrosmee [lonoxenue omnpesenseT OCHOBHBbIEC IENIA W 3a[a4yd, a TaKXKe
OOIyI0 CTpaTeruro IOCTPOSHMS CHCTEMBl 3alllUThl TEePCOHANBHBIX JTaHHBIX
(C3I11H) rocynapCTBEHHOTO Ka3eHHOTO yupexaeHus PoCTOBCKOH o6iacTu
«YTIOJTHOMOYCHHBIH MHOTO(YHKITMOHATHHBIN HEHTP IIPEIOCTaBICHUS
rOCyZapCTBEHHBIX U MyHULMIIAIBHBIX yCIyr». [lonoskenne onpesenseT 0CHOBHBIE
TpeGoBaHUA U 0a30BBIe IOIXOBI K UX PEATH3AINH, IS JOCTIKEHNS TpeOyeMOoro
YPOBH: 0€30I1aCHOCTH UH(YOPMAIIUH.

C3IIIr npencraBnseT coOOH COBOKYIHOCTh OpPraHM3allAOHHEIX M TeX-
HUYECKUX MEPONPHATHH s 3aiiuTel [I/[H OT HempaBoMepHOro WK CIIy4alHOTO
JOCTyna K HHUM, YHHYTOXKECHUS, U3MEHEHUs, OJIOKUPOBaHUS, KOIIMPOBAHMUS, pac-
npoctpanenus [1/[H, a Takxe UHBIX HEMPAaBOMEPHBIX JEWCTBHUM C HUMHY.

be3onacHOCTs NEepPCOHANBHBIX MaHHBIX JOCTHIAETCS IIyTeM HCKIIOYEHHS
HECaHKIMOHUPOBAHHOIO, B TOM YHCJE CIy4alfHOro, JOCTyIa K IEPCOHAILHBIM
JaHHBIM, pPE3YJIbTaTOM KOTOPOIO MOXXET CTaTh YHHUYTOXKEHHE, H3MEHEHHE,
6J10KMpOBaHKe, KOIIPOBAHUE, PACIIPOCTPAHEHNE [IEPCOHATBHBIX TaHHBIX, a TAKIKe
WHBIX HECAHKI[MOHUPOBAHHBIX NEHCTBHUH.

Crpykrypa, cocTaB ¥  OCHOBHblE (YHKIHM TEXHHYECKHX U
Opranu3anuonHeIX Meponpustui C3II[H onpenensrotcs WCXOms U3 YPOBHS
samumeHHoctd  (knacca) HCIIJIH, yCTaHOBIEHHOTO B COOTBETCTBUH ¢
Tpebosanusmu [Tocranosnenus Ilpasurensctea Ne 1119 ot 1 HostOps 2012 r.,
nprkasa @CTOK  Poccum Ne 17 ot 11 despans 2013 r., mpuxasa ®CTIK
Poccun Ne 21 ot 18 deBpans 2013 r., a Take B COOTBETCTBHH C TpeOOBaHUIMH
IlocranoBnenns IlpaBurenscTBa  Poccuiickoid Qenepaniun Ne 687  «O6
yTBepaeHun IlonoxeHus 06 0cOOEHHOCTSIX 06PabOTKU TIePCOHATBHEIX JAHHBIX,
OCYIIIECTBJIIEMON 0€3 UCHOJIb30BAHUS cpenctB  asromarmsarmmmy. C3I1]n
BKJIIOYAeT  OPraHW3AllAOHHBIC MEPbl ¥  TEXHHYECKWE CpEACTBA  3alUTHI

MHQOpManuy (B TOM YHCIe ITH(pPOBAIbHBIE (kpunTorpaduyueckre) cpencTsa,
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2 3apaun C3I1/Inx

Ocnosroli nensro C3IIJIH sBIsSeTCS MUHUME3ANUS yiiepba OT BO3MOXKHOIM

peanusaiyu yrpo3 6ezomacHoctu [1/1H.

I[J'[?{ IOCTMXKCHHUS OCHOBHOM II€IHM CHCTEeMa 0€30I1aCHOCTH HI[H JOJIDKHa

obecrieunBaTh 3G PEKTUBHOE PElICHUE CIEAYIONNX 3a1ay:

— 3alMTy OT BMeIIaTeNlbCcTBa B Ipouecc GyHkuuonupoanus MCIIx

IIOCTOPOHHMX JIHI] (BO3MOXXHOCTh Hcnonb3oBanus MCIIIu u mocTym
K ee pecypcaM [OJDKHBI HMETh TONBKO 3aperUCTPUPOBAHHBIC

YCTaHOBJICHHBIM IIOPAAKOM HOJII)BOBaTe.TII/I);

— Pas3rpaHuvdeHuc OOCTyIlla 3apCruCTpUPOBAHHBIX IMOJIb30BaTENNeN K

aIlllapaTHBIM, IIPOrPaMMHBIM U UHQopMarnoHHBIM pecypcam MCIT/[a
(BO3MOXXHOCTb JOCTyIla TOJIBKO K TEM pecypcaM ¥ BBIIOTHEHHUS
TOJIBKO T€X OIepalii ¢ HUMH, KOTOpble HEOOXOOUMBI KOHKPETHBIM
nosnb3oBarenaM  VICIIJIH 111 BBIMOMHEHUS CBOMX CIIY>KEOHBIX
00s13aHHOCTEH), TO €CTh 3aIUTY OT HECAHKITHOHUPOBAHHOTO JOCTYIIA:

a) K uHpopmanuu, mupkyupyroiieii B UCITJx;

6) cpencrBam BerauCIUTENbHOM Texauky MCITIH;

B) allapaTHbIM, IPOTPAMMHBIM U KPUIITOrpahUIeCKHM

CpeACTBaM 3allUThl, Ucroab3yembsIM B MICII/IH;

PETHCTpallii0  JNEHCTBUM  IONb30BaTENed TIIPW  HCIIOIB30BAaHUU
samumaeMeix pecypcoB MCII/IH B CHCTEMHBIX JKypHajlax W
IIEPHOAMYECKUNA KOHTPOJIb KOPPEKTHOCTH NEWCTBHI II0JIB30BaTEIEH
CHUCTEMBI ITyTEM aHAIU3a CONEPKUMOTO ITHX XKYPHAJIOB;
KOHTPOJIb  LENOCTHOCTH (OOeclieueHne HEW3MEHHOCTH) Cpelbl
VICTIONIHEHMSI IPOTPaMM M €€ BOCCTaHOBJICHHE B CIydae HapyIIeHUS,
3aIUTy OT HECAaHKIMOHHPOBAHHOW MOAM(DUKANINU ¥ KOHTPOIb

nesoctHocTy Hucnonb3yeMelx B MICII/IH mporpaMMHBIX CpencTs, a
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TaKKe 3allUTy CHUCTEMBl OT BHEIPEHUS HECAHKIIMOHUPOBAHHBIX
IIPOrpaMM;

samuTy 1IJIH OT yTedky 10 TEXHUYECKUM KaHallaM Ipu ee 00padoTKe,
XpaHEHWN U Ilepefade Mo KaHaiaM CBSI3U;

samury IIJIH, XpaHumoii, oOpabaTeiBaeMOW U IepeaaBaeMOM 10
KaHallaM CBs3d, OT HECAHKUWOHUPOBAHHOIO pa3MallieHus WIu
VCKa)XEHUS,

obecrieueHue JKUBYYECTH KpPUNTOrpadUIeCKUX CPEACTB 3alUTHI
MH(QOpMAIUH IPH KOMIIPOMETAIMH YaCTH KIIFOYEBOM CHCTEMBL;
CBOEBPEMEHHOE BBISBICHUE HCTOYHHKOB yrpo3 OezomacHocTH [1/1H,
IIPUYMH H YCIOBUM, CIIOCOOCTBYIONMX HAHECECHUIO yInepOa
cyosextam I1JIH, co3nanne MexaHW3Ma ONEPATHBHOIO PEarupOBAHMS
Ha yrpo3sl 6e3omacHocTy [1JH 1 HeraTUBHBIE TEHIEHIINM;

CO3[aHME€ YCIIOBUW JUIsi MUHUMH3ALIHUUA U JIOKATU3AIMU HaHOCHMOTO
ylnep6a HelpaBOMEPHBIMU JCHCTBUSIMU QUIUIECKUX U IOPUIHUECKIX
JIHL, ociabiieHue HeraTUBHOTO BIUSHUS U JTHKBUIALKS II0CIEICTBHIMA
HapymieHus 6ezomacHocT I1/]xH;

obopynoBaHHEe U OXpaHa ITOMEIISHHU, TIe XPaHATCsS IEPCOHATBHEIE
JlaHHEIE;

COOMIOfieHHe IMOpsSOKa XpaHeHHS [EPCOHATBHBIX NaHHBEIX Ha
OyMa)kKHBIX HOCHTEIIIX;

COOMIONIEHHe TIOpsAAKa XpaHeHWs KIIOYed OT IOMELIeHHH TIhe
xpanarcs [1JIH Ha OyMa)KHBIX HOCHTEIAX;

cobmonenre mnopsiaka pabOThl HCIONHUTENEH C IEPCOHATLHBIME

JaHHBIMH Ha 6YM21)KHI>IX HOCHUTCIISAX I/IH(i)OpMaHI/II/I.
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3 O0bBeKThI 3alHUThI

Ilepeyennb HH(pOPMALHOHHBIX CHCTEM
B I'KY PO «YM®LI» npousBogurcs o0paboTKa MEPCOHANBHBIX TaHHBIX B

UHOOPMAITMOHHOH cucTeMe 00paboTKHU mepcoHanbHbIX qaHHbx (MCITIH).
Ilepeuens UCIIJIH ompenensercss B mporecce pabOThl KOMHUCCHH, ITO

uToraMm paboT KOTOpoi cocTaBiseTcs akT kinaccudukanuu VCIIIH.

Ilepedenb 00bEKTOB 3aUTHI
O6BbexTaMu 3aIUTHI SBITIOTCS — HHPopManus, obpabareiBacmas B ICIIIH,

U TEXHHWYECKHe cpencrBa ee o0paboTku W 3ammThl. CIIMCOK IepCOHATBHBIX
IOaHHBIX, IIOJJIEXaIlKe 3alluTe, olpeneieH B [lepeune mepcOHANBHBIX TaHHBIX,
noanexamux 3amute B UCIT/I.
OOBEKTHI 3aIUTHl BKIFOYAIOT:
1. OO6pabaTsiBaemas HHGOPMAITHS.
TexHoNOrMYEeCKass HHPOPMAITHSI.
IIporpaMMHO-TeXHUYECKHE CPENCTBA 00PaOOTKH.

2

3

4. Cpencra 3ammTsl [1/]H.

5. Kanansl uHGOpMaImOHHOTO 0OMEHA U TeJIeKOMMYHHUKALINH.
6

OOBexTHl u I[IOMEIICHUA, B KOTOPBIX Pa3MCIICHbBI KOMIIOHCHTHI

UCITx.
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4 Knaccndukauus noas3oBareneid MCIIIn

Iloaxp30oBaTenem NCIIIn SIBIIIETCS JINIIO, y4acCTBYIOLIEE B

(I)YHKHI/IOHI/IpOBaHI/II/I HH(I)OpM&I.[HOHHOfI CHCTEMBI II€PCOHATIBHBIX JaHHBIX WU

UCIIONIB3yIolee pe3yibTaThl ee (yHKuuoHupoBaHus. llompzoBatenem HWCII/IH

aBysiercs: moboi cotpynHuk I'KY PO « YM®Lly, umeromuii noctyn k UCIIIH u

€€ pecypcaM B COOTBETCTBUU C YCTAHOBJICHHBIM IIOPSAAKOM, B COOTBETCTBUHU C €I0

(GYHKIMOHATEHBIME 00S3aHHOCTSMH.

ITonwzosarenu MCII/IH gensrcs Ha TpU OCHOBHBIE KATETOPUH:

AnMuHUCTPATOD UHHOPMANMOHHOMN 0€30IMACHOCTH.

Corpynauxu I'KY PO «YM®IIy, koTopsle 3aHUMAIOTCS HACTPOUKOM, BHENPEHUEM

U CONpPOBOXIEHHEM cucreM Oe3omacHoctu. Anmunuctparop Wb obnanaer

CJIEIYIOIIMM YPOBHEM JIOCTYTIA:

oOnamaer mnonHOM wuHpOpManUelr O CHCTEMHOM U MPUKIATHOM
nporpammHoM obecnieuennu UCI1/Ix;

obiagaer monHOW UWHGOpMAaNUEH O TEXHUYECKUX CpPEACTBax U
koH¢urypauuu UCI1IH;

UMEET JOCTYIl KO BCEM TEXHHYECKHM CpEIACTBaAM 00paboTKH
uHpopmarmu u nanaeiM CIT s,

He oOnagaeT mpaBaMU KOH(DUTYpUPOBaHUS U aIMUHUCTPATUBHOMN
HacTpo¥ky Texauyeckux cpencts UCII/H.

Anmvunanctparop UCIT/H.

Corpynauku I'KY PO «YM®L]», KOTOpbIe 3aHUMAIOTCSA COIIPOBOXKIEHUEM

[IPOTPaMMHOT0 00eCIIeYeHUS.

Anvunrctparop MICIT/IH o6nafaet cneayronmm ypoBHEM HOCTYIIA:

obnagaer mHOpMaIme 06 anropuT™Max W MPOrpaMmax o6pabOTKH
vHopmanmu Ha CITIH;
00J1azaeT BO3MOXKHOCTSIMU BHECEHHs OIIHUOOK, HENEKIApMPOBAHHBIX

BOSMO)KHOCTGI;‘I, IIPOTPaMMHBIX 3aKJIaJO0K, BpCAOHOCHBIX IIPOTrpaMM B
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nporpammaoe obecneuenwe HCIIJlH Ha cTagwm ee pa3paboTKw,
BHEIPEHUS ¥ COIPOBOXKICHUS;

— MOXET pacmojaratb JIOOBIMH (parMeHTamMud HHGOpPMAaIUUd O
tononoruu UCII/IH u TexHH4YecKUx cpeacTBax 00paboTKy U 3allyThl
I1/1H, o6pabareiBaemerx B ICII/IH;

— oOmagaeT mpaBaMH KOHGUTYPUPOBAHHS W aIMHHHCTPAaTHBHOM

HacTpoiiku TexHudeckux cpeacts UCII/IH.

Onepatop UCIT/1H.

Cotpynnauxu noapasneneanit [ KY PO «YM®IIy» yyacTByrOmux B Ipoliecce
skcmryaranuu MCII[MH. Omneparop UCII[H oOnamaeT cliemyrolluM YpOBHEM
JOCTyIa:

— o0nagaer BceMH HeOOXOAUMBIME aTpubyTamu (HampuMmep, mapoyeM),
00ecreunBaOIUMU JOCTYI K HEKOTOpOMY moaMHOKeCTBY I1]1H;
— pacrnonaraeT KOHQUACHIMAIbHBIMU OaHHBIMH, K KOTOPBIM HMEET

IOCTYTI.
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5 OcHoBHbIE IPUHIHUIIBI MOCTPOEHHUS] CHCTEMbI KOMIJIEKCHOM 3alHThI
uHpopManuu

[Toctpoenue cuctemsl obecnederus O6ezonmacHoctr [1J[x MCITJua I'KY PO
«YMOILI» 1 ee GYHKIHMOHUPOBAHUE TOJDKHBI OCYIIECTBISITHCS B COOTBETCTBUHU CO
CJIETYIOIIMMY OCHOBHBIMHY MPUHITUTIAMHU:

— 3aKOHHOCTB;

— CHUCTEMHOCTE;

— KOMILUIEKCHOCT®;

— HEMPEPHIBHOCTE;

— CBOEBPEMEHHOCTE;

— TIPEeEeMCTBEHHOCTH U HEIPEPHIBHOCTH COBEPIIICHCTBOBAHUS;
— TepcoHaTbHAs OTBETCTBEHHOCTE;

— MUHUMH3AIHUS TOJTHOMOYHH;

— B3aWMOJICUCTBUE U COTPYIHUIECTBO;

— THOKOCTH CHCTEMBI 3aIllUTHI,

— OTKPBITOCTH AITOPUTMOB U MEXaHU3MOB 3aIUTHI;

— TIPOCTOTa MPUMEHEHHUsI CPEJICTB 3aIlUTHI;

— Hay4JHas 000CHOBAaHHOCTbH U TEXHHYECKAs PeaTH3yeMOCTh;
— CIelUaIu3alys U MpoQecCHoHAIN3M;

— 00s3aTeNnbHOCTD KOHTPOJIA.

3aKOHHOCTH
IIpenmonaraeT OCYILIECTBIEHUE 3aIIUTHBIX MEPONPHUSATUN W pa3paboTKy

C3I10a I'KY PO «YM®II» B COOTBETCTBUH C JEHCTBYIOIIUM 3aKOHOIATEIHCTBOM
B obmactu 3amutel [IJI[H W OpyruX HOPMATHBHEIX aKTOB II0 0€30I1aCHOCTH
UH(OPMALUH, YTBEPKIEHHBIX OpraHaMu rOCYIapCTBEHHOMN BIACTH U YIIPaBJICHHS

B IIpcaciiaXx uxX KOMIICTCHIUH.
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ITonp3oBarem u obcmyxuBaromuit mepconan I[I/la VCITIa T'KY PO
«YMOII» nomxHbl OBITH OCBEAOMIIEHBI O TOPAAKE PabOTHl C 3aIlUIIaeMOU
uHpopMaIuel 1 06 OTBETCTBEHHOCTH 32 HapyllleHHe Mopsnka 3ammtel [1/1H.

CucreMHOCTD
Cucremuniéi mnomxon k moctpoenuto C3I[Jax IT'KY PO «YMO®Il»

IOpenronaraeT ydeT BCEX  B3aWMOCBS3aHHBIX, B3aUMOJEHCTBYIOIIUX U
U3MEHAIONMXCA BO BPEMEHHU DJJIEMEHTOB, YCIOBUNH U (PAKTOPOB, CYIIECTBEHHO
3HQUMMBIX I [IOHUMAaHWs W pelleHus MpoOieMbl obecriedeHrs 0e30M1acHOCTH
IT0s UCITI[a TKY PO «YMO®ILIy.

IIpu co3maHMM cHUCTEMBI 3aIlUTHl TOJDKHBEI yYUTHIBATHCS BCE ClIadble U
HaubOosiee ys3BUMBIE MecTa CHCTeMbl oOpaborku [1J[H, a Takxe Xapaxrtep,
BO3MOYKHBIE OOBEKTHI U HaIIpaBJICHUsI aTaK Ha CHCTEMY CO CTOPOHBI HapyIIUTENeH
(ocobenno BBICOKOKBaTU (DUITUPOBAHHBIX 3JI0YMBIIIJICHHUKOB), MyTH
IIPOHUKHOBEHUs B pacupenenenHble cucteMbl 1 HCJ[ x mHbopMarmu. Cucrema
3allUTHl JIOJDKHA CTPOUTBCS C yUYETOM HE TOJBKO BCEX HM3BECTHBIX KaHAJIOB
npornukHoBeHus 1 HCJl x mHpOpMAINH, HO U C YIETOM BO3MOXXHOCTH IOSIBICHUS
IIPUHIUIINATIBEHO HOBBIX IyTeH peaTu3alui yrpo3 0e30macHOCTH.

KoMniiekcHoOCTh
KowmIuiekcHoe HCIIONb30BaHUE METOJIOB M CPENCTB 3aIlUTHI Ipenrojaraet

COIJIaCOBAHHOE IIPUMEHEHUE PAa3HOPOIHBIX CPEACTB IMPH MOCTPOSHUH IIENOCTHOU
CHUCTEMBI 3alllUThI, IIEPEeKphIBAIOLIeNl BCE CYyIIECTBEHHBIC (3HAUYUMBIC) KaHAIIBI
peanusanyy yrpo3 U He colepkaimed ciaObIX MeCT Ha CTHIKaX OTHEIBHBIX ee
KOMITOHEHTOB.

3ammTa JOJKHA CTPOUTECS SIIETOHUPOBAHO. [Tl KaXXIoro KaHala yTeuKH
UHQOpPMAlMK U AT KaXIOW yrpo3bl 0e30MacHOCTH JOJKHO CYIIEeCTBOBATH
HECKOJIBKO 3aIUTHBIX pyOexeli. Co3laHue 3alUTHEIX pyOekel OCYIIEeCTBISIETCS C
YYETOM TOIO, 9TOOBI AN UX NPEOJOJICHUS MOTEHIMAIBHOMY 3I0yMBIIIEHHUKY
TpeOOBaNIUCh TPO(ECCHOHATLHBIE HABBHIKM B HECKOJLKMX HEB3AMMOCBI3aHHBIX

obacTsx.
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BremHss 3ammra MOoDKHA 00eCTIeuMBaThCA (QU3NYECKUMM CPEICTBAMH,
OpPraHU3ALMOHHBIMA M IIpaBOBBIMM Mepamu. OmHUM K3 Hawmbollee YKPEIUICHHBIX
pyOexeli IpHu3BaHbl OBITH CPEICTBA KPUIITOTPAPUIECKOM 3aIUTEI, PeaTn30BaHHbIe
C ucnoib3oBaHueM TexHojoruu VPN. TlpukimanHo¥ ypoBeHB — 3allWTHI,
YUMUTBHIBAIOIIANA OCOOEHHOCTH NPEAMETHOW 00IacTH, IpEACTaBiIsieT BHYTPEHHU
pyOeX 3aIuThL.

HenpepbiBHocThb 3amuTsl I1/1H
3ammra II/lH — He pa3oBoe MEpOIpPUATHE W HE IPOCTass COBOKYITHOCTH

IIPOBEACHHBIX MEPOIPHUATHN U YCTAHOBJIEHHBIX CPEACTB 3allUThI, @ HETIPEPBIBHBIN
I[eJICHaPaBIeHHBIA [IPOLECC, IIPEANONAralolIiil IPUHATHE COOTBETCTBYIOIIUX
Mep Ha Beex aTanax xuzHeHHoro nukia MCIT)IH.

NCIIJIH noJDKHBI HaxOOUTHCS B 3alllUIICHHOM COCTOSIHHM Ha IPOTSHKSHHUU
BCEro BPEMEHM HX (PYHKIHOHUPOBaHUSI. B COOTBETCTBHH C 3THM NPHHIIAIIOM
TOJDKHBI ~IIPUHUMAThC Mephl 110 Henmomymenuro nepexona HWMCIIJlx B
HE3aIUIIEHHOE COCTOSTHUE.

bonpmUHCTBY (QU3MYECKMX U TEXHUYECKUX CPENCTB 3allUThl I
5Q(QEXTHBHOTO  BBHINIOJHEHUS CBOWX (YHKIHHA HEOOXOAMMa IIOCTOSHHAS
TeXHUYEeCKass W  OpraHu3aliOHHAas (amMUHHCTpaTUBHAS) IO IepKKa
(cBOEBpeMeHHass CMeHa W O0ecCIedeHie MPaBWILHOIO XPaHEHUS W IPUMEHEHHS
UMEH, Mapojel, KiIouel MUQpoBaHUs, NepeolpeaeiieHre MOJTHOMOYNN U T.IL.).
IlepepeiBel B paboTe CpeACTB 3allUTBl MOIYT OBITH  HCIIOIL30BAHEI
3II0YMBIIUIEHHUKAMHU IS aHA/IM3a MPUMEHSIEMBIX METOJOB M CPEICTB 3allUTHI,
JUI BHEIPEHUSI CIICIMATIBHEIX [IPOrPaMMHBIX U allllapaTHBIX "3aKIafgok" ¥ ApyTux
CPEACTB  NPCOMOJCHHSA CHCTEMBI  3alUThl IIOCIE BOCCTAHOBIEHHS €€

GYHKITHOHUPOBAHKS.
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CBOBBpeMeHHOCTL
Hpennonarae”r ynpexcnafomnﬁ XapakTep MeEp obecrieyenrss 0€30IaCHOCTH

II/IH, TO ecTh mOCTaHOBKY 3a1a4 1o komruiekcHow 3amure MCIT/{H 1 peanuzanuio
Mep obecnieuerus 6e3omacHocty [1/IH Ha panHuX cTagusx paspaborku VUCIIIH B
LIEJIOM U €€ CHCTEMBI 3alUThl HH(POPMALIUH, B YaCTHOCTH.

Pa3zpaboTka cucTeMbl 3alIUTHL JOHKHA BECTHCH TApaJIeNFHO ¢ pa3paboTKon
¥ pa3BUTHEM CaMOM 3aIUINAEMON CHCTEMBl. DTO IO3BOJHUT Y4EeCTh TPeOOBaHUS
0€30I1acHOCTH IIPH IMPOESKTUPOBAHUU apXHUTEKTYPHI ¥, B KOHEYHOM CYeTe, CO31aTh
Oonee »ddexTuBHBIE (Kak IO 3aTpaTaM pecypcoB, TaK W TII0 CTONKOCTH)
3aIIUIIEHHBIC CUCTEMBI.

HpeeMCTBeHHOCTL H COBEPIICHCTBOBAHHE
Hpe,unonara}oT IMOCTOSAHHOE COBEPHICHCTBOBAHKWEC MEP U CPCACTB 3alllUTHI

“H(OpMalUuu Ha OCHOBE TPEEMCTBEHHOCTH OPTaHMU3alMOHHBIX W TEXHUYECKUX
pelIeHnii, KaapoBOro coctaBa, aHamuza ¢ysknuonuposanus WCIIH u ee
CHACTEMBI 3alllUTHl C y4eTOM H3MEHEHUH B MeETOJaxX M CpeAcTBax IepexBara
vH(OpMalMyd, HOPMATHUBHBIX TpeOOBaHWI MO  3alUTe, JOCTUTHYTOI'O
OTEUYECTBEHHOTO U 3apyOEeXXHOI0 OIBITa B 3TOH 00IaCTH.

Hepco HaJIbHAfA OTBCTCTBCHHOCTD
HpeﬂnonaraeT BO3JIOKCHHC OTBCTCTBCHHOCTH 3a obecIrieyeHue

6esomacHoctu [I/lH um cucteMbl MX OOpabOTKM Ha KaXIOTO COTPYIOHHKA B
IIpefieNiax ero IOJHOMOYMN. B COOTBETCTBUM C 3TUM MPHUHIUIIOM paclpenelieHre
IIpaB U 005A3aHHOCTEH COTPYIHHKOB CTPOHUTCS TAaKUM 00pa3oM, 4yTOOBI B Cliydae
T000ro HapyIleHHsS KpPyr BHHOBHHMKOB OBLIT YETKO H3BECTEH WM CBENEH K
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IIppHOMII MEHAMH3AIUH T0JTHOMOYHIA
O3zHayaeT NpenocTaBlI€HHE I0JIb30BATENsIM MUHUMAIBHBIX IIPaB JOCTYIA B

COOTBETCTBHH C POU3BOICTBEHHON HEOOXOAMMOCTHIO, HAa OCHOBE IPUHIIUIIA «BCE,
YTO HE Pa3pellIeHO, 3aMpeiIeHO.

Hoctyn x ITJIH HOmKeH MpemnocTaBIsATECS TOJIBKO B TOM ciiydae U oObeme,
€CIIH 3TO HEeOoOXOOUMO COTPYIHWKY JUISI BBIMIONHEHWs] €ro JOJKHOCTHBIX

00s3aHHOCTEH.

B3anMopeiicTBHE H COTPYTHHYECTBO
IIpennmonaraer co3naHue ONarompusTHONH aTtMocdepsl B KOJIJIEKTHUBAX

noapasaeneHui, obecneuynBaromux aesrenbHocTs MCII[IH T'KY PO « YMO®LDy,
JUIS. CHIDKEHUS BEPOSITHOCTH BO3HHUKHOBEHHUSI HETaTUBHBIX JEHCTBUI CBS3aHHBIX C
YEJIOBEYECKUM (DaKTOPOM.

B Takoii 00cTaHOBKE COTPYOHUKHM JOJDKHBI OCO3HAaHHO COOIIOAarh
YCTAaHOBJICHHBIE TIpaBMja W  OKa3bIBaTh COACHCTBHE B  JEATEIHLHOCTH
MOApa3AENCHUN TEXHIYECKON ATl MHQOPMAIIUH.

I'mOkocTh cucrembl 3amuThl I1IH
IIprHATEIE Mepbl U YCTAaHOBJEHHBIE CpPEJCTBA 3alllUThl, OCOOEHHO B

HaYaJIbHBIA IIEPUOJ MX 3KCIUTyaTalluH, MOTYT 00eCIIeUYnBaTh KaK Ype3MepHBIH, TaK
U HEJOCTaTOYHBIM ypoBeHb 3amuThl. Jlnsg obecredeHuss BO3MOXHOCTU
BapbUPOBAHUs YPOBHEM 3allIMINEHHOCTH, CPEICTBa 3aIUTHI NOJKHBI 00J1a/1aTh
onpeneneHHoN IubKocThio. OCOOCHHO Ba)XKHBIM 3TO CBOMCTBO SBISETCS B TeX
CiIy4asx, KOrZa YCTaHOBKY CPEACTB 3allUThl HEOOXOIWMO OCYIIECTBIATh Ha
paboTaromyro  CHUCTeMy, He  Hapylmas Ipolecca ee  HOPMAJIbHOTO
GYHKITMOHUPOBAHUS.

OTKpLITOCTb AJITOPUTMOB U MEXAaHHU3MOB 3AIIIUTbI
CYTI: ITPUHIUIIA OTKPBITOCTH aJITOPUTMOB B MEXAaHHU3MOB 3aIIUTHEI COCTOUT B

TOM, YTO 3alidra HE OOJIKHA o0ecrneynBaThLCI TOJILKO 33 CYET CCKPETHOCTHU

CTpYKTypHOI\/'I OpraHu3aliid W ajJIroOpuTMOB Q)YHKHI/IOHI/IPOBaHI/IH €€ IIOJCHUCTEM.
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3HaHUE aNrOpPUTMOB PabOTEl CHCTEMBI 3aIl[UTEI HE NOJDKHO JaBaTh BO3MOXKHOCTHU
ee npeopoyeHus (naxe aBTopam). OmHaKO, 5TO HE 03HAYAET, YTO UHPOPMAIIHS O
KOHKDETHOM CHCTEME 3aILUTHI JOJDKHA OBITh 00IIE0CTYITHA.

IIpocToTa NpUMeHEeHHS CPEICTB 3aMHTHI
MexaHu3MBl 3alUTHl JOJDKHBI OBITH MHTYWTHBHO IIOHSATHBI M IIPOCTEI B

UCIOJIb30BaHMy. IIprMeHeHre CpencTB 3aluThl HE JO/HKHO OBITH CBSI3aHO CO
3HAHWEM CIENMAaIbHLIX SA3BIKOB WM C BBIIOJHEHWEM ICHCTBHM, TpeOyIOIIIX
3HAQYMUTENIBHBIX  JOIOJHUTEIBHBIX  TpyHo3aTpaT Impu  OOBIYHOM  pabore
3apErUCTPUPOBAHHBIX YCTAHOBICHHBIM MOPSIKOM ITOJIB30BATENIe, a TaKkKe He
JIOJDKHO TpeOOBaTh OT ITOJIB30BATEINS BBIOJHEHUS PYTUHHLIX MAJIOIOHITHEIX €MY
olepaiui (BBOJ HECKOIBKUX ITapoJiel ¥ UMEH U T.]I.).

JomxHa nocTHraTbcs aBTOMATH3alWsl MaKCHMAIBHOTO YHCIa eHCTBUi

roJib3oBarener u anMunauctpatopoB UCIJIH.

Haquaﬂ 000CHOBAHHOCTH H TEXHHYECKAHA P€AIH3YEMOCTD
HHQ)OpMaI_II/IOHHBIe TCXHOJIOTHH, TEXHUYCCKHUE U IPOTpaMMHEBIE CPEOCTRBA,

CpencTBa M MeEpBl 3allUThl HHGOPMAaIMK JOJDKHBI OBITh pealn30BaHBl Ha
COBPEMEHHOM YpPOBHE Pa3BUTH HAayKU U TEXHHUKH, HAYYHO OOOCHOBaHBI C TOYKU
3pEHUsT JOCTIDKEHMS 3aJaHHOIO YPOBHS 0€30IacHOCTH HMHOOPMAITUM H TOJDKHEI
COOTBETCTBOBAaTh YCTAHOBJIIEHHBIM HOpMaM M TpeOoBaHMAM IO Oe30IacHOCTH
IT/1H.

C3IT/Ia nomxHa GBITH OPUEHTUPOBAHA Ha PEIIEHNs, BO3MOKHEIE PUCKH IS
KOTOPBIX W MEphl IPOTHBOAEHCTBHA OSTHM pHCKaM MPOILIH BCECTOPOHHIOK
TEOPETUYECKYIO U IIPAKTUUECKYIO ITPOBEPKY.

Crnennanuszanus 1 npogecCHOHATHIM
Ilpenmonaraer mpuBiedeHHe K pa3paboTKe CPENCTB U pealM3alliy Mep

3aI0UTBl  MHQOpMAalUM  CHeNUATM3UPOBAHHBIX  OpraHM3alyii, Haubolee
IIONATOTOBJICHHBIX K KOHKPETHOMY BHAY JESTCIBHOCTH II0 OOECIEUEHHUIO
6esonacuocTr I1JIH, MMEFOIMX OMBIT IPAKTHYECKOM paboTHl U FOCYAapCTBEHHYIO

JULCH3UI0O Ha TpaBO OKasaHWsA YCIYr B OToM obOnactd. Peanmsanms
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aIMUHUCTPATUBHBIX Mep M  OJKCIU[yaTalluss CpeACTB  3allUThl  OJDKHA
OCYLIECTBIATECSA MPODECCHOHATBHO MOAroToRIeHHbIME crenuanuctamu ['KY PO
«YMODIIy».

O6s13aTEILHOCTDH KOHTPOJsA
HpeI[HOJIaFaeT 0053aTeNBFHOCTE | CBOCBPEMEHHOCTh BBIABJICHUA H

I[MPpECCUCHUA IIOIBITOK HApPYIICHHWA  YCTAHOBJICHHBIX IIPABUIL obecnieueHus
0e30macHOCTH HHH Ha OCHOBC HCIIOJB3YEMBIX CHCTEM M CPEIACTB 3alllUThI
I/IH(l)OpMaI_II/II/I IIpA COBCPIICHCTBOBAHHMKU KPUTECPUCB KW METOHNOB OLICHKHU
B(IJ(I)GKTI/IBHOCTI/I 9TUX CUCTEM U CPCIICTB.

KOHTpOJIB 3a OCATCIIBHOCTBIO JTF000T0 IIOJIB30BATEIA, KaXXI0ro CpelacTBa
3alIUThI 1 B OTHOIIICHHUH JIF000ro 00BEKTa 3alIUThI OOJDKCH OCYIICCTBIIATHCS Ha
OCHOBC IIPUMECHCHHUA CPENCTB OIICPATUBHOI'O KOHTPOJIA U PErucTpalii U JOJDKCH
OXBaThIBATh KaK HECAHKIIMOHHWPOBAHHBIC, TaK W CAHKIMOHWPOBAHHBIC JIIeMCTBUS

IIOJIE30BaTEIEH.
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6 Meprbl, MeTOABI B CpeACTBa 0O0ecnedyeHusi TpedyeMoro ypoBHsl
3aIIHIIECHHOCTH

Ob6ecnieyenre TpeOyeMOro YpOBHS 3aIUIIEHHOCTH JODKHOCTH TOCTUIaThCs
C WCIONIb30BaHWEM MeEp, METOIOB U cpenacTB Oe3omacHocTU. Bce Mepsl
obecnieuenus 6ezonacuoctu MCII/IH nmoapa3aensroTcs Ha:
— 3aKOHOJATENbHBIC (ITPaBOBEIE);
— MOPIbHO-3THYECKUE;
— OpraHu3allMOHHbIE (aIMUHUCTPATUBHEIE);
— (dusuyeckue;

— TeXHWYECKue (ammnapaTrHble U IpOorpaMMHBIE).

3akoHoaaTe bHbIC (IPABOBbIE) MEPHI 3aLHTHI
K mpaBoBBIM MepaMm 3aIUThl OTHOCSATCSA ACHCTBYIOIIME B CTpaHE 3aKOHEI,

yKa3bl ¥ HOPMAaTHUBHBIE aKThl, PeTIaMeHTHPYOINYe mpaBuia oOpamenus ¢ 11/,
3aKpeIUIAIOIIYE TIpaBa ¥ 005S3aHHOCTH YYAaCTHUKOB MHPOPMAIIMOHHBIX OTHOIIEHHUH
B IIpolecce ee o0pabOTKM ¥ UCIONB30BaHMS, a TaKXKe YCTaHaBIMBAIOIIME
OTBETCTBEHHOCTh 3a HApyIIEHWs 3THX MPaBUJ, MNPEIATCTBYS TEM CaMbIM
HEeIIpaBOMEpHOMY HcIosnb3oBaHuto IIJ[H wu  sBusromuecs COEP)KUBAIOIIUM
(dakTOpOM JJIs HOTEHITNATBHBIX HApYIIHTEIeH.

IIpaBoBBIE MepBI 3alIUTHl HOCAT B  OCHOBHOM  YIPEXIAIOIIWMN,
IPOQUIAKTUYECKUH XapakTep U TpeOYyIOT MOCTOSIHHOM pa3bsiCHUTENbHOM paboThI ¢
I10JIb30BATESIMU U 00CITYKUBAOIIUM [IEPCOHATIOM CHUCTEMBI.

MopanbHO-3THYEeCKHe Mepbl 3aIUThI
K MopalbHO-3TUYECKHMM MepaM OTHOCSTCS HOPMBI ITOBEACHHS, KOTODPEIE

TPaAULMOHHO CIOXKWIKUCh WK CKJIAABIBAIOTCS II0 Mepe pacmpocTpaHeHus OBM B
CTpaHe wWiau oOmecTBe. OTH HOPMBI OOJBINEH YacTBIO HE  SIBISIOTCS
00s3aTeNbHBIMY, KaK 3aKOHOJATENBHO YTBEP)KICHHBIE HOPMATUBHEIE aKTHI,
OJTHAKO, MX HECOOIIofeHHe BeneT OOBIYHO K MAJeHUIO0 aBTOPHUTETA, MPECTHKA

YCJIOBCKA, I'PYIIILI JIMI WA OPraHu3alyH. MOpaJIBHO-BTI/I‘IeCKI/Ie HOPMBI OBIBAIOT
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KaK HemucaHble (HampuMmep, OOIenpu3HaHHble HOPMbI YeCTHOCTH, [TaTPUOTH3MA U
T.IL.), TaK U IFCaHBIE, TO €CTh OPOPMJICHHBIC B HEKOTOPHIH CBOJ (YCTaB) IpaBHIl
VUTH TIPEATTMCaHUN.

MopalbHO-3THYECKHEe MEpHl 3allUTHl SBILFOTCA NPOGUIAKTUYECKHMMH U
TPeOYIOT ITOCTOSHHOM pabOTHI IO CO3[JaHHIO 370pPOBOI0 MOPAIBHOIO KJIMMAara B
KOJUIEKTUBAaX TMojpa3feleHuil. MopalbHO-3THYECKHEe MEpBl 3allUTEl CHIDKAKOT

BEPOATHOCTb BO3HUKHOBCHHUA HCTAaTUBHBIX JICCTBUM CBSA3aHHBIX C YEJIOBEYECCKUM

dakTopoMm.
OprannzanuoHHble (AAMUHUCTPAaTHBHbIE) MePbI 3alUThI
Opraau3aiiuoHHble  (aAMUHUCTPATUBHBIE) MEpPBlI 3allUTEl - 3TO MEPEI
OpraHU3alMOHHOTO xXapakTepa, periaMeHTUPYIOIIHe MIPOIIECCHI

dynaxiuonupoanus MCIIn, ucnons3zoBanue pecypcoB MCIIIH, nedATeapHOCTE
00CTY>KHBAIOIIETO TIEPCOHANIA, & TAKXKe MOPSIOK B3aUMOAEUCTBUA II0JIb30BaTENIEH
¢ UCIIIz TakuMm o0Opa3om, 4TOObl B HamOOJBIIEH CTENECHU 3aTPyJHUTH WIIH
HCKIIIOYUTE BO3MOXKHOCTh peali3alliyl YyIpo3 0e30IacHOCTH WU CHU3UTEL pa3Mep
[IOTEPH B CIIydae UX Peau3alyH.

['maBHas Iedb AJIMHHHACTPATHUBHBIX Mep — chopmupoBaTh llomuTuxy
uHbopManroHHOW Oe3omacHocTy II/IH (OTpakaromryro MOAXOABI K 3alllMTe
uHDOpMaNUK) U 00ECIICYHNTh €€ BBIMOJTHEHNE, BBIICIS He00X0IUMEIE PECYPChl U
KOHTPOJIMPYS COCTOSTHUE JIEIl.

Peanuzanus [lomutuku madopmanronnoit 6ezonmacuoctu I1/1x B MCIIIH
COCTOSIT W3 MEp aIMUHUCTPATHBHOTO YPOBHS W OPTaHU3AI[HOHHEIX (TIPOLeTypHBIX)
Mep 3aIIUThl HTHPOPMAIIHH.

K amMuHUCTpaTMBHOMY YpPOBHIO OTHOCATCS pCIIeHHWs pPYyKOBOJCTBA,
3arparuBaromye aestenpbHocTs VICII/H B nenoM. OTu pelneHus 3aKperuisitoTces B
ITonuTuke uHGOpMaMOHHON Oe3omacHoCTH. [IpuMepoM TakWx pelmeHuid MOTyT

OBITH:
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— INpUHATHE PEIIeHust 0 GOPMHUPOBAHHUY WM II€PECMOTPE KOMIUIEKCHOM
nmporpaMmbl  obecnedeHus OesomacHoctH IIJIH, ompeneneHne
OTBETCTBEHHBIX 3a €€ PeaNTU3aLlUIo;

— ¢opMynupoBaHUWE  IeNel, IIOCTaHOBKa  3aa4, OIpeleleHue
HaIpaBICHUH MesSTeIbHOCTH B 00nacTu 6e3onacHocTy I1/1H;

— TpUHATHAE pELIeHWH 10 BONpPOCaM pealld3alldd  IIPOrpaMMEI
6e30I1aCHOCTH, KOTOphle paccMmarpuBatorcs Ha ypoBHe I'KY PO
«YM®ILI» B uieinom;

— obecrieueHre  HOpPMaTHUBHOM (HpaBOBdﬁ) 0a3el  BOIIPOCOB
0€e30MacHOCTH U T.II.

[TonuTHKA BEPXHETO YPOBHS HOJDKHA YETKO OYEPTUTH cepy BIHAHUSA U
OrpaHWyeHUs TIpU ompeneneHuy Ieneli 6esonacHoctr II/IH, onpenenuTs KaKUMU
pecypcamu (MaTepuwaibHBIC, MEPCOHANT) OHM OyOyT MJOCTHIHYTHI W HAWTH
PasyMHBIM KOMIIPOMHCC MEXIy IIPHEMIIEMBIM YPOBHEM O€30MacHOCTH |
¢yskumonansHocTh0 MCIIH.

Ha opraHuW3alliOHHOM YpOBHE OIPENENsAIOTCS IPOLEAYpsl M IpaBuiia
JOCTYDKEHMS 1eNei u pernenus 3anad [lonuTrke HHPOPMAIIMOHHON 6€30IacHOCTH
[T/1H. DT npaBuUiIa ONPENEISIOT:

— KakoBa 00j1acTh IPUMEHEHUS ToMuTHKY Oe3omacHocTy 11/1H;

— KaKOBBI POJIM U OOS3aHHOCTU IOJDKHOCTHBIX JIWI[, OTBEYAIOIIHE 3a
npoBeneHue monuTuku 6e3zonacHoctd [1/IH, a Tak ke UX yCTaHOBUTH
OTBETCTBEHHOCTE;

— KTO mMeeT npasa gocryna K [1/1x;

— KakuMU MepaMH U cpefcTtBamu obecrieunBaercs 3ammuTa [1/1H;

— KakMMU MepaMd U CpeAcTBaMd obecreyuBaeTcs KOHTPOJIb 3a
COOJIFOIEHEM BBEJICHHOTO pekuMa 0€30IacHOCTH.

OpFaHI/ISaIII/IOHHBIC MCPBI OOJDKHBI:
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— IpeaycMaTpuBaTh  perjiaMeHT HWH()OPMAalMOHHBEIX  OTHOLIEHUH,
HCKIIIOYAIOIUX BO3MOXKHOCTh HECAHKIIMOHMPOBAHHBIX NEUCTBUA B
OTHOIIIEHUY OOBEKTOB 3aIIUTHI;

— OIpeneNnsaTh KOAIMIIMOHHBIE U HepapXU4ecKHe IIPUHIUIB U METOJbI
pasrpanndeHus nocrymna K 11/1H;

— OIpemensaTh HOPSAOK pabdOTEl C IPOrpaMMHO-MaTEeMATUYECKUMH H
TEeXHUYECKUMU (aIllapaTHbIe) CPeICTBAMH 3AlUTHl U KPUIITO3AIIUTEL
Y IPYTUX 3alUTHBIX MEXaHNU3MOB;

— opraHuzoBath Mephl npotuBozedctsus HCJl mosnp3oBaTensMy Ha
sTanax ayTeHTUUKALINH, aBTOpU3AIUH, UICHTU(DUKAIINH,
o0ecreyrBarOIUX TapaHTUH peanu3aliy IIpaB U OTBETCTBEHHOCTHU

CyOBEeKTOB HH()OPMAIIMOHHBIX OTHOIIICHUN.

OpraHu3aIiioHHBIE MEPBI JOJKHBI COCTOSTh U3:

— pernamenTa gocrtymna B momMerenus UCII/1g;

— TIOPSAZOK JOITyCcKa COTPYIHHUKOB K HCIOib30BaHMI0 pecypcos MCII/Ix
I['KY PO «YMO®I1»;

— perjaMeHTa IIPOLIECCOB BeACHHS 0a3 MaHHBIX M OCYIIECTBICHM
MOIUPUKAIIN THOOPMAIMOHHBIX PECYPCOB;

— permaMeHTa  IpoleccoB  OOCTy)XMBaHHSI W OCYIIECTBICHUS
MoIU(UKaMY annapaTHRIX U IporpaMMHbIX pecypcos UCITH;

— uHcTpykumii nome3oBarenet UCIIJIa (agmunuctpatopa WCIL/H,
aIMUHHCTpaTopa 6e3omnacHocTH, oneparopa UCI1]Ix);

— HHCTPYKLMS IIOJb30BAaTeN1 IPH BO3HUKHOBEHWU BHEIITATHBIX
CUATYaLUM.

— HHCTPYKLHMS II0 pPa3MEeIeHHI0, 000PY/I0BaHUIO B OXpaHe ITOMEITeHUH,

I'’IC XpaHsATCA NMEPCOHAIBHBIC JAaHHBIC, IO XPAHCHHIO IICPCOHAIBHBIX
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IAHHBIX Ha OYMaXHBIX HOCUTENSX U MOPSAKY pabOThl HCIIOIHUTENEH

C ICPCOHAJIIbHBIMU NAHHBIMU Ha 6}’Ma)KHI:IX HOCHUTCIIAX I/IH(l)OpMaIJ;I/II/I.

duznueckue MEPbI 3alIUThI
DOu3nYeCcKre MCpPBI 3alllUThl OCHOBAaHBI Ha INIPHUMEHEHUHN PAasHOI'o poAa

MEXaHUYIECKHUX, 9JIEKTPO- WM JJIEKTPOHHO-MEXaHWYECKUX YCTPOUCTIB U
COOpPY)KEHHUH, CIENHANTbHO TNpeJHa3HAUYECHHBIX IS COo3/aHus (U3NYECKUX
TIPENSTCTBAMA Ha BO3MOXHBIX ITyTSAX MPOHUKHOBEHMS U JOCTyIa IMOTEHIUAIBHBIX
HapyIuTellel K KOMIIOHEHTaM CHUCTEMBI M 3aIlMINaeMoil MHPOpMallWH, a TaKKe
TEXHUYECKUX CPENCTB BHU3yaJlbHOI'O HAONIONEHHUSA, CBA3M U  OXPaHHOU
CUTHAJIA3AIUH.

duspyeckas 3aluTa 3JaHANA, TOMEIIeHWH, OOBEKTOB U  CPEICTB
uH(pOpMaTHU3AIII TOJDKHA OCYIIECTBISATHCA My TeM YCTaHOBJICHU
COOTBETCTBYIOIIMX ITOCTOB OXPaHblI, C MOMOIIBI0 TEXHUYECKUX CPEICTB OXPAaHEI
WA JIOOBIMH JIPYTUMH CIIOCO0aMU, MPEeJOTBPAINAIOIUMU WK CYIIECTBEHHO
3aTPYOHSIOIMME TPOHUKHOBEHHWE B 3/IaHHE, IIOMEINEHUS IIOCTOPOHHMX JIHII,
XUIleHne HHOOPMAIMOHHBIX HOCUTENIeH, CcaMHX CpeAcTB UHGpOpMaTH3aLUY,
HCKITFOYAIOIUMHI HaX0XICHHEe BHYTPH KOHTPOJHpPYeMOW (OXpaHsSeMOM) 30HBI

TEXHUYCCKUX CPEACTB pasBCAKHU.

AnnapaTHo-nporpamMmmMHbie cpeacrsa 3amuThbl IL/In
Texnu4eckue (ammapaTHO-IPOrpaMMHBIE) MeEpHI 3alllUTHl OCHOBAaHBl Ha

WCIIOIB30BAHUU PA3IUYHBIX JJIEKTPOHHBIX YCTPOUCTB M CIIEIHAIBHBIX MPOTPaMM,
Bxoasamux B coctaB VICIIJIH 1 BRIMOTHSIOMKX (CAMOCTOSTENHHO WU B KOMILJIEKCE
C OIPYTUMH CPeJICTBaMU) PYHKIUHU 3AITUTHI (MICHTHQHUKAIIAIO ¥ ayTeHTHDUKAIIHIIO
II0JI30BATENEH, pasTpaHUYEHHE IOCTYyNa K pecypcaM, PEerucCTPaluio COOBITHH,

KpHIOTOrpadruecKoe 3aKpITHE HHOOPMALIUH U T.JI.).
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C ygueToM BcexX TpeOOBaHUH U MPUHIUIIOB obecmeuenHus 6e3onacHocTy I1/1H
B MCII/[H mo BceM HampaBICHUSM 3aIUTHI B COCTaB CHUCTEMBI 3aIUTHI TOJDKHEI
OBITH BKIIFOUEHBI CIIEAYIOINAE CPEACTRA!

— cpencrtBa uWACHTHGUKauy (OMO3HABaHUS) U ayTeHTU(QUKALUH
(moaTBEPXKIEHUS MOITHHHOCTH ) TTosib3oBaTeneit UCI1/H;

— CpenacTBa pasrpaHUYeHus JocTyma 3aperuCTPUPOBAHHBIX
nons3oBatenelt cucremsl kK pecypcam UCIIIH I'KY PO «YM®L»;

— cpencTBa oOecrnedeHus U KOHTPOJS IEJIOCTHOCTH HPOrPaMMHBIX U
UHGOPMAIOHHBIX PECYPCOB;

— CpencTBa OIEPAaTHBHOTO KOHTPOJS W  PETHCTpPaluy  COOBITHH
0€30I1aCHOCTH;

— Kpunrorpadudeckue cpeacrna 3amutsl [1/1H.

VYcnemHoe mnpuMeHeHHE TEXHUYECKHX CpPEICTB 3allUThl HA OCHOBAHUU
TIPUHITATIOB (pa3zeNl 5) MPeAroyiaraeT, YTO BBHINOJHEHUE IEPEYHCIICHHBIX HIKE
TpeOOBaHUN 00ECIeUYeHO OpraHU3alMOHHBIMU (aIMUHUCTPATUBHBIMH) MEpaMH U
HCIIOIh3YEMBIMU (DU3UIECKUMU CPEICTBAMU 3aLUTHL:

— obecrieyena usnyeckas 1eJI0CTHOCTh Becex kommnoHeHT MCIT/H;

— Kaxnmeli coTpymHuK  (mosb3oBatens MCIIJlH) wnmm rpynma
TI0JIL30BATENe MMEET YHMKAIbHOE CHCTEMHOE MM M MHUHHMAIIBHO
HEOOXONUMBIE JJIS BBINIOJNHEHUS WM CBOMX (YHKIIMOHAIBHBIX
00s13aHHOCTEH MOJIHOMOYHS IO AOCTYITY K pecypcaM CHUCTEMEI;

— B UCIIJr TKY PO «YM®ILl» pazpaboTka u OTNIagka Iporpamm
ocymecTBisiercss 3a npegenamu  MCIIJIH, Ha w#cOBITaTEIBHBIX
CTeH/IaX;

— BCE M3MEHEHHs KOH(MUIypalluh TEXHWYECKHMX ¢ IPOrPaMMHBIX
cpencts MCII/IH mpou3BOASTCS CTPOTO YCTAHOBJICHHBIM ITOPSIKOM
(perucTpupyroTcsi ¥ KOHTPOJHPYIOTCSA) TOJIBKO Ha OCHOBAHUHU

npukaszos pykosoxactsa ['KY PO «YM®Iy;
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— ceTeBoe obopynoBaHue (KOHIIEHTPATOPHI, KOMMYTAaTOPHI,
MapIIpyTU3aTOPHI U T.II.) PACIIONaraeTcsi B MecTax, HeJOCTYIHBIX I
IIOCTOPOHHUX (CIEIHATBHBIX TIOMEIIEHUIX, Kadax, u T.1I1.);

— cneunammctamMu [KY PO «YM®L» ocy1iecTBisieTcss HENPEPhIBHOE
yIpaBjeHHe W aIMHUHUCTPATHBHAs MOAACpXKa (YHKIHMOHUPOBAHMS

CpCACTB 3allIUTHI.
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7 Kontpoas 3¢pdextusnoctu C3IIAH

Kontpons addextuBrOocTr C3II[IH  OOIDKEH  OCYIIECTBILICTCS  HA
IepHOANIecKor  ocHOBe. Ilenplo  KOHTpons  3GQMEKTHBHOCTH  SABJIAETCS
CBOEBPEMEHHOE  BBISBIEHHE HeHaIexamux pexuMoB paborer  C3IIH
(oTxIIHOYEHUE CPeICTB 3aIlUTHI, HapylLlIeHue PEXUMOB 3aIUTHL,
HECAaHKIUOHUPOBAaHHOE W3MEHEHWEe peXMMa 3allUTl M T.OL), a TaK
IIPOTHO3WPOBAaHNWE U INPEBEHTUBHOE pearuMpoBaHME Ha HOBBIC  YIPO3BI
oe3zonacHocTH I1/IH.

KOHTpOIbL MOXKET NPOBOMUTHCS KakK aJIMHHHCTPATOpaMH O0e30IIacHOCTH
WCII[ln  (omepaTuMBHBIA  KOHTPONb B  Ipolilecce  HMH(OPMAIIMOHHOIO
B3aumoneiicteus B HMCIIIH), Tak W TpHUBJICKaeMBIMH U1 OSTOH IenH
KOMIIETEHTHBIMH ~ OpTaHHW3allisIMM, KMEIOIIMMHK JIMIEH3HI0 Ha 3TOT BUA
nesrensHoctd, a takke DOCTOK Poccum m OCH Poccum B mpenmenax HX
KOMITETeHIIHH.

KOHTPOIIL MOXKET OCYLIECTBIISATHCS aIMUHUCTPATOPOM O€30IaCHOCTH KaK C
IIOMOIIBIO INTAaTHBEIX CPEACTB cHUCTeMBl 3amuThl II/IH, Tak ¥ C ITOMOIIBIO
CIIEIUATIBHBIX POTPAMMHBIX CPEICTB KOHTPOJIS.

Onenka 3¢ dekTHBHOCTH Mep 3amuThl 11/[H IpoBOOUTCS ¢ UCIIOJIE30BAHUEM
TEXHUYECKUX W IPOTPAMMHBIX CpPEICTB KOHTPOJS Ha IIPEIMET COOTBETCTBHUSA

YCTaHOBJICHHbBIM Tpe60BaHI/I$IM.
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8 Cdepnl oTBeTcTBeHHOCTH 32 6e3onacHocTh 11/1H

OTBETCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJb HajJ O0ecleYeHUEM
0e30MacHOCTH ePCOHATBHBIX TaHHEIX sBiseTcs pykoBoacTBo IKY PO « YMO®IDy.
PyKoBOIWTENF MOXET JEeNerHpOoBaTh YacTh IIOJHOMOYHM II0 00eCIedYeHuIo
0€30IacHOCTH NePCOHANBHBIX JaHHBIX.

Chepa  OTBETCTBEHHOCTH  pPYKOBOIOUTENS  BKIIOYAeT  CIEXYIOIIHE
HaIpaBieHus oOecniedeHus 6e3zonacHoctu I1/IH:

— IlnamwpoBaHue W peanu3alisi Mep IO OO0ECIIEYCHHIO Oe30IIaCHOCTH
I11H;

— Amnamus yrpo3 6ezonacHoctu I1/1H;

— Pa3paboTKy, BHeApeHUEe, KOHTPOJIb UCIOIHEHMsS U IOA[EpKaHWe B
aKTyaJlbHOM  COCTOSHHUH  IIOJNUTHK, PYKOBOJACTB, KOHIIEIIINH,
IIPOIEAYP, PETVIAMEHTOB, MHCTPYKLUUN U APYTHX OPraHM3alMOHHBIX
JIOKYMEHTOB 10 00eCIIeYeHHIO 0e30I1aCHOCTH;

— OO0yuenne u uHbopMUpoBanue nonb3oparenedt MCIIH, o mopsiuke
pabortsl ¢ [1JIH 1 cpencTBamMu 3aInTEI,

— IlpenoTBpalinenue, BBISBICHUE, pEarupoBaHWe M paccileJOBaHHUE
Hapymenuii 6e3omacHoctu [1/]H.

[Ipu B3aMMOAEWCTBHM CO CTOPOHHMMHU OPraHU3aIlMsIMHU B ClIydasx, Korzaa
COTPYIOHHKAM 3THX OPraHH3alii IPeNOCTaBISIeTCS NOCTYN K OOBEKTaM 3allMThI
(pazzmen 3), ¢ 3TUMH OpraHM3aIUsIMU JOJDKHO OBITH 3akiroueHo «CoriameHue o
KoOHQuAeHIuanbHoCTHY, Jubo «CornameHne O COOMIONCHWM  peXuMa
6e3onacHocty I1/1H npu BeimonHenuu pabot B MCII/In». [loarotoBka TUIOBBIX

BAapUaHTOB 3TUX corjiameHuil ocymecteisercs opuctamu ['KY PO « YMOILIy.
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9 Mopaeab HapyIuTe st 0€30IaCHOCTH

Ilon mapymutenem B ['KY PO «YMOIl» nmoHMMaeTcs JUI0, KOTOPOE B
pe3yJbTaTe YMBINLICHHBIX FITH HEYMBIIUICHHBIX HeHCTBHUI MOXeT HaHEeCTH yIepo
00BEeKTaM 3alUTHI.

Bce HapymuTeny nessaTcs Ha B IPYIIIIbL:

— BHEIIHWE HapyIIWTeNW — (U3WYECKUE IUIa, HE HMMEIOIIME IIpaBa
npeObIBaHUSI Ha TEPPUTOPUU KOHTPOJIMPYEMOW 30HBI, B IIpelerax
KoTopo# pasmernaercss obopynosanue MCII/IH, a Tak >Xe XpaHATCS
[1JI1 Ha OyMaXHBIX HOCUTEIISX;

— BHYTpPEHHHE HapylIUTeId — (QU3WYECKHe JUIEa, HMEIOIIUE IIPaBo
npeObIBaHUd Ha TEPPUTOPUM KOHTPOIUPYEMOH 30HBI, B Ipenenax
KoTopoi pasmernaercs obopynosanue MCII/IH, a Tak xXe XpaHATCA
I1/1a Ha 6yMaKHBIX HOCUTEISX.

Krnaccudukanus HapymmTened  mnpenacraBieHa B Mogenn — yrpos

0e30ImacHOCTH IIEPpCOHAJIBHBIX TAHHBIX.
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10 Mopean yrpo3 6e301acHOCTH

Hna UCIITa TKY PO «YM®L]» BbIAEIAIOTCS CIEOYIOIIUE OCHOBHEIE
KaTeTOpHUH Yrpo3 0€30MacCHOCTH MEPCOHATBHBIX JaHHBIX:

— VYTIpo3bl OT YTEUKH [0 TEXHUYECKUM KaHaJIaM.

— VYTpo3bl HECAaHKIIMOHUPOBAHHOTO JOCTyIa K HHPOPMAITHH.

— YTIpo3sl yHUUTOXKEHUS, XUIeHus anmnapaTHeix cpeacts MCIIIH HocuTenen
uHpopManuu myTeMm ¢puzndeckoro gocrymna K anementam MCILIH.

— VYrpo3bl  XWINEHWS,  HECAaHKIWOHHPOBAaHHOM  MOoAuUUKAMA MK
OnokupoBaHus HHMOpPMALMM 3a CYET HECAHKIMOHUPOBAHHOI'O JOCTYIa
(HCI) c mpumeHeHHEM IPOTPaMMHO-aIapaTHBIX U IIPOrPaMMHBIX CPEICTB
(B TOM YHMCIIe MPOTPaMMHO-MaTEMAaTUIECKIX BO3IEUCTBUMN).

— VYrpo3sl He NpeqHAMEpPEeHHBIX AEHCTBUU IIONB30BaTeNedl W HapyLICHHUH
6e3omacnoctu ¢ynkiumonunposanus VCII[a u C3II[H B ee cocraBe u3-3a
cO0eB B MPOTrpaMMHOM O0ECIIEUeHUH, a TaKXKe OT YIpo3 HEAaHTPOIIOTEHHOIO
(cOoeB  ammapaTypsl ~— W3-32 ~ HEHANEXHOCTH  JJIEMEHTOB,  cOOeB
3NEKTPONUTAHUS) U CTUXUHHOIO (YAapOB MOJIHUHN, II0KapOB, HABOAHEHUH U
T.I1.) XapakTepa.

— VYrpo3bl IpeJHaMEPEHHBIX JEUCTBUI BHYTPEHHUX HapyLIUTEIIEH.

- prOBBI HCCAaHKIIMOHUPOBAHHOTIO JOCTYIIA IIO KaHallaM CBS3HU.

Onucanne YI'p0O3, BEPOATHOCTDh HX pe€alin3allii, OIIACHOCTb U aKTyaJIbHOCTb

OpeaACTaBJICHBI B «Mopenu Yrpos3s 0€30I1aCHOCTH INEPCOHAIBHBIX OAHHBIX B

NCIIOu».
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11  Mexannsm peanusanuu Ilosoxkenns

Peanmuzamus  IlomokeHuss  JODKHA — OCYIIECTBIATBCS ~ HA  OCHOBE
MEPCIIEKTUBHBIX MPOTPaMM U TUIAHOB, KOTOPHIE COCTABIISIFOTCS Ha OCHOBAHUU U BO
VCIIOTHEHHE:

— denepalbHBIX 3aKOHOB B 00NacTu obecredeHUs HHPOPMaAMOHHOH
0e30IMacHOCTH U 3alIUTH HHPOpMAaIUY;

— mnoctaHoBneHui [IpaBurensctBa Poccuiickont Oenepanuy;

— PYKOBOJISAIIUX, OpraHU3aI[MOHHO-PACIOPSIUTENBHBIX u
meTtonudeckux nokymeHToB ®CTOK Poccuy;

— motpebuocteii MCIIJIlH B cpenctBax olecredeHus O€30IIaCHOCTH

“HPOpMAaLIHH.
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12 Tlopsiaok padoThI ¢ HEPCOHAIBHBIMH JAHHLIMH COTPYIHHKOB

O6s13anHOCTH padoTogaTes

B mensx wcrmonHenws TpeOoBaHuiM 3akoHOmarenscTBa PO mpu o6paboTke
MEPCOHANBHBIX J@HHBIX, BCE PAOOTHUKMU YUPEKACHHUSI [JOJDKHBI MCIOIHATE
YCTaHOBIIEHHBIN MOPSIOK pabOTHL:

PaboTta ¢ mepcoHambHBIMM JaHHBIMH DPAOOTHHKOB JOJDKHA HE HapyIIaTh
TpeOboBaHUN 3akoHOHaTeNbcTBA P® ¥ JOKANIbHBIX HOPMATUBHBIX aKTOB
OpraHu3aliy, U JOJDKHA OBITh HEIOCPEACTBEHHO CBS3aHA C OCYIIECTBIEHHEM UMHU
CBOWIX TPYHOBBIX (QOYHKIUH.

ITpu c6ope u 06paboTKe EPCOHATBHBIX TaHHBIX pabOTHHKA paboToxaTelhb
Homxen pykoBoacTBoBaThes Kouctutyrueir P®, TpynoBeiM kozekcoM P® u
WHBEIMHU (DeiepanibHBIMUA 3aKOHAMMU.

[lepcoHanbHble AaHHBIE PaOOTHUKOB [OJDKHBI OBITH IIOTy4EHBI TOJBKO
HEIIOCPEACTBEHHO y Hero. Ecnu nnsg o6paboTKu ero NaHHBIX WM UX IOJIydYEHHS
IIPUBJIEKAETCS TPEThbH JHIa, TO pabOTHUK MODKEH [aTh IpPeABapUTEIbHOE
nUCEMEHHOe corimacue Ha 3T0. OIHOBpEMEHHO paOOTHUK IOKEH OBITH
YBEIOMIJIEH O IesiX cOopa WH(pOpMalUK, UCTOYHUKAX €€ IIONIyYEHHs, a TaKKe O
IOCIEACTBUAX OTKasa OT IIPENOCTABICHHS MHUCBMEHHOrO corjlacus Ha cOop
uHGbOpMaIIUH.

[TepconanbHble HaHHBIE PAOOTHUKA O €r0 IOJUTUYECKUX, PEIUTHO3HBIX U
UHBIX YOeXICeHUSIX, YaCTHOM JXM3HH, a TakXKe UICHCTBE B OOIIECTBEHHBIX U
IIPOQ)COIO3HBIX OpraHU3alUsSIX He MOIJIexaT cOopy OopraHu3alded, eclii MHOE He
IIPELyCMOTPEHO 3aKOHOAATEIECTBOM.

3amuTra MepCOHANBHBEIX HaHHBIX pabOTHUKA OJDKHa 00ecrednBaThCs
IIOJTHOCTBIO 3a CYeT paboTomaTels.

VYypexneHue npu mpueMme Ha paboTy, a Takxke IpU JHOOBIX M3MEHEHUSIX
IpaBUl paboOTHl C MEPCOHANBHBIMU JAaHHBIMH O0S3aHO MUCHMEHHO 3HAKOMHTH C

HHMH BCEX pa6OTHI/IKOB.
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VupexneHre He UMeeT MMPaBo MPUHYXJIATh paOOTHUKOB K OTKa3y OT CBOMX

IIpaB Ha 3alllUTy IIEPCOHAJIbHBIX NAHHbBIX.

O6s13aHHOCTH paboTHHKA
PaboTHuK 06s13aH:
[lepemate paboTomaTenmro Bce IEpPCOHANBHBIE [aHHBIE, YKa3aHHBIE B
COOTBETCTBYIOIIUX JOKYMEHTAX.
B ycraHoBneHHBIH mpaBUIaMH CpOK coobmarh paboromarenmo 00

H3MCHCHHUH CBOUX IIE€PCOHAJIbHBIX NAaHHBIX.

Ilepenaya nmepcoHaIBHBIX AAHHBIX

Ilpr OCYLIECTBIICHUH I[lepeladyd IEPCOHANBHBIX JaHHBIX DPabOTHHKOB
TPETHUM JIUIaM paboTogaTenb 00sg3aH:

He CcOo00INaTh IIEPCOHATBHBIE MaHHbIE 0e3 IOIy4eHHOrO IHCHEMEHHOTO
cormacus pabOTHHKA, KpOMe CliydaeB, KOrja TaKue OOS3aHHOCTH YCTaHOBIIEHBI
3aKOHOJATEIbCTBOM,;

He IepelaBaTh IEepPCOHANBHBIE JaHHBIE paOOTHHWKA IS KCIOJNB30BAHUSA B
KOMMEPUECKHUX IEeNsX;

TpeGOBaTh OT TPETHUX JIUI] COOTIONEHNUS MTPaBUI PabOTEI ¢ NEPCOHATLHEIMH
NaHHBIMH, @& TaKkKe  IPEIOCTaBIE€HUS  NUCBMEHHOIO  IIOATBEPIKICHIS
WCIIOJIb30BaHMS IIEPCOHATNBHBIX JAHHBIX B IIOpPAAKE, IPEXyCMOTPEHHBIX
HACTOSIIIIAM IOJIOKEHUEM O 3all[UTe IePCOHAIBHBIX TaHHBIX;

IaBaTh JOCTYII K II€PCOHAIBHBIM JaHHBIM TOJBKO JHIAM, MMEIOIIUM
COOTBETCTBYIOIIMK IOMYCK M UCIONB3YIOMUX WX TOJBKO U1 BBIIOJIHEHHS
KOHKPETHBIX IIOJITHOMOYNH;

He wuctpeboBaTh HMHGOPMAIMIO O COCTOSHHUU 3[0pOBbS PpabOTHHKA, 3a
UCKIIIOYEHUEM JaHHBIX, KOTOPhIE MOTYT IOBJIIITH Ha HCIIONHEHUE PaOOTHUKOM

CBOHUX TPYHOBBIX 00s13aHHOCTEH.
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3ammuTa nepcoHaJbLHBIX JAaHHBIX pa00THHKA

B pamkax peanuzanuyd ITyHKTOB Hacrosmero llomoxeHus o 3amure
MEPCOHANBHBIX TAaHHBIX PA0OTHUKOB, PyKOBOIUTEh YIPEXKICHUS U3NAET IIPHKA3 O
Ha3HAUCHWH JIMIla, OTBETCTBEHHOTO 3a COONIOeHWe TIopsiika paboTel ¢
IIepPCOHAIBLHBIMU JTaHHBIMU PaOOTHHKOB, Ha KOTOPOM JIeXaT Bce OOS3aHHOCTH IIO
obecrieueHNI0 KOHQUICHINATHHOCTHY ITOJIyIeHHBIX JaHHBIX, 4 TAK)XKE OpraHUu3aluu
paboTHI C HUMHU.

[Tepenava nHbOPMAIMK MPOUCXOAUT TOJHKO B IHCBMEHHOM BHIE. 3aIlIpocC
IOJKEeH OBITH cleNlaH B MUCHMEHHOM BHJIE€ C YKa3aHHEM BCEX PEKBU3UTOB JIMIA,
3ampaniiBaroniero uHbopMmanuro. OTBET HODKEH OBITH CAeTaH Ha (QUPMEHHOM
OaHKe YUpEKIEHWS W OTIPaBIICH JIHMOO KyphepcKoH CIryk00H, MHO0 3aKa3HBIM
IHCHMOM.

Bce monydeHHBIE IepCOHANLHBIE NaHHBIE IOJDKHBI XPaHUTBCA B MECTE,
HCKITIOYAIOIIEeM HeCaHKIIMOHUPOBAHHBIX JOCTYII TPETHUX JIHII.

DJIeKTpOHHBIE HOCHUTENHM WH(OPMAIUH, [OJDKHBI OBITH  3alIUINEHBI
KpUNTOrpadhUIeCKUME CPEICTBAMU 3aIlUTHl HHPOPMALIUK.

OTBeTCTBEHHOCTH 32 pa3riameHue HHGoOpManHuH, CBA3aHHOM ¢

NnepcoHaJbHBIMH JaHHBIMH paﬁoTHnKa

Jluna, mpu3HAHHBIC BUHOBHBIMH B HapyIIEHHWH TpPeOOBAaHUN HACTOSALIETO
[TonoxxeHuss O 3alIUTe IEPCOHATBHBIX JTAHHBIX PAaOOTHHUKOM IIPHUBIIEKAIOTCS K
OUCIUIUIMHAPHON, aJIMUHHUCTPATUBHOM, TIpaKTaHCKO-IPAaBOBYI0 MU YIOJIOBHOM
OTBETCTBEHHOCTH, B IOPSIKE MPEAyCMOTPEHHOM 3aKOHOHaTenbcTBOM PD u

JIOKaJIbHbIMU HOPMAaTHBHBIMHU dKTaMH.
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13 Ilopsiaok pabdoThI ¢ MEPCOHATBHBIMHI JAHHBIMH (PH3HYECKHX JIHI HE
SIBJISIOIIUXCS pa00OTHHKAaMHU ONlepaTopa

Iopsinok mosydennss 1 00padoTKH NePCOHAJBHBIX AAHHBIX
(puznyecKUx JHI He SIBJISIOIHXCA Pa0OTHHKAMH OIlepaTopa

ITon  obpabortko#t  II[lH  moHMMaeTcs  NONy4YeHHE,  XpaHEHHE,
KOMOMHUpOBaHUE, Meperada WKW JH000e Ipyroe HCIOIb30BAaHUE IEPCOHANBHBIX
TaHHBIX QU3UYECKUX JIUI HE SBISIOIIUXCS paOOTHUKAMU OIlepaTopa.

PaboTta ¢ mepcoHaNBHBIMH JaHHBIMH (QU3NYECKUX JIUI[ HE SBIISIONIMXCS
paboTHHKaMH OIlepaTopa JOJDKHA He HapyllaTh TpeOOBaHWM 3aKOHOIATENbCTBA
P® v noxanpHBIX HOPMAaTUBHBIX aKTOB OPraHU3ALKH.

Hcrnonp30BaHre MEPCOHATBHBIX JaHHBIX BO3MOXKHO TOJBKO B COOTBETCTBUHU
C LENsSMH, ONpeNeNMBIIMMU HX IoiydeHue. llepcoHallbHBIE HaHHBIE HE MOTYT
OBITH WCIIONB30BAHEI B LIEJISIX MPUYMHEHNS UMYIIECTBEHHOIO ¥ MOPAJILHOTO Bpena
rpaKIaHaMm, 3aTpyJHCHHS pealu3alidy IpaB U cBoOox rpaxznan Poccuiickoit
benepammm.

ITopsimox 06pabOTKH IMEPCOHANBHBIX TaHHBIX Ha OyMaXKHBIX MaTe€pHalIbHBIX
HOCUTEJISIX periaMeHTUpoBaH «MHCTpyKIueld IO  XPaHEHUIO II€PCOHAIBHBIX
JAHHBIX Ha OYMaXXHBIX HOCHTENIIX M IOPSIAKY paboThl MCIOIHUTENEH C
TIEPCOHANBHBIMI ~ JAHHBIMH Ha  OYMaXHBIX  HOCHUTENIX  WHGOpMALU»,
YTBEPKICHHON PYKOBOJUTEIIEM.

O6paboTka IIepCOHAIBHBIX TAHHBIX B aBTOMAaTU3UPOBAHHBIX
UHPOPMALMOHHBIX CUCTEMaX OCYIIECTBIISIETCS] Ha OCHOBAHUY Psla YTBEPKACHHBIX

PYKOBOAUTENEM UHCTPYKIHH periaMeHTHPYIOMUX 00paboTKy IE€pPCOHAIBHBIX

nanueix B UCIT/IH.
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I_lOCTyH K II€PCOHAJIBHBIM JaHHbBIM

BryTpeHHuli pmocTyn (DOCTYNl BHYTPH OpTraHU3allMH) OIPEHeNseTCs
IIEPEYHEM JIUL, UMEIOIINX AOCTYI K TIEPCOHAIBHBIM JAHHBIM (DU3WIECKUX JIUL HE
ABIIAIOIUXCS paOOTHUKAMU OIIepaTopa, OMpeNeaeTCs MPHKA30M PyKOBOIUATEIS.

Bremnuit qocTy:

K 4gmcimy MaccoBelx TmoTpeOuTenell TEpPCOHANBHBIX JTaHHBIX BHE
OpraHU3ali MOXHO OTHECTH TOCYJapCTBEHHBIE (QYHKITMOHATBHBIE CTPYKTYPHI:
HaJIOTOBBIE WHCIIEKI[MH, I[PAaBOOXPAaHUTEIbHbIE OpPraHbl, OpraHbl CTATHUCTHKHU,
BOCGHKOMATBl, OpraHbl COIHAIBHOI'O CTpPaxOBaHWs, II€HCHOHHBIE (OHIEH,
[I0/Ipa3/ielieHrs MyHUIIUIIATbHBIX OPraHOB yIIPaBIICHNUS;

HanzopHo-KOHTpONBHEIE OpraHkl UMEIOT JOCTYI K MHGOpPMAaIii TOIBKO B

chepe cBoel KOMITETEHITUH.

IIpaBa 00513aHHOCTH M OTBETCTBEHHOCTDh CY0OBbEKTa MEePCOHAJIBHBIX
AaHHBIX

3aKpeIuleHne NpaB CyOBEKTOB IePCOHANBHBIX JaHHBIX, PETIaMEeHTHPYIOIIUX
3allUTy €ro IEPCOHAIBHBIX MaHHBIX, O0ECIeYMBAeT COXPAHHOCTH IIOJHON H
TOYHOM MH(pOpPMaLIUU O HEM.

B memsx 3amuTel NEpCOHANBHBIX JAHHBIX KOHTpareHTHl  (3aKOHHBIE
IIPEICTaBUTEIIN ) UMEIOT IIPaBo:

- TpeboBaTh HCKIIOYCHMS WM HCIPABICHWS HEBEPHBIX WJIM HEIOJIHBIX
IEPCOHANBHBIX JaHHBIX, Ta CBOOONHBIM OECIUIATHBIA JOCTYII K CBOUM
IIEPCOHATBHBIM JaHHBIM, BKIIOYas IIPaBO Ha IOJy4YeHHE KOMHMHM HOBOH 3allWCH,
CoIepyKallell IIepCOHANIbHbBIE JaHHbIE,

- OIpPENENATh CBOMX IIPEICTABUTENEH I 3allUThI CBOUX IEPCOHATBHBIX

JAaHHBIX Ha COXPaHECHHE U 3alIUTy CBOCH JUYHOU TalHBI.
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IIpaBa 06s13aHHOCTH H OTBETCTBEHHOCTD OIIEPaTOPa MEePCOHATBHBIX
JAHHBIX

IlepcoHanbHas OTBETCTBEHHOCTh - ONHO W3 TIJAaBHBIX TpeOOBaHMH K
opranuzaiyy GyHKIHOHUPOBAHUS CHCTEMbI 3aIlUThl IIePCOHAIBHOM HHMOpMAIK
U 00s13aTeNbHOE YCIIOBHE oOectieueHus 3 (HEeKTUBHOCTH STOW CUCTEMEL.

IOpumudeckne wu (Qu3MUeckuWe NHNA, B COOTBETCTBHM CO CBOUMH
IIOJIHOMOYHSAMH BJIQJEIONINEe O Tpa)kAaHaxX IONy4arolllie U HUCIOJIL3YIOIIHE €g,
HECYT OTBETCTBEHHOCTh B COOTBETCTBHM C 3aKOHOJATeNbCTBOM Poccuickon
Ddemepanuy 32 HapyIleHWe pEXMMa 3aIlUTh, 00paboTKu U  IOpsaKa
WCIIOJIB30BaHMS 3TOM UHPOPMAIIHH.

PyKOBOIUTENh, pa3pellaloluii JOCTyI COTpyAHHKa K JIOKyMEHTY,
COIEpIKAIIeMy IIEPCOHANBHBIE CBEICHUS (U3MYECKUX JIMI[ HE SBIISFOIIUXCS
paboOTHHUKAaMK OIlleparopa, HECeT IePCOHAIBHYIO OTBETCTBEHHOCTH 3a JIaHHOE
paspeleHue.

Kaxaplii COTpYIHMK OpraHU3alliy, ITOJMyJalolui Ui paGoThl TOKYMEHT,
colepKallyii MMepCOHANBHBIC JaHHbIE HeceT E€NMHOIMYHYI) OTBETCTBEHHOCTDH 3a
COXPaHHOCTh HOCHUTENSI ¥ KOH(QUICHIINATIBHOCTh HHOOPMALH.

JIoIyCK K TEepPCOHATBHBIM JaHHBIM (U3AYECKUX JIML HE SABIISIOIIUXCS
paboOTHUKaMK oOleparopa APYTHX COTPYOHUKOB paboTofarels, HE HMEROIIHX
HaJIexammM 00pazoM 0pOpMIIEHHOIO JOCTYIIa, 3allpeIaeTcs.

ITepenava (0OMEH u T.H.) IEPCOHATBHBIX TaHHBIX MEXIY I1OAPa3aeICHUSIMHU
OCYIIECTBIIIETCS TOJBKO MEXIy COTPYIHUKAMM, HMEIOIUMH JOCTyIl K
[IEPCOHATBHBIM JaHHBIM (GU3NYECKHX JIMI[ He SBILIONIMXCS pabOTHHKaMHK
oreparopa.

3a HeWcCHOJHEHWe WIN HeHaJJIeKallee HCIONHeHWe paOOTHUKOM IIO €ro
BHHE BO3JIO)KEHHBIX Ha Hero oOsi3aHHOCTEW IO COOJIIONEHUIO yCTaHOBIEHHOIO
nopsiaka paboTel cO CBENEHHUSIMU KOHGUICHIIMAIBLHOTO XapakTepa paboTonaTelsb
BIIpaBe IPUMEHATh IpedycMoTpeHHble TpynoBeiM KomekcoM nHMCLUIIUHAPHBIE

B3bICKAaHMHA.
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14  OcoGennocTd 00paGoTKH MEPCOHAIbHBIX JAHHBLIX 0€3 HCIOIb30BaHHA
CpeacTB aBTOMATH3AIHH

Ilpy  HeaBTOMATH3UPOBAHHON  00pabOTKE pa3NIMYHEIX  KaTeropui
TIEPCOHANBHBIX JaHHBIX JOJDKEH HCIONB30BaThCA OTHENbHBIA MaTepuabHBIN
HOCHTENb IS K&XIIOW KaTerOpuy NepCOHAIBHEIX JaHHbIX.

Ilpx HeaBTOMATH3UPOBAHHOW 00pabOTKe NEPCOHANBHBIX NAHHBIX Ha

OyMaXHBIX HOCHUTEILSIX:

- He JOomycKaeTcs GuKcalus Ha OXHOM  OyMaKHOM HOCHTENe
TIEPCOHABHBIX JaHHBIX, IIETd 00pabOTKU KOTOPBIX 3aBEJOMO HECOBMECTHMBI;

- IIepCOHallbHBIE JaHHBIE JOJDKHBL 000COONATBCS ~ OT ~ HHOW
MH(GOPMAIUY, B YACTHOCTH IyTeM GWKCAIMH WX HA OTAENBHEIX OyMaXHBIX
HOCHTENIX, B CIENMANLHLIX pasfelax Wi Ha Moiix Gopm (O1aHKOB);

- JIOKyMEHTBI, COJEpIKalllie MepCOHANbHBIE ITaHHBIE, (QOPMUDPYIOTCS B
Jela B 3aBHCHMOCTH OT IleJid 00pabOTKU EpPCOHATIBHBIX JaHHEIX;

- gOeda C JOKYMEHTaMH, COJEp)KalllUMU II€pCOHAJbHEIE JaHHBIE,
IOJDKHBI WMETh BHYTPEHHHE  OMKCH  JOKYMEHTOB C YKa3aHHEM IeNH
00paboTKM M KaTerOpHH NTePCOHANBHBIX JTaHHBIX.

JlokyMeHTBl  (HOCHTenH  HWHGOpMAIlMHM), COIEpKallie MEPCOHAIBHBIE
INaHHBIC, IOJDKHBI XPaHUTBCS B CIYXeOHBIX  TIOMEIICHHSX B HaIEXHO
3amupaeMbIX U OIledaThiBaeMbIX Ikadax (cerdax).

YHUYTOKCHHEe WIH  O0E3THYMBaHWE YacTH IIEPCOHANBHBIX JaHHBIX,
€CIIA  3TO IOILyCKAeTCs MaTepUalIbHBIM HOCHUTEIEM, MOXET IPOU3BOJUTHCS
CIIOCOOO0M, HCKIIOYAIOMIMM JNalbHEHITyr0 00pabOTKy JTHX  MEPCOHATBHBIX
IAHHBIX, C COXpaHEHHEM BO3MOXXHOCTHU 00paboOTKM HWHBIX JIaHHBIX,
3a(DUKCHUPOBAaHHEIX Ha MAaTepUALHOM HOCHTEIE.

IIpu  HecoBMecTUMOCTH IleJed 00pabOTKM TEePCOHANBHBIX IaHHBIX,
3aUKCUPOBAHHBIX Ha OJTHOM MaTepuaIbHOM  HOCHTENE,  eClu

MaTepualbHBIi  HOCHUTEIh HE II03BOJISIET ~ OCYILIECTBIATH 00paboTKy
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YCTaHOBUTH II€peYeHb JIULI, OCYIIECTBIISIONINX 00pab0TKy MEPCOHATBHBIX JaHHBIX
1TH60 HMEFOTTHX K HEM TOCTYII.

IIpn XpaHeHNM MaTepHaIbHBIX HOCHTENEH MODKHBI COOMIOMATHCS YCIOBHA,
00eCIeYMBaONINe COXPAHHOCTh MEPCOHANBHLIX [JAHHBIX M HMCKIFOYAIOIIVE
HCCAaHKIIMOHHPOBAHHEIM K HUM JOCTYN. XpaHEHHE IIePCOHAIBHBIX JAHHBIX
(MaTepuanpHBIX ~ HOCHTeNed), o06paboTKa KOTOPBIX  OCYINECTBIAETCS B

Pa3JIMIHBIX ILEIAX JOJDKHO OBITH pa3aciibHBIM.
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bazoBas Momens yrpo3 0e30macHOCTH IEPCOHANBHBIX MAaHHBIX IIPH KX
00paboTke B HMH(OOPMAIMOHHBIX CHCTEMax IEPCOHATBHBIX MAHHBIX, YTB. 3aM.
nupexropa ®CTIOK Poccun 15.02.08 r.

MerTonvka ompeneNeHusT aKTyallbHBIX yIrpo3 Oe30IMacHOCTH IEPCOHANBHEIX
MAHHBIX TpH UX 00paboTke B HHGOPMALMOHHBIX CHCTEMaxX IIE€PCOHAIBHBIX
IaHHBIX, YTB. 3aM. nupekTopa @CTIK Poccum 15.02.08 r.

IMpukaz ®CTOK Poccumr Ne 17 ot 11 despanrs 2013 roma «O6
yTBEpXKIeHH:H TpeOoBaHWii o 3amuTe WHQOpPMALMU, HE COCTaBIIAIOLIUX
rOCYIapCTBEHHYIO TalHy, COIEPKAIUXCS B TOCYAAPCTBEHHBIX NHPOPMAIIMOHHEIX
CHUCTEMaX)

Ipukaz ®CTOK Poccuu Ne 21 ot 18 deppains 2013 roga «O0 yTBepKIeHHH
CocTaBa ¥ COIEp)KAHMs OPTaHU3AIMOHHBIX U TEXHHYECKHUX Mep 10 00ECIIECUEHHUIO
6€30I1aCHOCTH IEPCOHAIBHBIX MaHHBIX MPH X 00paboTke B MHMOPMAlMOHHEIX
CUCTeMaX MePCOHANBHBIX JaHHBIX).

ITpuka3 PepepanpHoil ciyx)0b1 0ezonacHocT Poccuiickoil Denepanuu OT
10 wmoms 2014 r. N 378 «0O6 yrBepxknenun CocraBa U COIEPXKAHHUS
OpPraHU3allMOHHBIX M TEXHHYECKHMX Mep 1Mo ofecneueHno Oe30IacHOCTH
MIEPCOHATBHBIX JaHHBIX TIpU HX 00paboTke B HHPOPMAIMOHHBIX CHCTEMAax
TIePCOHABHBIX JaHHBIX C UCIIOJIB30BAHUEM CPEICTB KPUITOTPAQUIECKON 3aIUTEI
rHDOpPMAIUK, HeOOXOIUMEIX IS BBIIOJTHEHHUSI YCTAaHOBIEHHBIX [IpaBUTEIECTBOM
Poccuiickoit ®epepanvu TpeOOBaHUU K 3aIUTe IEPCOHAIBHBIX NAHHBIX A

KaxxJg01ro u3 ypOBHeﬁ 3aMUINCHHOCTH.

Bepsiemet  (Fror” B uveerne



