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1. 1. OBIIUE ITOJIOKEHHUA

1.1. Hacrosmmee IlomokeHWEe IO OpraHM3aUiy § IPOBEJSHHIO paboT 1o
OGECIICUSHIIO  OE30MACHOCTH  IIePCOHANBHBIX  NaHHBIX IpH ux o0paborke B
MH(GOPMAITHOHHBIX CHCTEMaX [epCOHATBHBIX AaHHBIX MAY M®II EropisIkckoro paioHa
(mamee — Ilomoxernwe) paspaboTaHO B COOTBeTCTBUM C DenepanbHBIM  3aKOHOM
ot 27 mons 2006 T. Ne 149-@3 «O6 nupopMaruy, HHPOPMAIIHOHHBIX TEXHOIOTUAX U O
sammre mHbOpMamum»y, DenepanbHBEIM  3aKOHOM  OT 27 HIOJIA 2006 T. Ne 152-@3
«O HepCOHaJIBHBIX JaHHBIX», [T0cTaHOBIeHMeM IlpaButenscTBa Poccuiickoit Denepanun
ot 15 centsabps 2008 . Ne 687  «O6 yrBepxaenun IlonoxeHus 00 ocoOeHHOCTAX
06paGOTKM TIePCOHATBHBIX IAHHBIX, OCYIIECTBIAEMOM 0€3 HCIOJIB30BAHUS CPEICTB
gBTOMATM3AIlMY,  [OCTAHOBIeHWeM  llpaBuTenbcTBa  Poccuiickodt — Depepanyu
or 1 most6ps 2012 1. Ne 1119 «O6 yrBepikieHrr TpeOOBaHUN K 3aIIUTE MEPCOHATBHBIX
NAHHBIX Tpu UX 00paboTke B MHOOPMAIMOHHBIX CHCTEMAaX IEPCOHATBHBIX HaHHBIX?,
mpukasoM DelepanbHON CIyXObl 10 TEXHUYECKOMY ¥ 3KCIOPTHOMY KOHTPOJIO
ot 18 derpasz 2013 . No 21 «O6 ytBepxxaeruu  CocraBa U COACPXKAHUA
OpTraHU3AIMOHHEIX ¥ TEXHUYECKHX Mep IO 00ecredeHno 6e30IacHOCTH MePCOHANbHBIX
JAHHBIX TIPH UX 06paboTKe B HHPOPMAIMOHHBIX CHCTEMaX EPCOHANBHBIX JaHHBIO).

1.2. Ilens paspabotku Hacrosimero IlomoeHuss — YCTaHOBICHHE TOPAIKS
OpraHM3aIli M TIPOBEJEHWs pPaboT mO ObecredeHuio Oe30IaCHOCTH MEPCOHABHBIX
naHHBIX (manee — [1/[#) B MH(OPMAIIMOHHBIX CHCTEMax IIEPCOHABHBIX NaHHBIX (namee —

UCTIlH) MAY M®I] Eropmsikckoro (fazee — YUpexjeHHe) Ha MPOTHKCHHH BCEro
sxm3aerHoro mukna UCI/IH. '

2. TEPMUHBI 1 OTPEJEJIEHWSA

2.1. B macrosimeM IlOIOKEHWU WCIOJB3YIOTCS CICOYIOIUe TEPMHUHBL H KX
OTIPENEIICHHUS: £

WnpopMalHOHHAS CHCTeMa IEPCOHAIbHBIX AAaHHBIX —  COBOKYITHOCTB
comepkamuxcs B 6a3ax NaHHBIX IIEPCOHANBHBIX JAHHBIX M OOCCIEYMBAFONIMX KX
06paGoTKy HHPOPMAIIMOHHBIX TEXHOIOTHH U TEXHUIECKUX CPECTB. :

KoH(HIeHIHATLHOCTL NEPCOHAILHBIX JAHHBIX —  00s3aTenbHOE M
COOMIOIEHHST OTIEPaTOPOM WIJIM WHBIM IIONYYMBIIAM AOCTYII K IEPCOHANBHBIM JAHHbLIM
mumoM TpeGoBaHWE He IOMyCKaTh MX pacmpocTpaHenwe Oe3 cormacus cCyOBexTa
IepCOHANBHBIX MAHHBIX WIM HAIMYMsA MHOTO 3aKOHHOTO OCHOBAaHMSA, €CIIM HHOE He
IPeIyCMOTPEHO (elepabHBIM 3aKOHOM. y

MeskceTeBoii SKpaH — JIOKaIbHOe (OJHOKOMIIOHEHTHOE) WIIH (byHKuHOHanLHo—
pacIpeseneHHoe IporpaMMHOe  (IPOrpaMMHO-aIIapaTHoOe) — CPEICTBO (koMIIEKC),
peanu3yIoIiee KOHTPOIb 3a HH(bopManuell, mocTynaomell B HHOPMAIHOHHYIO CI/ICTeMy
IepCOHANLHBIX JAHHBIX U (MJIX) BEIXOAAIIEH 13 HH(POPMALOHHON CHCTEMBI. {

HecaHKIHOHHPOBAHHBIN 0CTYN (HeCAHKIMOHHPOBAHHbIE AeHCTBHS) — [OCTYTI
K MHGOPMAIMA W AEHCTBHA ¢ MH(pOpMAIeH, HapylIaollie IPaBuia pasrpaHuieHs
JOCTyIIa C WCIIONB30BAHWEM IITATHBIX CPEJICTB, TPEIOCTABIEMbIX MH(QOPMAIMOHHBIMA
CHCTEMAMM TIEPCOHANIBHBIX JaHHEIX.






O6paGoTka NMepCOHANbHBIX NAHHBIX — nettctBus (omeparmu) © TIepPCOHATLHBIMA
[@HHBIME, BKIIOYas c6Op, 3alliCh, CHCTEMATH3AIMIO, HAKOIUICHHE, XPAHCHNUS, YTOUHEHUE
(oGHOBITeHHUE, U3MEHEHHUE), W3BIEUCHHE, MCIONB30BAHNE, HEpeaaty (pacIpocTpaHeHuE,
pefoCTaBeHue, OCTYI), ONOKMpOBAaHWE, YHAICHHE, yHHITOXKCHHIC TIepCOHAIBHEIX
JIaHHBIX.

OnepaTop — FOCYIapCTBEHHbIA OpTraH, MyHHULUIAIBHBIE OpraH, IOPHIRIECcKOe W
(hU3MFECKOe AL, CaAMOCTOSITEIBHO M COBMECTHO ¢ IpyTHMH JTUIAMU OPTaHU3YIOIINE u
(win) oCyIIecTBIsOIMe 00pabOTKy MIEPCOHANBHBIX NAHHBIX, & TaioKke OLIpE/IeIIOTIIE
e 06paGOTKY TIEPCOHATBHEIX JAHHBIX, COCTAB NEPCOHANBHBIX JAHHBIX, TIOJIJIE/KALIUX
06paboTKe, NefcTBHS (OTEpallHi), COBEPIIAEMEIE C IIEPCOHATIBHBIMM TIAHHBIMH.

TexHuuecKue cpeacTBa HHGOPMAIHOHHON CHCTEMbI NEPCOHATBHBIX NAHHBIX —
CpeJCTBA BBIYUCIHUTEIBHOM TEXHUKH, 1HOOPMAIIMOHHO-BEUUCIUTEIBHBIC KOMILICKCHI i
CeTH, CPEACTBa U CHUCTEMBI Iepefiadh, IpremMa 1 ob6pabotku IT/IH (cpencTBa U CHCTEMBL
3BYKO3AIINCH, 3ByKOYCIIEHHS, 3ByKOBOCIPOU3BE/ICHNU, TICPCTOBOPHEIC M TeJIeBU3NOHHBIE
ycTpoifcTBa, CpEACTBA WM3TOTOBJICHHUA, —THPAKHPOBAHMI IOKYMEHTOB M IpyTHE
TeXHAIECKHE CpeficTBa 00paboTKH PeUeBO, rpaduuecKoi, BUIEO- U 6yKBEHHO-LIU(DPOBOH
rH(OpMAIUH), TPOrPaMMHEIE CPEICTBa (OTMEPAIMOHHBIS CHCTEMbI, CHCTEMDI yIpaBjIeHus
Ga3zaMu MaHHBIX U T.II.), CPEACTBA 3AIUTEI HHQOPMAITHHN). : 3

MepcoHanbHble AaHHbIe — Mo0as HHYOPMALWSA, OTHOCAIIAACH K IPIMO WA
KOCBEHHO OIIPEIENIEHHOMY W/ OIPEIEIIAEMOMY dusuueckoMy JmIy (CyOBEKTY
TepCOHAIBHBIX JJAHHBIX).

IMoib30BaTe/ b HHPOPMANMOHHOH CHCTEMBI MEPCOHANBHBIX AAHHBIX — JIALO;
ydacTByrouiee B QyHKIIMOHAPOBAHUH MHGOPMAIIMOHHOM CHCTEMbI IIEPCOHATBHBIX IAHHBIX
T UCTIONB3YIOIIee Pe3yIIbTaThl € (PYHKIMOHUPOBAHI. i

Pecypc HHGOPMANHOHHOH CHCTEMbI — JIMEHOBAHHBIA OIIEMEHT CHCTEMHOTO,
IPUKIaJHOTO WX AIIapaTHOro obecredeHus QYHKITMOHMPOBAHHS HH(OPMAIUOHHOH
CHCTEMBI. _ i

CpeacTBa BBIYHCJAMTEJILHOH TeXHHKH — COBOKYIHOCTH [IPOTPaMMHBIX H
TeXHIIECKAX SIIEMEHTOB CHCTeM OOpabOTKM IaHHEIX, CHOCOOHBIX (dyHKITHOHUPOBATH
CaMOCTOSTEIBHO WK B COCTABE IPYTUX CACTEM.

Vrpo3bl 0e30MaCHOCTH MEepPCOHANBHBIX NAAHHBIX — COBOKYIHOCTD yCIOBUH ¥
(haKTOpOB, CO3LAIOLIIX ONACHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM HHCIC CITy9aifHoTO,
[OCTYyIa K TIEPCOHAIBHBIM JAHHBIM, PE3yIbTaTOM KOTOPOTO MOXNET CTath YHUYTOXKEHHUE,
M3MeHeHMe, GIOKIPOBAHTe, KOIUPOBAHME, PACIPOCTPaHEHNe NEPCOHANBHBIX JAHHBIX, a
TaKKe WHBIX HECAHKIMOHUPOBAHHEIX NelicTBH Ipu uX o0paboTKe B HH(bopMauHOHHQﬁ
cucTeMe ITEPCOHAIBHEIX JaHHBIX.

VHHYTOMKEHHE IMePCOHANbHBIX NAHHBIX — [CHCTBHA, B PE3yJIpTaTe KOTOPBIX
CTAHOBHTCS HEBO3MOYXKHBIM BOCCTAHOBHUTH COIEp)KaHHE IEPCOHANBHBIX JaHHBIX B
MH(GOPMAIMOHHOA CHCTEME IIePCOHANBHBIX INaHHBIX H (unu) B pe3yibTaTe KOTOPBIX
VHAYTOKAIOTCS MATEPHATIbHBIE HOCUTENH IEPCOHAIBHEIX NAHHBIX.

YpoBenb 3aiuIIeHHOCTH HEePCOHAIbHBIX AaHHBIX — KOMILJIEKCHBIN TTOKA3aTeNb,
XapaKTepusyomuil TpeGoBaHus, HCIOJTHEHNE KOTOPBIX obecrieurBaeT HEUTpaJIM3alHIO
OIIpesieNieHHbIX yrpo3 0e30macHOCTH MEPCOHATBHBIX JaHHBIX [P HX o0paboTke B
HH(OPMAIMOHHBIX CHCTEMAX MEPCOHATIFHBIX aHHBIX. 3






Vreuka (3amuuiaeMoiil) HHGOpMAaUMH M0 TEXHHYECKMM KaHaJaM -
HeKOHTPOJIMPYEMOE DACIPOCTpaHeHHe MH(QOpMAalMi OT HOCUTEId 3aIUIaeMo
uHpopManuK depe3 GUIMUECKYIO CPely JO TEXHHIECKOTO CPECTBa, OCYIIIECTBIISIOIIEr0
mepexBar HHPOPMAaILIUH.

IesocTHOCT, HHGOPMANME — CIOCOGHOCTE CPEICTBA BBIYMCIIUTEIBHON TEXHHUKH
v WHGOPMAIMOHHON CHCTeMb! 00eCIeunBaTh HeU3MEHHOCTh HHPOpMALUH B yCHOBI/I}IX
cIy4aitHoro u (Anw) IpeIHaMEepPeHHOTO HCKaXKeHHUs (paspy [EeHI).

3. HOPHJIOK OPTAHM3AIIMM ¥ MPOBEJEHHSA PABOT 11O
OBECHEYEHMIO FE3OIMACHOCTHU HEPCOHAJIBHBIX JAHHBIX

3.1. Tlox oprammsaimeit obecnedenus GesomacHocty [I[lH mpu mx o6pa60TKe B
UCIIlz noHumaercs (GOpPMHUPOBAHHWE U PealU3alsi COBOKYITHOCTH COITIACOBAHHbIX no
ey, 3azadaM, MECTy MU BpPEMEHH OpraHU3allOHHBIX H TEXHUYCCKHX MepOHpI/IﬂTHH
HalpaBJICHHBIX Ha MUWHHUMH3AIIUIO ymep6a OT BO3MOXKHOU peanmuzanu  yrpos
GesomacHocTy I1J[H, peanmusyeMbIx B paMKax CO30aBaeMO¥  CHCTEMBI 3ampm>1
TIepCOHANBHBIX MaHHbIX (nanee — C3IT/In). :

3.2. C3II[Iu BKmrouaeT B ceGs OpraHM3al[MOHHBIE M (WIM) TEXHUYECKHUE MEpEL
OTIpesieTIeHHbIe C yIeTOM aKTyalbHBIX yrpo3 GesomacHocts 1I/IH, ypoBHA 3QIIUIEHHOCTH
[[/la, KOTOpEIi HeobXxomumo oOecleunTh, M HHPOPMALHOHHBIX TEXHOJIOTHH,
HCIIONB3YEMBIX B UH(OOPMAIIMOHHEIX CUCTEMaX.

3.3. Besomacuocts 1118 npu ux obpadorke B VICII[IH obecneunBaer quexﬂeﬂﬁé
WA A0, OCYyIecTBisromee o0paGoTky IIJlH 1o mopydeHHIo VYUpexjaeHus Ha
OCHOBAHHUM 3aKJII04aeMOr0 ¢ 3TUM JIMIIOM JOroBOpa (Hajiee — YIOITHOMOYECHHOE JTAIO).
TloroBop Mex Iy YUpexIeHueM U YIOTHOMOYEHHBIM JIHIOM JOJDKEH Mpe/lyCMaTpHBaTh
06S3aHHOCTE YIOTHOMOYEHHOrO Jrlia obecnednts GesomacHocTs I/ mpu nx oGpaboTtke
B UH(GOPMAIIMOHHOH CHCTEME.

3.4. Beibop cpencts saumrsl umHGOpMmammu g C3IIIH ocymeCTBnﬂeTcki
VupexeHHeM B COOTBETCTBHM C HOPMATHBHBIMM IIPABOBBIME aKTaMHM, MNPUHATHIMA
denepanpHOil ciryx6oit 6ezomacHoctu Pocculickoit enepanuu (nanee — ®CB Poccun) u
denepanbHOil CITyKO0HM 10 TEXHUYECKOMY ¥ SKCIIOPTHOMY KOHTPOIIO (Zanee — OCTOK
Poccun) Bo ucronuenue OeepanbHoro 3akoHa «O mepcoHaNbHbIX JaHHBIX. -

3.5. CtpykTypa, COCTaB U OCHOBHBIC yukipm C3ITJIH onpenesnsroTes, UCXOAl U3
ypoBHs 3amuienrocty [1J1H npu ux o6paborke B UCII/IH.

3.6. C3II/IH cozmaeTcs B TpH 3Talla:

Dran 1. ITpemmpoextoe ob6ciemoBanue VICIL[H u paspabotka TeXHquCKoro
3amanns Ha co3ganme C3I1/1H. b

Dran 2. [TIpoexrtuposanue C3I1/IH, 3aKyIKa, yCTaHOBKA, HACTPOMKa HGO6XOIII/IMBIX
CpPEJICTB 3aIUThl HUH(YOPMALIUH.

Oran 3. Beox MCITIua ¢ C3I1/IH B 3KCINIyaTalyIo.






37. Dran 1. IIpoBeeHWe NPEAIPOSKTHOrO OOCIENOBAHUA U pa3padoTKa
rexuIgeckoro 3ananus Ha cozmanue C3IIIH. '

3.7.1. HazHadenne  OTBETCTBEHHOIO  3a  OPraHM3alUIo obpaborkn  [I[In
VupexIeHuEM. o
3.7.2. Co3maHue KOMMCCHHY II0 OIIPEIETICHUIO YPOBHS 3alllUIIEHHOCTH [TIx mpu ux
o6padotke B UCIT[IH YupeKIeHNs. :

3.7.3. Onpenenenyue neneit o6padotku I1J1e YapexaeHueM.

3.7.4. Ompenenenme  tepeuns VCII[lE  Yupexaenus u  cocTaba ITJ1s,
obpabarsiBaeMbix B MCIIIH.

3.7.5. Onpenenenue mepedrs 00pabaTeBaeMbIX Vupexneauem [T/IH. ”

3.7.6. Onpejienenne cpoKoB 00paboTKy U XpaHeHHs II/IH, UCXOM U3 TpeGOoBaHwMs,
gyro [TJ[H He MOJDKHBI XPaHWTBCS [OJBIIE, UEM 3TOTO TpeOyroT Ienu o0paboTKU ITUX
[1/18, 0 JOCTHKEHHMIO KOTOPBIX IT/IH IOJJIEXKAT yHIITOXKEHHIO. . iy

3.7.7. OnpeneneHue IepeyHs HUCIOIb3YEMbIX B VCIIIa (mpennaraeMbIxX K
rcrop3oBamio B ICTI/IH) 06IecHCTeMHBIX U IPUKIIaIHBIX IPOTPAMMHBIX CPEICTB. i

3.7.8. Ompenenenue pexxuMon obpaborku II/1H B VCII/Ix B 11eJIOM U B OTHCIBHBIX
KOMTIOHEHTaX.

3.7.9. HasHaueHHe OTBETCTBEHHOTO 3a o0ecliedeHne Oe301acHOCTH [T= 8 UCIIQH
(nanee — OTBETCTBEHHEIH) U pa3spabOTKX U OCYLIECTBIICHHMA TEXHUIECKIX MEPOIIPUITHN
[10 OpraHM3aIMK U 00ecIIedeHnI0 0€30IacHOCTH [1]1a npu ux obpadorke B UCII/TH.

3.7.10. Haznauenue OTBETCTBEHHOI'O 3a 9KCILTYaTallHIO CpeICTB
kpurTorpaduuecKoil 3amuThl UHGOPMATIUY, obecmeunBaroero QyHKIHOHUPOBaHUE U
6e30IMaCHOCTh CPEACTB KPUITOrpapuUecKor 3alllUThI ur(opManuy, IpelHasHaueHHBIX
s obecredenus OesomacHocTy IIJIH. YTBepxkueHHe NEpedHs JIMI, HOMYIICHHBIX K
paboTe CO CPeCTBAME KPHUITOrpa(iecKol 3ariuThl urdOpMaIyy, IpeIHa3sHaYeHHbIMU
s obecrmeuenus —OesomacHoctd  [IJ[H B WUCIIIa (momp3oBaTeled  CpPEeACTB
KpUITOrpa(UIecKOM 3aIuThL uH(GOpPMAITHIN).

3.7.11. OmpeienieHre MepedHs MOMEIICHHH, B KOTOPBIX PasMEICHBL NCIIOr. n
MaTepralibHble HocuTenu I1/IH. ; ,,

3.7.12. Onpenenenvie KOHQUIypanuy X TOIOJOTUK UCIIJlx B 1meioM # HX
OTIENbHBIX KOMIOHEHT, (GU3HIECKUX, QyHKINOHAIBHBIX U TEXHONOTHIECKAX CBsI3eY Kak
BHYTPH STHX CUCTEM, TaK ¥ C APYTUMHE CHCTEMaMH PA3IUIHOTO yPOBHA M HASHAUCHAL. .

3.7.13. OmpepeneHne TEXHUIECKUX CPEJICTB W CUCTEM, HCIOIL3YyEMBIX B WCTI s
BKJIIOYAst yCIOBUSA UX PACIIOTIOKEHHU. -

3.7.14. ®opMUpOBaHKE TEXHUYECKUX IIACIIOPTOB NCIIH. i

3.7.15. Pa3paGoTka OpraHM3alMOHHO-PACIIOPANUTENBHBIX JOKyMEHTOB (mamee =
OP]I), periaMeHTHPYIOLIHX IPoIlecc 00pabOTKY ¥ 3aIlUTEL I11a:

— TlonuTuka B OTHOIIEHUH 00pabOTKY [IEPCOHANBHBIX JAHHBIX]

— Wucrpykuuu  (OTBETCTBEHHOTO 33 OpraHH3alHio obpabotku  ITJIH,
OTBETCTBEHHOTO 3a obecreuenue O6ezomacuoctu [1/In B MUCII/IH, momb3oBatTes WNCIIOH,
OTBETCTBEHHOTO 32 3KCIITYaTAIMIO CPEICTB KPHITOrpapuecKoi 3aluThl uH(GOpPMAIUN);

— Pasjen OMKHOCTHBIX HHCTPYKIMM COTPYNHMKOB YHUPEXKACHHA B HacTH
obecreuennss OesomacHocTd IIJJH mpe ux 00paboTKe, BKIOYAL yCTaHOBJICHHE
TIepCOHANBHOM OTBETCTBEHHOCTH 38 HAPYIIEHHUS IIPABUAL obpadotku [1/1x. ‘






3.7.16. Tlonyuernue (Ipu HeoGxomuMocTH) cormacus Ha o6padorky 1/ cyOBeKTOM
IT/lg, DOAIHCAHUE 006s3aTebCTBA O  COOJNIONEHUH KOHGMUICHIUANIBHOCTH | A
COTpYIHUKAMHU YUpEKICHUSL.

3.7.17. Yreepxaenue (GopM yBEIOMIICHUN cy6nexroB ITJlH u QopM XypHAJIOB,
HeOOXOMUMBIX B LIEISIX 00eCIedeHus 6ezomacuocTu [T/1H. ;

3.7.18. OnpezerneHne ypoBHS 3alUIIEHHOCTH [1/Ta npu ux obpadorke B UCIIJIH:B
COOTBETCTBUM ¢ TpeOOBaHUSIMHU ITOCTAHOBICHUS IIpasurenscTBa Poccutickoit Penepanui
or 1 Hos6ps 2012 1. Ne 1119 «O0 yTBEpAKACHUM TpeGoBaHUE K 3alIUTe NEPCOHANBHBIX
JAHHBIX TpE HX 06paGoTke B MHQOPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX JIAHHBIX
(IIOATOTOBKA U YTBEP)KJCHUE aKTa ONPEICICHHA YPOBHI sammniersocty [I[H mpu ux
obpabdorke B ICIT/IH). :

3.7.19. Onpezenerre Tuma yrpos 0e3onacHOCTH IIlH, aKTyaubHBIX [UIs
rE(OPMAIIMOHHONA CHCTEMBI, C YYETOM OIEHKM BOSMOXHOTO Bpeaa B COOTBETCTBUH C
HOPMATHBHBIMY [[PABOBBIMHA aKTaMy, TIPUHATHIMU BO MCTIOIHEHHAS QeiepallbHOTO 3aKOHA
«O MepCcOHaNbHBIX [AHHBEIX» OT 27 MO 2006r. Ne 152. Ompenenenue yrpos
6esomacrocTd [1J[H B KOHKPETHBIX yCIOBHAX (YHKIHOHAPOBAHUS WCII[du (pa3paboTka
Mozerei yrpos GesonacHoctu 11/1H mpy uX o6pa6orke B ICII/IH). ey

3.7.20. ®opMupoOBaHHE TEXHHYECKOrO 3alaHus Ha paspaborky C3IL[Iu 1o
pe3yIbTaTaM TPEAIPOEKTHOr0 00CIeNoBaHNs HA OCHOBE HOPMATUBHO-METOINIECKIX
noxymentos @CTOK Poccuu u ®CB Poccum ¢ yd4eToM YCTaHOBJICHHOTO YPOBH:A
sampmernocts [1/1a mpu ux o6padotke B ICII/IH.

Texuuueckoe 3amanue Ha paspaborky C3IT/IH 10mMKHO CONEPKATE:

— obocuosanue paszpaborku C3I11H; ;

— HCXOIHBIE JAHHLIE CO3IaBaeMOU (moneprmsupyemoit) MCIIJIH B TEXHUIECKOM,
IIpOorpaMMHOM, HHQOPMAITHOHHOM ¥ OPTaHHU3AIHOHHOM ACTIEKTaX,

— yposens saiuienrHocTy [T mpu ux o6padorke B MCIL/IH; v

— CCBUIKYy HA HODMATHBHBIE [OKYMEHTBL, C yHdeTOM  KOTOPBIX Oynet
paspabatsiBatbes C3I1IH, ¥ IPUHUMATHCS B OKCILTYaTAlHIo WCII g, Y

— KOHKPETH3ALHIO MEPOIPUSITHH 1 tpeGosanuit k C3I11H;

— COCTAaB ¥ cojeprKaHye paboT [0 ITaraM paspaboTKH ¥ BHEAPEHILT C3I11s; ha

— mepedeHb MPEITIONAraeMbIX K HCIONB30BAHUIO cepTUGULIIPOBAHHBIX CPEICTB
3aIUTHl THPOPMALIKH. H

3.8. Dram 2. [Tpoextuposanue C3I1IH, 3aKylKa, yCTaHOBKA, HACTpOMKa U OIBITHAS
SKCILTyaTalys HEOOXOAUMBIX CPEJICTB 3aIlUTEI HHPOPMAIIUH. 2

3.8.1. Cosmaame C3II[Im sBusercs HEOOXOAUMEIM —yCIOBHEM obecrieueHus
GesomacrocTy IIJ[H, B TOM Ciydae, €Cli CyLIECTBYIOIIME OpraHM3alldOHHBIC M
TexXHHAUECKWe Mephl ofecliedeHus Oe30macHOCTH HE COOTBETCTBYIOT TpeOOBAHMUAM - (K
obecredeHH0 6e3zomacHocT T1JIH I COOTBETCTBYIOMETO yPOBHS 3alUIICHHOCTH §PAG::
npu ux oopaborke B VICIL/IH 1 (unu) He HEUTPamU3yrOT BCEX yrpo3 6esonacuoctu I11H
nng gaasoi UCTT/TH. :

3.8.2. Texuwueckde Mepsl 3ammTel [[J[H  mpeamornararoT MCTIONB30BAHME
IIPOrpPaMMHO-aIIIapaTHbIX CPeJCTB  3allUThl padopmarmu. Ilpu obpabotke IIIH ¢
MICIIONB30BAHAEM CPEJICTB aBTOMATH3Al[M¥ NPYMEHEHHE TEXHUHYCCKUX  MEp 3aIITUTEL






SBJISETCS 00S3aTENbHEIM YCIOBUEM, 4 UX KOJIUYIECTBO M CTEIICHD 3aIlUThI onpe)lens{e*rc;{l]aj
Iporiecce MPEIIPOSKTHOr0 00CIeI0BaHNA HH(GOPMAIMOHHBIX PECYPCOB Y UPEIKACHUS.
TIpuMeHeHHEe TEXHWYECKUX Mep JIOJDKHO OBITh PeraMeHTAPOBAHO JOKAJIBHBIM aKToM
VapeKaeHus. X

3.8.3.CpencTBa  3amuThl HMH(OpMAnuW, HOPUMEHSEMBIC B UCIIs, B
YCTAHOBIEHHOM IODSAKE IPOXOJAT IpPOLeIypy OUEHKH COOTBETCTBHA, BIIIOTAL
CepTH(UKAINIO Ha COOTBETCTBHE TPEOOBAHMIAM I10 6e301acHOCTH HH()OPMAIIKH. '

3.8.4. Ha cramuu mpoextupoBanus u cosganms C3IIJH mra WCTIa YupexneHus
TIPOBOJISATCS CIEAYIOIIAE MEPOITPUATH:

— paspaboTka Texaugeckoro npoexra C3IIIH; _

— npuobpererne (IpH HeOOXOIMMOCTH), YCTAHOBKAa M HACTPOMKa CepUitHO
BEIITyCKAEMBIX TEXHUYECKHX CPENICTB 0OpabOoTKH, epe/iain i XPaHCHHUS UHGOPMALINY; |

— paspaboTKa MEpOIpPHUSTHN II0 3allUTEe nHGOpMAIIM B COOTBETCTBUU -C
TIpeqbsBISIEMBIMI TPEOOBAHUIMIL, o

— HpHOGpeTeHWe, YCTAHOBKA U HACTPOMKa CepTHQUIMPOBAHHEIX TEXHUYECKHIX;
IIPOTPAMMHBIX ¥ IPOrPaMMHO-TEXHUYECKHUX CPENICTB 3allHThI uH(OPMALIIH, B TOM YHCIIE
(ipu HEOOXOAMMOCTH) CPEICTB KPUNITOrpapueckot 3allUThI nHQOpMaLIY,

— peanusanys Pa3peIIUTENFHOM CHCTEMBI IOCTyIa nonb3osateneit VICIIIH
obpabarsiBaemoit B VICTI/IH uHbOpMaIiy; '

— [OATOTOBKA 9SKCIUIyaTal[OHHOM HOKyMEHTAI[MHd Ha MCIIOIb3yeMbIe CPeICTBa
3aL[UTEl HHPOPMALIUH; ‘ 5y

— KOPpEeKTUPOBKa (momoHEeHKE) OpPraHU3aliOHHO-PACIOPSIUTENBHON
JOKyMEHTAIM! B YaCTH 3aITUThl HHPOPMAIAH.

3.9. Dran 3. Beog UCII/Ju ¢ C3I1IH B IpOMBIIIICHHYIO SKCILTyaTalllIo.

3.9.1. Ha cramuu sBozga B MCITIa (C3I1/IH) OCYIIECTBIIIOTC:

— ONBITHAS AKCINTyaTalds CPEACTB 3aIUThl HHGOPMALHUU B KOMIUIEKCE ¢ IPyTUMH
TeXHWYECKUMHU U IIPOTPAMMHBIMU CPEJICTBAME B LIENSIX [POBEPKH X paBoTOCIOCOGHOCTH
B cocrase VICII/IH (mpy HEOOXOIUMOCTH); -

— NIPUEMO-CHATOYHBIE MCIIBITAHMS CPEJCTB 3aIUThI rHGOPMALUK 110 pesyTIbTaTaM
OIIBITHOM SKCINTyaTaluy (Ipy HeOOXOAUMOCTH]);

— KOHTpOIIb BBITIONHEHHUs TPeOOBaHMUM (BO3MOXKHO IPOBENEHHUE JAHHOTO KOHTpoﬁ}i
B BHJE aTTeCTALNH 0 TpebopanusamM GesomacHocTy I1TH). '

3.9.2. KouTponbs 3a BBEIIOIHCHUEM HACTOAIIMX TpeGOBaHUI OPraHU3yeTCs u
npoBouTCs YUpexaeHueM (yIOIHOMOYEHHBIM JIUIIOM) CaMOCTOSTEIBHO U (WIIH) c
IpHBIeYeHWEM Ha JOTOBOPHOM OCHOBE IOPHIMMECKAX JIMI M MHIMBHITYajbHBIX
IpeANpUHAMATENeY, KMEIOIMX JMUEH3HIO Ha OCYIIECTBICHUES IEATEIBLHOCTH IO
TexHHYECKOH 3amuTe KOHGUICHIMAIbHOM HHpOpMamuu. YKasaHHBIE —KOHTPONb
IpoBOAMTCST He pexe 1 pasa B 3 rofa B CPOKH, ONpeNElIeMBIC YupexneHueM
(YTIOMTHOMOYEHHBIM JIUI[OM). ¥






4. IPOBEJAEHUE PABOT II0 OBECIIEYEHHUIO BE3OIIACHOCTH
MNEPCOHAJIBHBIX JTAHHBIX '

4.1. TpoBeseHHe BHYTPEHHUX IPOBEPOK pekmma 06paboTku u sauursl I[IJ1H B
VupexIeHnH Ipey cMaTpUBaeT:

— OIpeleseHue JIUL, OTBETCTBEHHEIX 33 OCYIUECTBICHHE BHYTPEHHETO KOHTpOJ‘ISI
cootBeTcTBHsA 06paborku I[IJlH B VYupexneHuH TpeOOBaHUSM, YCTaHOBJICHHBIM
DenepanbabiM 3aK0HOM «O IEPCOHANBHBIX MaHHBIX» U IPUHATBIMUA B COOTBETCTBUM C
HUM HOPMATHBHBIMYU IIPABOBBIMH aKTaMH;

— YTBEPXKIEHHE TPABUI OCYILECTBIECHHSA BHYTPCHHETO KOHTPOJA COOTBETCTBUL
obpaGorku  IIJlu  TpeGoBaHmsiM,  ycTaHOBNeHHBIM — (DenepanbHEIM  3aKOHOM
«O HepcOHANbHEIX MaHHBIX» M IPHHATEIME B COOTBETCTBHM C HHUM HOPMAaTHBHBIMU
IIPAaBOBBIMY aKTaMHU;

— yTBep:KIeHHe mpukazoM pykosoputens MAY MOI[ Eropiskckoro paiioHa
[UlaHA TIPOBEJEHHS BHYTPEHHHX IIPOBepoK pexwma obpaborku u samurel [I[H B
YupexneHuu. ;

4.2. TIpu HEOOXOMWMOCTH K IPOBENEHHIO PaboT Io obecredeHno Oe30macHOCTH
I1JlH MOTyT IIPUBJIEKATBCS CHENUANIU3UPOBAHHBIE OPraHU3alWH, MMEIOIIUE JIUICH3HIO
®CTAK Poccuwr Ha OCYLIeCTBIEHHE IEATENBHOCTH II0 TEXHUYECKOM —3aIlUTe
KOHGbHUIEHINATBHON HHPOPMALIUH. ‘

4.3. B cootBercTBHH ¢ ITocTanosneHueM [IpaBuTenscTBa Poccuiickoi Deneparuu
oT 16 anmpens 2012 1. Ne 313 «O6 yrBepxnenun [lomoxeHus O JHMICH3UPOBAHUH
[ESITENbHOCTA TO  pa3paboTKe, IPOU3BOACTBY, PACTIPOCTPAHEHHMIO IMIM(POBATBHBIX
(kpunTOrpaUUecKyx) CpesiCTB, HHPOPMAIOHHBIX CHUCTEM U TeeKOMMY HUKAL[MOHHBIX
CUCTEM, 3aIllAIIEHHBIX C WCIIONB30BaHUEM IITH(QPOBAIBHBIX (KpHnTorpaq)quCRHX)
CPEZCTB, BBIIOTHEHMIO PaboT, OKa3aHUIO YCIyr B O0NacTy MM(ppOBaHHS HHPOPMAIHH,
TEeXHHYECKOMY  OOCITy)KHBaHWIO IIHGPOBATBHEIX  (KPHITOrpahuIecKrx) cpe):{cm:;
MHGOPMAIMOHHBIX CHCTeM ¢ TEIeKOMMYHHKAIIMOHHBIX —CHCTeM, 3allUIICHHBIX c
FCTIONBb30BAHMAEM IIH(GPOBAIBHEIX (KpUITOrpabUdecKrx) cpelacTs (3a MCKITIOUEHIEM
Cllydas, eClTH TEXHHYecKoe OOCIyXuBaHie IMHGbPOBATBHBIX —(KPUITOrpahuIecKuX)
CcpencTB, HHPOPMALMOHHBIX CHCTEM M TEIEKOMMYHHUKAIIMOHHBIX CHCTEM, 3allUIIEHHBIX C
HCIIONB30BaHMEM MIAPPOBATBHBIX (KPHUITOrpa(UIecKUX) CPE/ICTB, OCYIIECTBIACTC A
obecriedeHrs COOCTBEHHBIX HY)KI IOPHUAMYECKOrO JIHIA WM HHIUBUAYAJIEHOLO
OpeNpUHAMATENS])Y», IPUA HEOOXOMMMOCTU WCIIONB30BAHUA IIPH CO3JAaHUA C3I1ir
CpelCTB  KpuITOorpadudecKoll 3aliuThl HHGOPMANMK K IPOBEJEHHIO pabor 19
obecrieuenno  OezomacHoctd  11JH  VupexxmeHuro — HEOOXOOMMO — IIPUBJICKATEH
CHeLHaIU3UpOBaHEEle  opranusanuy, umetomue junensun  @®Cb  Poccun Ha
ocyIlecTBIeHHe pafoT IO PAaCIpPOCTPAHEHMIO MIH(POBATBLHBIX (KpHnTorpaqmqecxﬂx)
CPEJICTB, TpelHAsHAYEHHBIX I 3alUTEl HHMOpMAlmH, He COIepialled CBEJICHUS;
COCTAaBISIOIME TOCYJApPCTBCHHYIO  TaliHy, Ha  OCYyILECTBICHHE .TEXHHYECKOTO
obcTyKuBaHus U(POBATIBHBIX (KPUNTOrpadU9IecKux) CpeACTB, HA OCYLIECTBIECHUE
paboT 1O OKazaHWIO YCIYr B OONacTd MHQpoBaHWsA HHQOpMALUH, HE coz{epmaumx
CBeJIeHUM, COCTABIISIFOIINX TOCYAapCTBEHHYIO TalHYy.






5. PEIIEHUE BOIIPOCOB OBECIEYEHHNS BE3OIACHOCTH
IMEPCOHAJIBHBIX JAHHBIX B JUHAMUKE I/IBMEHEHI/ISI
OBCTAHOBKHU 1 KOHTPOJISI D@PEKTUBHOCTHU 3AINIUTHI X

5.1. Mogmeprmsamus C3I1Ju mms  dyrximmorupyromux  WCIITH VupexaeHus
JIOJDKHA OCYIIECTBISATECS B CIIy4ae: :

— w3MeneHust cocTaBa win cTpyKrypbl MICTI/IH min TeXHHIECKUX OCOOEHHOCTEH ee
IIOCTpOeHHUs (M3MEHEHUs CcocTaBa WM CTPYKTYphl IIPOrPaMMHOTO o0ecrieueHus,
TEXHIYIECKUX cpencTs obpabotku [1]1x, Tomonoruu MCIIIH);

— w3MeHeHMs cocTaga yrpo3 6esonacsocts [1JH B ICIL/IH;

— W3MeHeHHUs ypoBHS 3amuinenHocTs [1/Ta npu ux o6padorke B UCIT/IH;

— IIPOYHX CIIyYasx, 10 PEIICHUIO Y UPeIKIEHS.

5.2. B memnsx ompejeneHuss HeOOXOOUMOCTH AOPabOTKH (momepumzamuu) C3IIIH
He peske OHOTO pasa B TOJl OTBETCTBEHHBIM 3a opranusamuto obpadorku IIJ[H momkHa
IIPOBOIUTECS IpoBepka cocTasa 1 cTpyKTypsl VICII/IH, cocTaBa yrpos 6esonacHoctu I1/1H
8 VICIIJIH u yposHs 3amminenHocty [1JIH mpu ux o6paboTke B VCTIJIH, cobmoaenus
VCIOBHE ~ WCIONB3OBAHHS ~ CPENCTB  3AlIWTBl  WH(QOPMAIMH,  HPETyCMOTPEHHBIX
5KCIUIyaTAllMOHHON ¥ TeXHUYECKON JOKYMEHTAIUCH. '

5.3. AHanu3 WHIMUIEHTOB OesomacHocTd IIJI[H ¥ cocTaBieHWe 3aKJIIOUYeHUN B
006s13aTeIBHOM IOPSIAKE TOJIKHBI IIPOBOJUTHCS B CIIydae BBIABIEHUA CICAYOMIMX cbaKTOB

— HecobmIOIeHue yeIoBuit xpaneHns Hocuteneh [1/1H; ‘

— JCIIONB30BAHME CPEJCTB 3aIlUTEl MHQOPMAIKH, KOTOPble MOTLYT IPHBECTH K
HapyIIeHUIO 3aJIaHHOTO YPOBH: 0€e301IacHOCTHA (KOH@HﬂeHuHaﬂLHoch{
I[eTI0CTHOCTE/NOCTYIHOCTE) [1/IH UK ApYTUM HapyIUCHUAM, NPUBOIAIINM K CHIDKCHUIQ
ypoBHs 3auuieHHocTy 11/1H; '

— HapyllleHHe 3aJaHHOTO YPOBHSA 0€30MacHOCTH 1118 (KOH(bI/I)leHHI/IaJ'IBHOCTL/
LIEJIOCTHOCTE/MOCTYITHOCTE).






