YTBEPXIAIO
JupekTop
MyHHUIUIaIbHOTO aBTOHOMHOTO
yupexaeHuss MUITIOTHHCKOro paiioHa
«MHOro(yHKIIHOHATBHBIH LIEHTP
npenocraBneHm P );JlapCTBeHHLIX u

\ I/IHaJIbHB CITyr»
é s C.JO. KonecHukos
S ,,//mbe 2014 .

MH

MHOJIO’KEHUE
HH(OPMAIIMOHHOM 0€30MACHOCTH 00 OPraHU3aAlUM U 00ecreYeHU !

0e30NMacHOCTH MEPCOHAJIBbHBIX JAHHDBIX B

MYHHMIUIAJIBHOM ABTOHOMHOM Yy4pexaeHud MUJIITHHCKOr0 paioHa
«MHOro(pyHKUMOHAIbHbIM LEHTP NPeI0CTABJICHUS IOCYAAPCTBEHHBIX H
MYHHUIUNAJIBHBIX YCJIYI»



COJAEPKAHUE
0101 (5] 0 X ) £ 17 (=TRSO U PPRRRRR 2
(@ 10 To1 (S (51514 6 PSP URRPIPUSRR 4
OOO3HAUCHHUS 1 COKPAIICHUS. ... uvvveeeenerreeenereeeannrreessnseeesssseesssseeessssssssssseeeesesnnnnns 12
BBEIEHIEC. .......eiiiiiiiiieetee ettt 13
1 OOILIHE TTOTTOMKEHUS. ...eeeeveeennriennieeenieeeentteesateeanuteesteeesaseesantaeeesannseeessnnnseeesans 15
2 ST 0ie: 1 12 (G0 ] 1 1§ SO ST PRPRP 18
3 OOBEKTBI BAIIIITDL. ..ot e e e e e e e e e e e e e e e e e e e e e e e e e ee e e e e e e e e e e eeaeeeaaeennnns 20
[lepedeHb HHPOPMALUOHHBIX CHCTEM. ....cceuvrerurreerureernreennreeennseesnseeesnseesnnnees 20
[TepeUeHD OOBEKTOB BAIITHTBL......cccuvveeeererreeeeereeeessreeeassssseeeeseesssssssneeseeesannns 20
4 Knaccudukaruys momab3oBatenaeit MCTIIH. ........ooocvveeeiiiiiiieieeeiieeee e 21
5 OCHOBHbIE TMPUHIMUIBI TOCTPOCHHUS] CHUCTEMbl KOMIUIEKCHOM 3aIlUThI
HHPOPMALTHIH. ......cuvviieeiiiieeeeiteeeeeiteeeeeieeeeetreeeesaaeeessssaesesssseeeassseeeasseeeessseeeaassseens 23
SAKOHHOCTD. c...teeutteeiieeeiteeeatteeettee ettt esateesbeeeeabteessbeesabaeeeabeesnteesabeeenabeesnanene 23
CHICTEMHOCTD. ....ceutteeiieeeiteeeite et e ettt e sttt et e st e e eabee s bt e e sabeeenateesbteeeeseabeeeas 24
KOMIITEKCHOCTD. .....eeeiiiieeeiiieeeeee ettt ettt et e s e e e e 24
HenpepbIBHOCTD 3aIUTBI [IJTH.......ocoeiiiiiiiiiiiiiiiceeeee e 25
(03101502 0151V (532 1 (01 N SRR 25
[IpeeMCTBEHHOCTDh M COBEPIICHCTBOBAHHUE . .....ccceeeuerrrreeeeannnrrreeeeennnnneeeesennnns 26
[TepCOHANTBHASI OTBETCTBEHHOCTD.....uuuvvvreeeeeeeerrreeeeesnnnnrreeesessannnnnssssssssnnssnnens 26
[TpUHIMIT MUHUMHA3ALMUANA TOTTHOMOUHM. ....eeeeeiiiiiiiiiiiieeereeeeeeeeeesnninnaeeeeeeeaanns 27
B3auMOAEHCTBUE U COTPYTHUUECTBO.....uuvvrrrrreeeeeeeesessnsannnnnenrneereeeeeeeeeersssnnns 27
['uOKkoCcTh cuCTEMBI 3aIUTBI TTTH. ... 27
OTKpBITOCTh AJITOPUTMOB U MEXAHU3ZMOB 3ALLUTBL. ....cceeeerrnnerrireeeeeeennnnennees 27
[IpocTOTa NPUMEHEHHUSI CPEIICTB BALUTDL. ....ceeeneeieeernerrreeeeeeeeannnrreeeeeaeeennans 28
Hay4Hast 000CHOBAHHOCTb U TEXHUYECKAS PEATA3YEMOCTD........vveeeenenenenee 28
Crienranu3anusi ¥ MPOPECCHOHATIBM. .........eeerureeereeenreeensreeeeesnreeeeensseeeeans 28
OO0SA3aTETBHOCTD KOHTPOIS .. eeeeeuevreeeennrreeesnnreeesnneeesassseeeessssssssnssneeessssssssnnnnes 29
6 Mepbl, MeTOAbl M CpeacTBa  oOecrieueHHs TpeOyeMoro  ypOBHSA
KT2) 11020101 () 505 (0165 1 Z FE OO OO P PP RURPRPPP 30
3aKoHOATEIbHBIE (TIPABOBBIE) MEPBI BAIIUTBL....ccuvveeeeeereeeeerreeeaereeeennneens 30
MoOpanbHO-3TUYECKUE MEPBI BAIUTDL. .......eeeeererunrrreeeeessnnnnnnennnnssnssnereeeeeeeeens 30
OpraHu3aioHHbIe (AAMUHUCTPATUBHBIC) MEPBI 3AIIUTBL......eveeenereeeeenneenee. 31

10071637 15 (1097 (el Y (5700 5 0721111 § N 5 SFUSU USSP 34



AnnapaTHO-pOrpaMMHBbIE CpeacTBa 3aAMTBI [TJIH.........ccoooiiiii. 34
7 Koutponb 3 HeKTUBHOCTH C3IT/IH. .....evveeeeiiieeeiiieeeiee e 37
8 Cdepsl oTBeTCTBEHHOCTH 32 6€30MaCHOCTD [TJIH. . cccceviiieeeeiiiiieee e, 38
9 Mogenb HAPYIIUTEIIST OC30TTACHOCTH. .. .veeeeuereeeererreeeeseerrrereeeeessssssssseeeeeeeannnes 39
10 MoOJACHD YTPO3 OC30TTACHOCT . ....uvvveeeenerreeeaereeeessreeesssseeesssseeeessseesssssseeeeeens 40
11 MexaHu3m peaT3aAUN [IOTTOMKEHMA. .. .vvvveeeiieireeeeiiiiiiiiiiieeeeee e e e e e e e e 41
12 Tlopsimok paOoThl ¢ IEPCOHATBLHBIMU JTAHHBIMUA COTPYIHUKOB. ........eeeeennnnss. 42

13 Tlopsgok paboOTBl ¢ TMEPCOHAIBHBIMH JIAHHBIMH (DU3UYCCKHX JIMI[ HE
SIBJISIOIIHUXCS PAOOTHUKAMU OTICPATOPA.....evveeeenerreeeeereeeesrreeeesnsrreeeeaeeesssnnsseeeeeens 45

14  OcoGenHoctr 00paOOTKM TMEPCOHAIBHBIX IaHHBIX 0€3  HMCIOJIh30BAHMUS
CPEACTB ABTOMATHBAIIM . ...cceeeruurrrreeeeesannrereeessssnnseeeessssnnnsseeessssnssnsaeeessssssseeeessseeesns 48

15  Osxupaemsblit 3QGeKT oT peanu3aiu [IOTOKEHHS. .......eeevveeiriiiieieniiieeenns 51

16 CIIUCOK UCTIOIE30BAHHBIX MCTOUWHIKOB. . .euuerneeeneeeneeeneeneeeeeeeseesenseneenaenesnaeenns 52



OINPEAEJEHUA

B HacTosmeM MOKyMEHTE HCHONB3YIOTCS CIEAYIOIIUe TEPMUHBI U HX
OTIpE/ICTICHHUSI.

ABTOMATH3MPOBAHHAS CHCTEMA — CHCTEMa, COCTOSINAs U3 MEepCcoHala U
KOMILJIEKCA CPEJICTB aBTOMATHU3aAIlMU €r0 JICATEIBHOCTH, peanusyromas nHhopma-
IMOHHYIO TEXHOJIOTHIO BBITIOJIHEHUS YCTAHOBICHHBIX (yHKIIUMA.

AyTeHTHU(HUKAIUSA OTHPABUTEJISI JAHHBIX — IMOJATBEPXKICHUE TOTO, YTO OT-
MPABUTENH MOTYUYEHHBIX TAHHBIX COOTBETCTBYET 3asBICHHOMY.

be3onacHOCTh NMePCOHANBHBIX JAAHHBIX — COCTOSHUE 3alUIICHHOCTH
MEPCOHANBHBIX  JIaHHBIX, XapaKTepU3yeMoe CIOCOOHOCTHIO  TOJB30BATENCH,
TEXHUYECKHX  CPEACTB M  HMH(DOPMALMOHHBIX  TEXHOJOTWHA  00eCrednTh
KOH(UIEHIIUAIBHOCTD, IIEJIOCTHOCTh U JOCTYIHOCTh MEPCOHAIBHBIX JaHHBIX TPHU
X 00paboTke B MHPOPMAIIMOHHBIX CHCTEMaX IMEPCOHATBHBIX JIaHHBIX.

Buomerpuyeckne nepcoHaNbHbIe JaHHbIE — CBEICHUS, KOTOPHIE
XapaKkTepu3yroT (HU3HOIOTUYECKHE OCOOCHHOCTH YEJIOBEKa M Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBHUTH €TI0 JIMYHOCTH, BKJIIOYas (oTorpaduu, OTIEYaTKU MajbIIEB,
o0pa3 ceTyaTKd TIJa3a, OCOOEHHOCTH CTPOEHHUS Tela U JPYrylo MOA00HYIO
uH(pOpMaIHIO.

biiokupoBaHNe MNEPCOHATBHBIX [JAHHBIX — BPEMEHHOE MPEKpalIcHUe
00pabOTKM MEPCOHAJIbHBIX JAaHHBIX (32 MCKIIOUYCHHEM CJIydaeB, ecii o0paboTKa
HEoOXoArMa JIsl yTOUHEHHS IEPCOHATBHBIX TaHHBIX ).

Bupyc (koMnbOTepHBbI, IPOrPpaMMHbIH) — UCIOJHIEMBIN POTPaMMHBII
KOJ WJIM MHTEPIPETUPYEMbId HAOOP MHCTPYKIUH, 00Jaatonuii CBOWCTBAMH He-
CaHKIIMOHUPOBAHHOTO PACHpOCTpaHEHUs] W caMoBocipousBeneHus. Co3gaHHbIE
AyOIMKaThl KOMIIBIOTEPHOTO BHpYyCa HE BCErJa COBMAAAIOT ¢ OPUTHUHAIOM, HO CO-
XpaHSIIOT CIIOCOOHOCTh K JAJbHEHIIIEMY PaclpOCTPAHEHUIO H CAMOBOCIIPOU3BE/IC-

HHIO.



BpenonocHasi nporpamMmma — nporpaMma, rnpeaHa3HauyeHHas Juisi OCyIIeCTB-
JIEHUS! HECAHKLIMOHUPOBAHHOT'O JIOCTYINA W (MJM) BO3JEWCTBHUS Ha NMEPCOHAIbHBIC
JTaHHBIE WM PECYpChl MHPOPMAITMOHHON CUCTEMBI IEPCOHATBHBIX JaHHBIX.

BcnomoraresnbHble TeXHHYECKHE CPeICTBA M CHCTEMbl — TEXHUYECKHE
CpEICTBa U CUCTEMbI, HE MpeJHa3HAYCHHbIE IS Meperadyn, 00paboTKH U XpaHEHUs
NEPCOHAIIBHBIX JAHHBIX, YCTaHABJIMBAEMbIE COBMECTHO C TEXHHUYECKUMH CPEJICT-
BaMU U CHCTEMaMH, IpeJHa3HAYCHHBIMU U1 00paOOTKH MEPCOHAIBHBIX JaHHBIX
WIN B TOMEIIEHUSIX, B KOTOPBIX YCTaHOBJIEHBbI MH(OPMALMOHHBIE CHCTEMBI MEPCO-
HaJbHBIX JaHHBIX.

JlocTyn B ONEPpanMOHHYIO cpeAdy KoMmnbioTepa (MHGOPMAaNMOHHOM
CHCTEMbl NEPCOHAJIBHBIX JAHHBIX) — IIOJYYEHHE BO3MOYKHOCTM 3aIllyCKa Ha
BBIMOJIHEHUE ILUTATHBIX KOMaHJA, (YHKUMI, MpoLeayp OMNEpaliOHHONW CHUCTEMBI
(YHUUTOXXEHUSI, KONMPOBAHUS, TIEPEMELCHUs] W T.I.), HUCIOJHAEMbIX (ailioB
NPYKJIa/IHBIX IPOTPaMM.

Jloctyn Kk uHGpoOpManuM — BO3MOXHOCTh TMONy4YeHHs WH(OpPMAIMK U €€ HC-
10JIb30BAHUS.

3akJiai0uHOe YCTPOMCTBO — 3JIEMEHT CPEICTBA CheMa MH(OPMALIH, CKPHITHO
BHEJpSEMbI  (3aKJIa[bIBAEMbII WM BHOCHMBI) B MECTa BO3MOXKHOIO ChEMa
uHpopMalu (B TOM YHCIIE B OTPXICHUE, KOHCTPYKIIMIO, 000pYI0BaHKE, MPEIMETHI
MHTEphEpa, TPAHCHIOPTHBIE CPEACTBA, a TAKXKE B TEXHUUYECKUE CPEJCTBA U CHCTEMBI
00paboTKN HHPOPMAIIHH).

3amumaemass uHdopmauus — uHbOpPMAIMS, SBISIOMIASICS MPEIMETOM CO0-
CTBEHHOCTM U TOJUICKAILAsi 3alllUTe B COOTBETCTBHM C TPEOOBAHUSIMH IPABOBBIX
JIOKYMEHTOB WJIU TPEOOBAHUSIMY, YCTAaHABIMBAEMBIMHA COOCTBEHHIKOM MH(OPMAIIHH.

Nnentudukanus — npucBoeHUEe CyObeKTaM U OOBEKTaM JIOCTyIa WUICHTH-
¢dukaropa ¥ (WIM) CpaBHEHUE MPEABSIBISAEMOrO WICHTU(PHUKATOPA C TMEPEUHEM
PUCBOCHHBIX UJACHTU(PUKATOPOB.

NudopmMaTuBHBIN CUTHAJ — DJIEKTPUYECKUE CUTHAIIBI, aKyCTUYECKUE, JJIEK-

TPOMarHUTHBIE W Jpyrve (U3UUECKHe OIS, TO TapamMeTpaM KOTOPBIX MOMKET ObITh



packpbiTa KoH(pUACHIMaTbHAS HHpOpMAaIKs (TIepCOHANTLHBIE JaHHBIE) 0OpadaThiBaeMast
B MH(OPMAITMOHHON CUCTEME TIEPCOHATLHBIX JTAHHBIX.

NudopmannonHble TEXHOJIOTHM — TPOLIECCH], METOMIBI MOUCKa, cOopa, Xpa-
HEHUsl, 0OpaOOTKH, MPEIOCTaBJICHUS, PaCIpOCTpaHeHusi WH(OpMAIMU W  CHOCOOBI
OCYIIECTBJICHUS TAKUX MPOIECCOB U METOJIOB.

Nudopmanmonnass cucreMa mnepcoHadbHbIX aaHHbIXx (UCIIAn) -
COBOKYMHOCTh COJIEpKaIuXcsi B 0a3ax JaHHBIX TMEPCOHANBHBIX JIAHHBIX W
oOecreunBaImMuX UxX 00pad0TKy MH(POPMAIIMOHHBIX TEXHOJOTHH U TEXHUYECKUX
CPEICTB.

Hcnosb3oBaHne NePCOHAJBHBIX [JAHHBIX — JCHCTBUSA (Omeparuu) cC
NEPCOHATBHBIMU JaHHBIMHM, COBEpILIAEMBbIE OINEPATOPOM B UEISIX MNPUHATHS
PELIEHUN WM COBEPIICHUS WHBIX JEUCTBUM, ITOPOKIAKOIIMNX FOPUAAYECKUE
MOCJICJICTBUSI B OTHOIICHUM CYOBEKTa MEPCOHATBHBIX JAHHBIX WU JIPYTUX JIHII
760 MHBIM 00pa30M 3aTparuBarolUX MpaBa U CBOOObI CYObEKTa MePCOHATBHBIX
TAHHBIX WM IPYTUX JIAII.

HcTounuxk yrpo3nl 0e3onacHocTu uHGopMamum — CyObEeKT JIOCTYTIA, MaTe-
pUATHEHBIA O0BEKT WM (DU3UMUYECKOE SIBIICHUE, SIBIISIOIIMECS MPUIMHON BO3HUKHOBEHUSI
yIpo3bl 0€30MaACHOCTU MH(OPMALUH.

Kontpoaupyemasi 30Ha — MpoCTpaHCTBO (TEPPUTOPUS], 3IaHUE, YacTh 3aHM,
TIOMEIIIEHNE), B KOTOPOM HCKITFOUCHO HEKOHTPOJIMPYEMOE MpeObIBaHME MOCTOPOHHUX
JIII, @ TAKXKE TPAHCTIOPTHBIX, TEXHUYECKUX M MHBIX MAaTEPUATIBHBIX CPEJICTB.

KonduaeHunaabHOCTh NEPCOHANBHBIX [aHHBIX — 00s3aTeNbHOE IS
COOMIO/IEHHST OTIEPATOPOM HIJTH WHBIM TTOJYYMBIIIAM JIOCTYT K TEPCOHATBHBIM JaHHBIM
JUIIOM TpeOOBaHME HE JOMyCKaTh WX pachpocTpaHeHne Oe3 corjacus CyObneKTa
TICPCOHANTLHBIX JJAHHBIX WJIM HAJTYHS HHOTO 3aKOHHOTO OCHOBAHWMSI.

Me:xceTeBOi IKPaH — JIOKAILHOE (OJHOKOMIIOHEHTHOE) WX (DYHKIMOHATBHO-
pachpeieieHHOe IPOrpaMMHOE  (IIPOrpaMMHO-aMMNapaTHOE) CPENCTBO  (KOMILIEKC),
peanmsyolee KOHTPOJb 32 HH(pOpMAIHeH, TOCTyAIoIIeH B MHQOPMAIIMOHHYIO CHCTEMY

MIEPCOHAIBHBIX JJAHHBIX U (MJI1) BBIXOSIIEH 13 MHPOPMAIIMOHHON CUCTEMBI.



HapymmTesnb 6€30MacHOCTH NMEPCOHAIBHBIX JAHHBIX — (PU3HUYECKOE JIUIIO,
CITy4YaiiHO WM MPETHAMEPEHHO COBEPIIAOIIEE ICHCTBUS, CIEACTBUEM KOTOPBIX SIBIISIETCS
HapyIlIeHHe OE30MaCHOCTH TMEPCOHATBHBIX JAHHBIX MPU MX 00paOOTKE TEXHUUYECKHMU
CpencTBaMy B MH(POPMAITMOHHBIX CUCTEMaX MEPCOHATIBHBIX TAHHBIX.

HeaBToMaTn3upoBaHHasi 00padoTKa NMEPCOHAJBbHBIX JAHHBIX —
00paboTKa MepCOHATBHBIX JaHHBIX, COJACPKAIIUXCS B HHGOPMAIMOHHON CHCTEME
MEPCOHAIBHBIX JAHHBIX JMOO W3BICYEHHBIX W3 TAKOW CHUCTEMBI, CUUTAETCS
OCYIIECTBIICHHOU 0e3 HCII0JIb30BaHUS CpEIICTB aBTOMaTH3allNH1
(HEaBTOMATU3WPOBAHHOM ), €CITM TaKue JEUCTBUS C MEPCOHATBLHBIMU JIAHHBIMU, KaK
WCMOJIb30BAHUE, YTOYHEHHUE, PACIPOCTPAHEHUE, YHHUUTOKEHUE NEPCOHAIBHBIX
JAQHHBIX B OTHOIICHHHM KaXJIOTO0 U3 CYOBEKTOB TIEPCOHAIBHBIX JIaHHBIX,
OCYIIECTBIISIFOTCS IIPA HEMOCPEACTBEHHOM YYaCTHH YEJIOBEKA.

HenexnapupoBaHHble BO3MOKHOCTH — (YHKIIMOHATBHBIE BO3MOYKHOCTH
CPE/ICTB  BBIYMCIIUTEIIBLHOM TEXHUKH, HE OMNKMCAHHbIE WIM HE COOTBETCTBYIOIINE
ONKCAaHHBIM B JIOKYMEHTAlMH, MPHU HCIIOJIB30BAHUM KOTOPBIX BO3MOXKHO HapyIICHHE
KOH(HICHIIMATBHOCTH, JIOCTYIIHOCTH WM  IICJIOCTHOCTH 00pabaThIBaeMON  HH-
dbopmanuu.

HecanKumoHUPOBAHHBIN AOCTYNl (HECAHKUMOHUPOBAHHbIE EHCTBUA) —
JIOCTYIl K MH(MOpMAIUK WM JCUCTBHA ¢ MH(MOpMAaIMEeH, HapyIIalolue MMpaBuia pas-
IPaHUYEHUSI JOCTYNa C WCIOJb30BAaHUEM INTAaTHBIX CPEACTB, MPEAOCTaBIIEMbIX
MH(POPMAITMOHHBIMU CUCTEMAaMU TIEPCOHATBHBIX JIAHHBIX.

Hocurear undgopmanuu — Quzndeckoe JUIO WM MaTepHaIbHBIN OOBEKT, B
TOM 4HCIIe (PU3MUYECKOE T0JIe, B KOTOPOM MH(MOPMAITHS HAXOIUT CBOE OTPAKCHHC B BUIC
CHIMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUUECKHUX PEIICHHUI U TPOIIECCOB, KOTMYSCTBEHHBIX
XapaKTePUCTUK (PU3NYECKUX BEITUYMH.

O0e31nunBaHue MEPCOHAJIBHBIX [JAHHBIX — JCHCTBUA, B PE3YyJIbTATE
KOTOPBIX CTAHOBHUTCSI HEBO3MOXXHBIM 0€3 HCIOJIB30BAHUS JOMOJHHUTEIHHOM
nH(popMaIU ONpeIeTUTh MPUHAIIIC)KHOCTD MEPCOHATIBHBIX JaHHBIX KOHKPETHOMY

CyOBEKTYy TIEPCOHAIBHBIX JaHHBIX.



O0paboTka nmepcoHAIBLHBIX JAHHBIX — JII00OE JIelicTBUE (Omepaius) Uiu
COBOKYMHOCTb JIEUCTBHI (Omepanuii), COBEPIIAEMbIX C HCIOJIb30BAHUEM CPEJICTB
aBTOMaTU3allud WKW 0e3 HCMIOJb30BAHMUSI TaKUX CPEICTB C TNEPCOHAIbHBIMU
JaHHBIMM, BKJOYas cOOp, 3amuCh, CUCTEMATU3AlIMIO, HAKOIUIEHUE, XpaHEHUE,
yTOYHeHHE (OOHOBJIEHHE, M3MEHEHHUE), M3BJICUEHHUE, HCIOJb30BaHUE, Meperady
(pacrmipocTpaHeHue, MPEIOCTaBICHHUE, JOCTYM), OOe3NnYuBaHue, OJOKHMPOBAHUE,
yaajeHue, yHUYTOKEHHE EPCOHAIBHBIX JAHHBIX.

OO0menocTynnHbIE NMEPCOHAJIbHBIE JAHHbIE — MEPCOHAIBHBIE JaHHBIE,
JOCTYIl HEOTPAHMYEHHOrO Kpyra JIMI K KOTOPbIM MPEJOCTABIEH C COIJIacHs
CyObeKTa TMEepCOHANbHBIX JaHHBIX WJIM Ha KOTOpPble B COOTBETCTBHM C
denepaqbHBIMU  3aKOHAMU HE pacHpoCTpaHsieTcss TpeOoBaHUE COOJIOICHUS
KOH(PUIEHIIUATILHOCTHU.

Oneparop (mMEepCOHAJIBHBLIX JAaHHBIX) — TOCYJAapCTBECHHBIM OpraH,
MYHUIIMTAIBHBIA OpraH, IOPUANYECKOe WK (HU3UUYECKOE JIUIIO, CAaMOCTOSATEIHHO
WU COBMECTHO C JIPYTMMH JHUIAMU OpPraHU3YIONUE U (W) OCYIIECTBISIONINE
00paboTKy IEepCOHAJIBHBIX JaHHBIX, a TaKXKE OIPEISIAIONHE IeIu 00paboTKH
MEPCOHANIBHBIX JIaHHBIX, COCTaB MEPCOHAIBHBIX JAHHBIX, MOJJIEXKAIUX 00paboTKe,
nercTBUs (OMepalu), COBEPIIAEMbIE C IEPCOHAIBHBIMU TAHHBIMHU.

Texnuuyeckue cpeacrsa HMHPOPMAUUMOHHOM CHCTEMbI IMEPCOHAIBHBIX
JAHHBIX — CPEJICTBA BBIYUCIUTEIILHON TEXHUKH, WH(POPMAIMOHHO-BBIUMCIUTEIBHBIC
KOMILJIEKCBI U CETH, CPEICTBA U CUCTEMBI Ilepeiaun, mpueMa 1 oopadotku I1/1 (cpencrsa
U CHUCTEMbl 3BYKO3aIlMCH, 3BYKOYCHJICHUS], 3BYKOBOCIPOU3BEICHUS, MEPETOBOPHBIE U
TEJIEBU3MOHHBIE YCTPOICTBA, CPEACTBA M3TOTOBIICHUS, TUPAKUPOBAHUS JOKYMEHTOB U
JPyTHe TEXHUUECKUE CPEICTBA 00PabOTKU peyueBOi, TpaduuecKom, BHICO- U OYKBEHHO-
dpoBoil HHPOpMALIK), TPOrPAMMHBIE CPEICTBA (OMEPALMOHHBIE CUCTEMBI, CUCTEMBI
yhpasieHus 0azamMH JaHHBIX M T.I.), CPECTBA 3aILUTHI MH()OPMALHH, IPUMEHSIEMbIE B

I/IH(i)OpMaHI/IOHHBIX CUCTCMaXx.



IlepexBaT (MH(poOpManMu) — HEMPABOMEPHOE MONy4YeHHE HH(OpMAIUU C
HCIIOJIb30BAaHUEM TEXHHUYECKOIO0 CpEACTBA, OCYIIECTBIIAIONIETO OOHApyKEHUE,
npueM U 00padoTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble qaHHBIE — JII00ass MHPOpPMALKS, OTHOCAIIASACA K TMPSMO
WIM KOCBEHHO OIPEACIICHHOMY WM oOmpeneiasieMoMy (U3UYECKOMY JIUILY
(cyOBeKTy mepCOHAIBHBIX JAHHBIX);

I[lo0o4HbIe  IJIEKTPOMATHUTHBIE  M3JIy4YeHHSsI W HABOAKH  —
AIIEKTPOMArHUTHBIE W3IIyYCHHUS] TEXHUYECKUX CPEACTB OOpabOTKU 3alluinaeMoi
uHbOpMaIK, BO3HUKAIOIIME KAk TOOOYHOE SBIEHHWE W  BHI3BAHHBIC
AIEKTPUYECCKUMU CUTHAJIAMU, TEUCTBYIOIIMMH B UX JEKTPUICCKAX M MAarHUTHBIX
LENsX, a TAaKXKe DJIEKTPOMArHUTHBIE HABOJAKHU 3TUX CUTHAJIOB HA TOKOIPOBOISIINE
JUHUH, KOHCTPYKITUHU U TICTIH TATAHMSL.

IMosuTHKa  «YUCTOTO  C€TOJA» —  KOMIUIEKC  OpTraHU3aI[MOHHBIX
MEPOIPUSATUH, KOHTPOJUPYIOIIMX OTCYTCTBHE 3allUChIBAaHUA Ha OyMa)KHbIE
HOCUTENHU KIIOYel U aTpuOyToB JocTyna (mapoJieil) U XpaHEHUs HX BOJIU3U
00BEKTOB JIOCTYTIA.

[Hoab30BaTes b HHPOPMANMOHHOM CHCTEMbI NMEPCOHAJIBHBIX JTAHHBIX —
JUIO, YydYacTByiomiee B (YHKIMOHUPOBAHUU HH(DOPMALMOHHONH CHCTEMBI
NEPCOHANBHBIX TAHHBIX WM UCIIOJIb3YIOIIee pe3yIbTaThl €€ (PYyHKIIMOHUPOBAHUS.

IIpaBusia pa3rpaHuveHusi JOCTYyNAa — COBOKYITHOCTb MPAaBUJI, periiaMeHTH-
PYIOIIUX IIpaBa J0CTyma CyObEeKTOB JOCTYIA K 00bEKTaM JIOCTYTIA.

IIporpammuas 3akJaaKa — KoJ IpOrpaMMBbl, IPeTHAMEPEHHO BHECEHHBIN B
MIPOrPaMMYy C TIEJIBI0 OCYIIECTBUTh YTEUKY, U3MEHHUTH, OJIOKHPOBATH, YHUUTOKHUTH
HHOOPMAITUIO WIH YHHYTOXHUTh U MOIU(DUIIMPOBATH MPOTPAMMHOE OOECIIeUeHHE
MH()OPMAIIMOHHOW CUCTEMbI MEPCOHAIBHBIX JAHHBIX M (WiIK) OJOKMpOBaTh arra-
paTHBIE CPEACTBA.

IIporpammHuoe  (mporpaMmMHoO-MaTeMaTuyeckoe)  Bo3JaeilicTBHe  —

HECAaHKIIMOHMPOBAHHOE  BO3JIEUCTBME HA  PECYypChl  aBTOMATU3MPOBAHHOM
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MH()OPMAIIMOHHOW CHCTEMBbI, OCYUIECTBIISIEMOE C HMCIOJIb30BAHUEM BPEJOHOCHBIX
MpOrpamM.

PackpbiTHe NEepCOHANBHBIX [JAaHHBIX — YMBIIUICHHOE WIH CIy4YailHOE
HapylieHue KOHPUACHIINATbHOCTU MEPCOHANIbHBIX JTaHHBIX.

PacnpocTpaHeHne NmepCcOHAJBHBIX JAHHBIX — JICHCTBUSA, HAIPABIICHHbIC
Ha PaCKphITUE MEPCOHAIBHBIX TAHHBIX HEOMPEACICHHOMY KPYTY JIMII.

Pecypc nndpopManiuoHHO# cMCTEeMbI — IMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MIPUKIIATHOTO WIn arnrmapaTHOro o0ecreyeHus GyHKIIMOHUPOBAHUS
MH(OPMAIMOHHON CHCTEMBI.

CneununanbHble KATErOPUM MEPCOHATBHBIX JAHHBIX — MEPCOHAIBHBIC
JAHHBIE, KACAIOLINECS PACOBOM, HAIMOHAIBHON MPUHAJIEKHOCTH, TTOJIUTHYECKUX
B3IUISIIOB, PETUTHO3HBIX WM (PUIOCOPCKUX YOCKIACHUM, COCTOSHUS 370POBbS U
WHTUMHOM KM3HU CyOBEKTa MePCOHAIBHBIX TaHHBIX.

CpencrBa BBIYHCIUTEIbHOM TEXHHKH — COBOKYIHOCTh IMPOrPAMMHBIX U
TEXHUUYECKUX DJIEMEHTOB CHUCTEM OOpabOTKM JaHHBIX, CHOCOOHBIX (DYHKITMOHHPOBATH
CaMOCTOSITEJIHO WJIM B COCTaBE JIPYTHX CUCTEM.

CyObekT nocryna (cy0ObeKT) — JIMIO WM MPOLECC, JEUCTBUS KOTOPOIO per-
JTAMEHTHUPYIOTCS TpaBUJIaMH pa3TrpPaHUUCHUS JOCTYTIA.

TexHuYeCKU KaHAJ YTeYKH UH(OPMALUU — COBOKYITHOCTb HOCHUTENSI HH-
dopmatmu  (cpeactBa  00pabOTKH), (MBMUYECKOM Cpelpl pachpocTpaHeHus: HHOOp-
MaTHBHOTO CUTHAJIA U CPEJICTB, KOTOPBIMHE J0OBIBaETCA 3aluIaemMas uHpopMaIus.

TpancrpanuyHas mnepejgadya MePCOHAJNBHBIX JAHHBIX — Ilepefada
MEPCOHAIBHBIX  JaHHBIX oOmepaTopoM uepe3 [0CynapCTBEHHYIO TpaHUIly
Poccuiickon ~ @enepaumu  OpraHy — BJIACTM  MHOCTPAHHOTO  TOCYAapCTBa,
(U3HYECKOMY MU IOPUAMYECKOMY JIMIY HHOCTPAHHOTO FOCYJapCTBa.

¥Yrpo3sl 0e30aCHOCTH NMEPCOHAJIBHBIX TAHHBIX — COBOKYITHOCTh YCIIOBHIA 1
(axkToOpOB, CO3JAIOLIMX OMACHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM YHMCJIE CIIy4ai HOTO,
JIOCTYyTa K MEPCOHATLHBIM JIaHHBIM, PE3YJIETATOM KOTOPOTO MOYKET CTaTh YHUUTOKEHHUE,

M3MEHEHHUE, OJIOKUPOBAHUE, KOITMPOBAHKE, PACTIPOCTPAHEHHE TIEPCOHATIBHBIX JIAHHBIX, a
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TaKKe UHBIX HECAHKIIMOHUPOBAHHBIX JEUCTBUM MPU UX 00paboTke B MH(OPMAIIMOHHON
CUCTEME MEPCOHATIBHBIX JAHHBIX.

YHHUUYTOKEHNE TEePCOHAJBHBIX [JAaHHBIX — [CHCTBUS, B pE3yJbTaTE
KOTOPBIX CTAHOBHUTCSI HEBO3MOXXHBIM BOCCTAHOBHUTH COJIEP)KAaHUE MEPCOHATBHBIX
JaHHBIX B MHQPOPMAIMOHHOW CHCTEME TEPCOHAIBHBIX JaHHBIX W (WIH) B
pe3yabpTare KOTOPBIX YHHUUYTOXKAIOTCS MaTEpUAIbHBIE HOCUTENM MEPCOHAIBHBIX
JTAHHBIX.

Yreuka (3ammmaeMoil) MHGOPMALUHU IO TEXHHYECKHM KaHAJIaM —
HEKOHTPOJIMPYEMOE pacipoCTpaHeHre HH(GOPMAIMK OT HOCUTENS 3alMIIaeMO HH(OP-
Maluu 4epe3 (PU3MUECKYI0 Cpedy JI0 TEXHUYECKOTO CpPEACTBA, OCYILECTBIIIOIIETO
nepexBar UHQOpMalUH.

YA3BUMOCTB — CJIa00OCTh B CPEICTBAX 3AIUTHI, KOTOPYIO MOYKHO UCTIOIb30BaTh
JUTS1 HApYIIEHHSI CUCTEMBI WIIM COJIEpIKAIIISHCs B Hell nH(popMalum.

HenocTHocTh MHpOpPMAIMH — CIIOCOOHOCTH CPEACTBA BBIUMCIUTEILHON TEX-
HUKH WM aBTOMAaTU3UPOBAHHON CUCTEMBI 00ECTIeUMBAThL HEM3MEHHOCTh MH(OpMAITH B

YCIIOBHSIX CITy4altHOTO W/WJIM TIPEAHAMEPEHHOTO UCKKEHHS (pa3pyIeHus).



OBO3HAYEHUA U COKPALLIEHUSA

ABC — aHTHBUPYCHBIE CPEICTBA

APM — aBTOMaTU3HPOBAHHOE paboyee MECTO

BTCC — BcnoMoraTenbHble TEXHUYECKUE CPEICTBA U CUCTEMBI
NCIIIH — uapopMaIioHHasi CUCTEMa MEPCOHATBHBIX IAHHBIX
Wb — undopmarpionnast 6e30macHOCTb

K3 — konTponmpyemas 30Ha

JIBC — nokanpHasi BBIMMCIIUTENBHAS CETh

MD — MexceTeBOr IKpaH

HC/I — HeCaHKIIMOHUPOBAHHBIN JOCTYII

OC — oneparioHHasi cucreMa

[1/11 — nepcoHalIbHbIE TaHHBIE

IIMB — nnporpaMMHO-MaTeMaTH4YeCKOE BO3/ICHCTBUE

[1O — nporpamMmmHOe obecrieueHue

[IBDMUH — no6ouHble 37IeKTPOMArHUTHBIC U3TYUEHHUS U HABOJIKH
CA3 — cucrema aHanu3sa 3alIUIIEHHOCTH

C3U — cpeacTra 3amuThl HHPOPMAIIAU

C3I1/Jn — cucteMa (mojcucTeMa) 3aiuThl IEPCOHAIBHBIX JaHHBIX

COB — cucrema oOHapyXeHUs! BTOP>KEHUN
TKYU — TexHnveckre KaHaIbl yTeUKH HHGOPMAITIH

VYBIIIH — yrpo3s! 6€30MacHOCTH IEPCOHATLHBIX JAHHBIX

12
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BBEJAEHHUE

Hacrosee [lonoxenrne napopMaimoHHON O€30MIaCHOCTH B MyHUIIUTTAIIBHOM
ABTOHOMHOM YYpEeXJAeHUM MMIIOTHHCKOro pailoHa «MHOroyHKIMOHAIbHBIHI
IEHTP MPEJOCTABICHUSI TOCYAAPCTBEHHBIX U MYHHUIIMIAIBHBIX YCIyr» (Aaiiee 1o
Tekctry — MAY MO®I[ MunoTuHCKOro paiioHa), sBsSeTcs O(UIMATbHBIM
JOKYMEHTOM, B KOTOpPOM OIIpejiefieHa CHCTeMa B3IJISJ0B Ha obOecreueHue
nHdopManronHou 6e3onmacHocTd MAY M®I] MumtoTuHCKOTO parioHa.

Heobxonumocts pazpabotku [lonoxeHnus oOycClOBI€HA CTPEMHTEIbHBIM
pacmupernreM cepbl MPUMEHEHHs] HOBEHIINX MH()OPMAIMOHHBIX TEXHOJOTHH U
npoueccoB B MAY M®I] MumtoTuHCKOrO paiiona, npu o0paboTke MHPOpMaLUH
BOOOIIIE, U IEPCOHATBHBIX JAHHBIX B YACTHOCTH.

[Tonoxenue pa3pabOTaHO B COOTBETCTBUM C CHUCTEMHBIM IOJXOJOM K
obecrnieueHuro  uHOpManMoOHHOW  Oe3omacHOCTH.  CHCTEMHBIM  TOAXOM
IpeanojgaraeT  MNpPOBEAEHUE  KOMIUIEKCA  MEPONPHATHH,  BKIIOYAIOIIHMX
UCCIIeIOBaHrEe Yrpo3 MHGOPMAIIMOHHON 0€30MacHOCTH M pa3pabOTKy CUCTEMBI
3amutel  I1/lH, ¢ DO3MUMM KOMIUIEKCHOTO THPUMEHEHHUS TEXHUYECKUX M
OpraHU3alMOHHBIX MEP U CPEJICTB 3aAILUTHI.

[Ton unpopmanmonHoi 6e3omnacHocThio [1/IH MOHMMAaETCs 3allUIEHHOCTh
MEPCOHANIBHBIX JIaHHBIX M OO0OpalaTbIBalolIed HMX HH(PPACTPYKType OT JHOOBIX
CIIy4YalHbIX WJIM 3JIOHAMEPEHHBIX BO3JCUCTBUM, PE3YJIbTATOM KOTOPBIX MOKET
SBUTHCS HaHeCeHHe ymiepba camoi uHpopmaiuu, ee BiajenblaM (CyObeKkTam
[111) nnu unadpactpykrype. 3amadn nHPOPMAIMOHHON OE30TTaCHOCTH CBOISTCS K
MUHUMU3AIMN yiiep0a OT BO3MOXXHOW peanuzanuu yrpo3 Oesomacuoctu [1J[H, a
TaK)Xe K MPOrHO3UPOBAHUIO U MPEJOTBPALIEHUIO TAKUX BO3ACHCTBUM.

[Tonoxenune CILyKHUT OCHOBOM s pa3paboTKu KOMILIEKCA
OpPraHU3allMOHHBIX W TEXHUYECKUX Mep IO OOeclneyeHUuI0 HHPOPMalUOHHOU
oezonacHoctt MAY MO®IL] MWIIOTUHCKOTO paiioHa, a TaKK€ HOPMATHUBHBIX U

MCTOAUYCCKHUX  OTOKYMCHTOM, O6€CH€‘II/IBaI-OHII/IX ¢C pfaim3alinro, H©U HC
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MpeanosiaraeT noAMeHbl PyHKIUN rocyJapCTBEHHBIX OpraHoB BiacTH Poccuiickoit
@denepauuy, OTBEYAIONIMX 3a oOecreyeHue 0e30macHOCTH MH(POPMALMOHHBIX
TEXHOJIOTUM U 3aIIUTy UHGOPMALIIH.

IHomoskenue sIBIsIeTCS METOHOJIOTHYECKON OCHOBOM JIJIS:

— QopMupoBaHUS ¥ TPOBEACHUS €IUHOW TIOJUTUKH B 00JIacTu
obecrnieuenus 6ezonacHocTd MAY M®I] MumtoTHHCKOTO paiioHa;

— TMPUHATUS YIPABICHYECKUX PEIICHUN M pa3pabOTKU MPAKTUYECKUX
Mep IO BOIUIONIEHHIO MOMUTUKH OezonmacHocTH [I/lH u BeIpaGoTKH
KOMILJIEKCA COTJIACOBAHHBIX Mep HOPMAaTHBHO-IIPaBOBOIO,
TEXHOJIOTUYECKOTO U OpPraHMU3alMOHHO-TEXHUYECKOIO XapakTepa,
HalpaBJICHHBIX HA  BBISBICHUE, OTPAKEHUE U  JIMKBUAAIUIO
MOCJIEICTBUIN pean3aluy pa3anyHbiX BUA0B yrpo3 I1/1H;

— KOOpJIMHAIMU JEATEIbHOCTH CTPYKTYPHBIX mMojpasaeneHnii MAY
M®II MumntoTHHCKOTO paiioHa TPHU MPOBEICHUHN PAa0dOT MO PA3BUTHIO
u skcruryatanuu UCIIIH ¢ cobmonenuem TpeOoBaHUil obecriedeHus
oe3onacunoctu [1/1H;

— pa3palOTKu MNPEUIOKEHUH MO0 COBEPLICHCTBOBAHUIO IPABOBOTO,
HOPMaTUBHOT'0, METOJMYECKOTO, TEXHUYECKOTO U OPTraHU3alMOHHOIO
obecrieuenuss OesomacHocty [[[lu B UHCI[JIH MAY MO®I]
MWUIIOTHHCKOTO paioHa.

[IpaBoBoif 06a3zoi g pa3padOTKKM HACTOSIIIETO TIOJIOKEHUS CIy>Kat
TpeOOBaHMS JEUCTBYIOIIMX B Poccum 3aKkOHONATEIbHBIX M HOPMATHBHBIX

JOKYMEHTOB 110 00ecreueHn o 0e30MacHOCTH epcoHaIbHbIX qaHHBIX (I11H).
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Oo0mme MoJI0KeHUA

Hacrosmee Ilonoxkenne ompenenseT OCHOBHBIE LIENM W 3aJayd, a TaKKe
OoOLIyI0 CTpPaTerui0 IOCTPOEHUS CHUCTEMBI 3alUThl MEPCOHAIBHBIX JIAHHBIX
(C3I1lH) MyHUIIMTAIBHOTO aBTOHOMHOTO y4dpexkaeHus MUITIOTUHCKOTO paiioHa
«MHOrOQYHKIIMOHAJIBHBIA ~ IIEHTp  MpPEJOCTaBIEHUS  TOCYAApCTBEHHBIX U
MYHHULIMNAIbHBIX yciayr». llonmoskeHue ompenenseT OCHOBHbIE TpeOOBaHUS U
0a30Bble MOAXOJBl K HX pealu3aluu, UId JOCTHXKEHHUS TpeOyemMoro YpOBHS
0e30macHOCTH HH(pOpMaALUK.

C3IIIa npexncraBnser coOONW COBOKYMHOCTh OPraHU3allMOHHBIX M TeX-
HUYECKUX MEPOINPUATAMN 11 3aiuThl [I/IlH OT HEmMpaBOMEPHOTO WM CIIy4anHOTO
J0CTyNa K HUM, YHUYTOXKEHHUS, U3BMEHEHUs, OJIOKMPOBaHUSA, KONMMPOBAHUSA, pac-
npoctpanenus [1/1H, a Takke MHBIX HEIPABOMEPHBIX IEMCTBUN C HUMHU.

be3onacHOCTh MEpPCOHANBHBIX JAHHBIX JIOCTUTAETCS IYTEM MCKIIOYEHUS
HECAaHKIIMOHUPOBAHHOIO, B TOM YHUCJIE€ CIy4aillHOro, AOCTyNa K IMEPCOHAIBHBIM
JAHHBIM, PE3yJIbTATOM KOTOPOTO MOXET CTaTh YHUYTOKEHHE, H3MEHEHUE,
0JIOKUpOBaHUE, KOIUPOBAHUE, PACTIPOCTPAHEHUE MTEPCOHATBHBIX JAHHBIX, 4 TAKKE
VHBIX HECAHKIIMOHUPOBAHHBIX JEUCTBUML.

CtpykTrypa, cCcOCTaB W  OCHOBHbI€  (YHKIIMM  TEXHUYECKUX U
oprann3aunoHHbIX Meponpustuid C3II[IH ompenenstorcss ucxoas W3 ypOBHS
samumeHHoct  (kimacca) MCII/[IH, ycTaHOBIEHHOTO B  COOTBETCTBUU  C
tpeboBanusimu [loctanosnenus: IIpaBurensctBa Ne 1119 ot 1 Hosi6pst 2012 1.,
npukaza @CTOK Poccuum Ne 17 ot 11 deBpans 2013 r., mpukaza ®CTIOK
Poccun Ne 21 ot 18 deBpans 2013 r., a Takke B COOTBETCTBUM C TPEOOBAHUSIMU
[loctanoBnenust IlpaBurensctBa Poccuiickoit ®enepauun  Ne 687 «O06
yTBepkaeHnn [lomoxkennst 06 0COOEHHOCTSIX 00pabOTKH MEPCOHATBHBIX JAaHHBIX,
OCYILIECTBJISIEMON 0e3 HCIHoJIb30BaHMs CpeAcTB aBroMartuzanumy. C3I11x
BKJIIOYAET OpraHu3allMOHHbIE MEphl W TEXHUYECKHE CpPEJICTBA  3allUThI

uHpopManmu (B TOM uyucie mudpoBaibHbIe (KpUNTOrpauuecKue) cpelcTsa,
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CpencTBa  TPENOTBPAIICHHWS  HECAHKIIMOHMPOBAHHOTO  JIOCTyMa,  yTCUKH
“H(OPMAITUH 110 TEXHUYECKUM KaHaJlaM, TTPOrPaMMHO-TEXHUYECKUX BO3JICHCTBHIMA
Ha TEXHHUYECKHE cpeacTBa oO0pabotku IIJIH), a TakkKe UCIONb3yeMble B
nH()OPMAITMOHHON cucTeMe MH(pOpPMaIMOHHBIC TEXHOJIOTHH.

OTH MepbI IPU3BaHbI 00ECTICYUTH:

— KOH(UACHIINATBLHOCTD uHpopMau (zammTa OoT
HECAaHKIIMOHUPOBAHHOTO O3HAKOMJICHUS );

— IEJOCTHOCTh HMH(popManuu (aKTyaldbHOCTh W HEMPOTHUBOPECYUBOCTH
uHbOopMaImy, ee 3aIUIIEHHOCTD oT paspyiieHus U
HECaHKIIHOHUPOBAHHOTO U3MECHEHUS);

— JIOCTYITHOCTh HMH(pOpManuu (BO3MOXKHOCTh 3a IPUEMIIEMOE BpEeMs

MOJIYYUTh TpeOyeMyto HHPOPMAITMOHHYIO YCIIYTY).

Cranuu cozganust C3I1/IH BKIIIOYAIOT:

— MpeanpoeKTHas CTaAus, BKIIOYAIONIas MPeanpoeKTHOe 00cae0BaHe
UCIIIH, pa3pabOTKy TEXHHUYECKOrOo (YaCTHOIO TEXHHYECKOTO)
3a/laHHs Ha €€ CO3JaHuE;

— CTaausl IPOEKTUPOBaHUA (pa3pabOTKU MPOEKTOB) U peanu3aliu Mep
samuThl C3I1/IH;

— cragus BBoja B gedcrBue C3II/IH, BKIIOYAKOMIAs OIBITHYIO
DKCIUTYyaTallMI0 UM MPUEMO-CHATOYHBIE HCIBITAHUS CPEICTB 3aLIUThI
uHdopmaru, a takke orneHky coorBerctBus C3II[IH TpeboBaHusIM

0e30macHOCTH MH(OpMaLUK.

OpraHu3alMOHHBIC MEPBI TMPEAYCMATPUBAIOT CO3JIaHUE W IOJJICPIKAHHC
npaBoBoil 0a3pl Oe3omacHoctu II/IlH m pa3paboTky (BBeneHHE B JEiCTBUE)
npeaycMoTpeHHbIX  I[lomuTukol mHpopmarmonHoit  O6e3omacHoctu  MCIIIH

CICAYIOIHNX OPraHU3aAlMNOHHO-PACIIOPAINUTCIIBHBIX JOKYMCHTOB!
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— Ilnan wmeponpusTuii mo oOecnedeHuto 3amuThl [[JlH npu ux
o6padotke B UCII/IH;

— Ilnan meponpusTuii Mo KOHTPOIIO odbecrieueHus 3amuThl [1)1H;

— Tlopsimok pe3epBUPOBAaHMS U BOCCTAHOBJIEHHUS pPabOTOCIIOCOOHOCTH
TC u 110, 6a3 manueix u C3U;

— JomxHoctHass uHCTpykiusi aamuHuctpatopa HWCIIIn B 4actu
obecnieuenus 6ezonacHoctu [1J[n npu ux o6padotke B UCII/H;

— JloipkHOCTHAs MHCTPYKIUS aaMuHucTpaTopa 6e3onacuoctu MCI/IH;

— MomxHoctHass uHCTpykuust mnons3oBatens HWCIIJJu B yactu
obecnieuenus 6ezomacHoctH [11u mpu ux o6padotke B UCII/IH;

— MHCcTpyKIus Ha ciay4dail BOSBHUKHOBEHMS BHEIITATHOW CUTYAaIlNH;

— HucTpykuus o pa3MeneHno, 000py10BaHUIO U OXpaHe TOMEIIEHUH,
TJI€ XPaHATCS MEPCOHANBHBIC JTAHHBIE, IO XPAHEHHIO NMEPCOHATBHBIX
JAHHBIX HAa OyMa)KHBIX HOCUTEISX W MOPSIKY pabOThl UCIIOTHUTENEH

C NICPpCOHAJIbHBIMH JaAHHBIMH Ha 6YM3,)KHBIX HOCHTCIIAX I/IH(pOpMaI_[I/II/I.

TexHu4yeckre Mephl 3alIUThl PEATU3YIOTCS TTPU MOMOIIYA COOTBETCTBYIOIIUX
IPOTrPaMMHO-TEXHUYECKUX CPEJICTB U METOOB 3aIllUTHI.

[lepeueHb HEOOXOIUMMBIX MEpP 3alIUThl MHGPOPMAIUU OMPEAEICTCS IO
pe3yiabTaraM BHYTpeHHed mpoBepku Oe3omacHoctd MCIIa MAY MOI]

MMWIFOTUHCKOTO panoHa.
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3agauun C3I11n

OcnoBnoil nenbto C3I1/IH siBsieTcs MUHUMU3aLUs yiepOa oT BO3MOMXKHOM
peanuzanuu yrpo3 6ezomacHoctu [1/1H.

Jlns mocTKeHHMST OCHOBHOM Ienu cucTtema Oe3omacHoctH [IJIH momkHa
oOecrieunBath 3(hPEKTUBHOE PEIlICHUE CIASAYIOMIUX 3a/1a4:

— 3aluUTy OT BMemaTtenbcTBa B mpornecc pynkunonupoBanus MCIIIx
MOCTOPOHHHUX JIKIl (BO3MOXHOCTh Hcnoyib3oBanust UCII/In u nocryn
K €€ pecypcaM JOJDKHBI HMMEThb TOJIBKO 3apEerMCTPUPOBAHHbBIC
YCTaHOBJICHHBIM MOPSIKOM MOJIb30BATENN);

— pasrpaHU4eHuEe JOCTyIla 3apETHUCTPUPOBAHHBIX IOJB30BATEIIEN K
anmapaTHBIM, TPOTPaMMHBIM U nH(GopMarmoHabM pecypcam MCIT{a
(BO3BMOXKHOCTh JIOCTyIa TOJIBKO K TE€M pecypcaM U BBITOJHEHUS
TOJILKO T€X OIMepaluii ¢ HUMU, KOTOPble HEOOXOAUMBI KOHKPETHBIM
nonb3oBatesnsiMm  VICII/In it BBIMONHEHWS CBOMX  CIY>KEOHBIX
00s13aHHOCTEM ), TO €CTh 3aIIUTy OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA:

1) x uadopmarum, nupkyupyromeit B MUCI1/Ix;

2) cpeacrBaM BeraUcIUTENbHON TexHUkH CTT/IH;

3) ammapaTHBIM, IPOrPAMMHBIM M KPUIITOTPaGHUECKUM
cpeacTBaM 3aluThl, ucnoyib3yeMbiM B UCIIIH;

— PErucTpauur0 JCUCTBUM  MOJIb30BATEIEH MPU  HUCIIOJIb30BAHUU
3ammmaeMmbix  pecypcoB  HMCII[IH B CHCTEMHBIX JKypHAJIaX WU
MEPUOAUYECKUN KOHTPOJb KOPPEKTHOCTH JIEMCTBUU TMOJIB30BATEICH
CHUCTEMBI ITyTEM aHajin3a COAEPHKMUMOTrO ITUX KYPHAJIOB;

— KOHTPOJIb IEJNOCTHOCTH (oOecrieueHne HEU3MEHHOCTH) CpPEIbl
VICTIOJIHEHUS POTPAMM U €€ BOCCTAHOBJIEHUE B CIIy4ae HApyUICHUS;

— 3aIUTYy OT HECAHKIUOHUPOBAHHOW MOAUPUKAIMN W KOHTPOJIb

uenoctHocTy ucnoiab3dyembix B MCII/IH mporpamMHBIX CpeACTB, a
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TAKXKE€ 3alIUTy CHCTEMBI OT BHEAPEHUS HECAHKIMOHHPOBAHHBIX
pOrpamm;

samuty [1IH OT yTeuku 1o TeXHUYECKUM KaHajaM IpH ee o0paboTke,
XpaHEHMHU U IIepeiade 10 KaHAJIaM CBSI3H;

sammuty [1JIH, xpaHumoi, oOpabaThiBaeMOM M IepelaBacMoOi IO
KaHaJaM CBSI3W, OT HECAHKIMOHHMPOBAHHOIO pasrjalleHus WIH
VICKaKCHUS;

obOecrieueHne KUBYYECTH KPUNTOTPAQUUECKUX CPEACTB 3alUTHI
uHGOpMAaIU IPU KOMIIPOMETAIIUU YaCTH KIIFOYEBOW CUCTEMBI;
CBOEBPEMEHHOE BBISIBJIEHUE MCTOYHUKOB yrpo3 OezomacHoctu I1JIH,
OpUYUH U yCIOBUHM, CIOCOOCTBYIOIIMX HaHECEHHUIO yiiepOa
cyowektam [1]IH, cozmanne MexaHu3Ma ONEPaTUBHOTO pearupoBaHUS
Ha yrpo3bl 0e3onacHocTH [1/IH 1 HeraTuBHbBIC TEHICHIINY;

CO3JJaHHE YCIIOBHM JUISI MUHMMU3ALUU W JIOKAUIM3AUUA HAHOCUMOIO
yuiep0a HeMmpaBOMEPHBIMU JACUCTBUSIMU (PUBHUECKUX U IOPUIUUECKUX
Ju1l, ociabiieHne HEraTUBHOTO BIMSHUS U JIMKBUJAIMS TOCIIECTBUN
HapymeHus: 6ezonacuoctu [1]1H;

000pyZOBaHME U OXpaHA MOMEMICHUM, TJI€ XPAHATCS NEPCOHAIbHBIC
JTaHHBIE;

coONIo/leHne TOpsAKAa XpaHEHHUS TEPCOHANBHBIX JAaHHBIX Ha
OyMaKHBIX HOCUTEJISIX;

coOJIIoZiIcHuEe TMOpsJKa XpaHEHUs KIIOYeH OT TMOMEIICHUN T]ie
xpanstcs [1In Ha GyMaXHBIX HOCUTENSX;

coOmro/ieHne mopsiika pabOThl HCIOJIHUTENEH C IEepCOHAIBHBIMU

JTAHHBIMHU Ha OyMaKHBIX HOCUTEISIX MH(GOPMAIIHH.
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O0beKTHI 3aINTBI

Ilepeyenb HHPOPMALMOHHBIX CHCTEM
B MAY M®I[ MwioTHHCKOTO pailoHa Mpou3BOAUTCS 00paboTKa

MIEPCOHANIBHBIX JAHHBIX B WH(OPMAIIMOHHON CHCTeME 00pabOTKU MEepPCOHAIBHBIX
nanubix (UCII/IR).
Ilepeuens WCIIlH ompenensercss B mpoiecce padOTbl KOMHUCCHUH, IO

uTOTraM paboT KOTOpoi coctarsiercs akT kiaccudukaruu UCIH.

IlepeyeHb 00bEKTOB 3aIIUTHI
OObexTaMu 3allUThI ABJISAIOTCS — HH(popMmanus, oopadatsiBaemas B UCII/H,

U TEXHUYECKHUE CcpeacTBa ee 00paboTku U 3amuThl. CHHCOK MNEPCOHAIBHBIX
JaHHBIX, MOJJIekKAIIUE 3amuTte, ornpeaeieH B [lepeyHe mepcoHANbHBIX JaHHBIX,
noanexanux 3amure B MCIT/I.
OOBEKTHI 3aIUTH BKJIFOYAIOT:
1. OO6pabateiBacMmasi nHpOpMAITHSL.
Texnonorudeckas uaopmarus.
[TporpaMmMHO-TEXHUYECKHE CPEeICTBA OOPAOOTKH.

2

3

4. Cpenactsa 3amuTtsl [1][H.

5. Kanansr napopmManimoHHOro oOMeHa U TEJICKOMMYHHKAITUH.
6

OOBEeKTH U IMOMCHICHHA, B KOTOPBIX PasMCUICHbI KOMIIOHCHTLI

WUCTIIn.
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Kaaccundukanus noas3osaresneit UCILIn

ITonb3oBarenem NCIIIn SABJIACTCS UL, Yy4acCTBYIOILIEE B
(GYyHKUMOHUPOBAaHUM WH(OPMAIMOHHOW CHCTEMbl IMEPCOHAIBHBIX JAHHBIX WM
UCTOJb3yIolIee pe3ynbTartel ee (QyHkuuoHupoBanus. Ilomp3oBarenem UCIIH
SBIsIeTCs JIFoOo coTpyaHuk MAY MO®Il MuntotuHCKOro paiioHa, WMEHOITUN
noctyn k UCII/IH u ee pecypcam B COOTBETCTBHH C YCTAHOBJIEHHBIM MOPSIKOM, B
COOTBETCTBHH C €ro (PyHKIIMOHATIBbHBIMU O0S3aHHOCTSIMHU.

[Tonp3zoBarenu UCII/IH nemarcs Ha TpU OCHOBHBIE KATETOPHH:

AQMUHHCTpATOP HHPOPMAITMOHHOW 0€30IaCHOCTH.
Corpynankn MAY MOIL[ MUIIOTUHCKOTO paiioHa, KOTOPBIE 3aHUMAIOTCS
HAaCTPOWMKOW, BHEIPEHHUEM M  CONPOBOXKIEHUEM CHCTEM  O€30MaCHOCTH.
Anmunuctparop Ub obnagaeT cneayrommM ypoBHEM JOCTyTA:
— oOnamaer mnosHOM HHMOpManMed O CHUCTEMHOM U MPUKIATHOM
nporpaMmMmHoM obecnieuennu UCITH;
— obnamaer monHOM uWHGpOpMalNUEed O TEXHUYECKUX CPEIACTBaX H
koHpurypamuu UCIIH;
— HMeeT JOCTyl KO BCE€M TEXHHYECKHM CpeICTBaM 00pabOTKU
uHpopmanmu u gaaaeiM UCITH;
— He oOnagaer mpaBaMu KOH(UTYPUPOBAHMS W aJIMHUHUCTPATUBHOMN
HacTpoiku Texunueckux cpeacts UCII/IH.
Anmunuctpatop UCII/IH.

Corpynankn MAY MOIL[ MuntoTHHCKOTO pailOHa, KOTOPHIE 3aHUMAKOTCA
COMPOBOXKJICHUEM ITPOTPAMMHOI0 00€CTICUEHUS.

Anmunuctparop UCII/IH obnanaer ciexyromuM ypoBHEM J0OCTYyIIA:

— obnamaer uHdpopManueir 00 anropuTMax U mporpaMmmax 00paboOTKu
undopmaruu Ha UCIT/IH;
— o0yagaeT BO3MOYKHOCTSMU BHECEHHS OIIMOOK, HEIEKJIapUPOBAHHBIX

BOSMO)KHOCTGIZ, IIPpOTrpaMMHBIX 3aKJIaJOK, BPCAOHOCHBIX IIPOTrpaMM B
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nporpammHoe obecneduenre MCII/IH Ha cragum ee pa3paboTKw,
BHEJIPEHUS ¥ COIPOBOKICHUS;

MOXET pacroyiaratb JIOObIMH  ()parMEHTaMu HMHPOpMAUU O
toniosiorun UCIIJIH 1 TeXxHHuYecKux cpencTBax oOpabOTKH U 3aIUTHI
I1/11, o6padareiBaembix B UCII/IH;

oOnazaeT mnpaBaMM KOH(DUIYpUpOBaHUA U  AAMUHHCTPATUBHOU

HacTporku TexHnueckux cpencts MCII/Ix.

Omneparop UCIT/H.

Corpynaukn noapazneneHud MAY MOI[ MwuwmoTuHCKOro  pailoHa

yuactByromux B npouecce skcruryarauuu MCII/Ix. Onepatop MCII/IH obnanaer

CJIEIIOLIUM YPOBHEM JIOCTYIIA!

— o0nazaeT BceMu HEOOXOAUMBIMU aTpuOyTamMu (HarpuMep, maposieMm),

00ecreynBaIUMH I0CTYN K HEKOTOpoMy noamMHoxecTBy [1/1H;

— pacioiaaracrt KOH(l)I/II[eHLII/IaJ'IBHBIMI/I JaHHbBIMH, K KOTOPBIM HMCCT

JOCTYTI.
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OcHOBHBIC NIPUHIMIIBI HOCTPOCHHUS CHCTEMbI KOMILICKCHOM 3a1MThI
uHopManuu

[Toctpoenue cucrembl obecneueHus: 6eszonacHoctu [1J]ln UCIIIn MAY
MO®OIL[ MwuitoTdHCKOro  pailoHa W ee  (YHKUMOHUPOBAHHE  JIOJKHBI
OCYILECTBJIATLCSA B COOTBETCTBUHU CO CIEAYIOLIMMHA OCHOBHBIMM IIPUHIUIIAMM:

— 3aKOHHOCTB;

— CHUCTEMHOCTB;

— KOMIUIEKCHOCTD;

— HENpPEPBIBHOCTB;

— CBOEBPEMEHHOCTD;

— IIPEEMCTBEHHOCTH U HENPEPBIBHOCTH COBEPILIECHCTBOBAHMUS;
— IIEpCOHAJIbHAsA OTBETCTBEHHOCTD;

— MUHHAMM3ALNS TOJTHOMOYUM;

— B3aWMOJICMCTBUE U COTPYAHUYECTBO;

— TUOKOCTh CUCTEMBI 3allIUTHI;

— OTKPBITOCTH AJITOPUTMOB U MEXAHU3MOB 3AILUTHI;

— TIPOCTOTAa IPUMEHEHUS CPEACTB 3aIIUTHI,

— Hay4yHas 000OCHOBAHHOCTb U TEXHUYECKAsl PEaIn3yeMOCTh;
— cheuuanu3aius 1 npodeccruoHainusm;

— 0043aTeIbHOCTh KOHTPOJISI.

3aKOHHOCTH
[Ipenmomaraer OCyIIECTBICHUE 3aIIUTHBIX MEPONPHATHH M pa3paboOTKy

C3I1In MAY M®I] MuitoTMHCKOTO pailoHa B COOTBETCTBUU C JACHCTBYIOIIUM
3aKOHOAATENLCTBOM B oOsacTu 3amuThl [1/IH M Ipyrux HOpMATUBHBIX AKTOB IO
Oe3omacHoCcTH HHGOPMAIIUH, YTBEPKISHHBIX OpraHaMH T'OCyJapCTBEHHOW BJIACTH

M YIIPABJICHUA B IIPEACIIaX UX KOMIICTCHIIUU.
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[Tonw3zoBatenu u oOcmyxuBaronui nepconan I[1/ln UCITIn MAY MOI]
MUmOTUHCKOTO paiioHa JOJKHBI ObITh OCBEIOMJIEHBI O TOpsIAKE PadOThI C
3amuinaeMor uHdopmalen U 00 OTBETCTBEHHOCTH 3a HapyIIEeHHE TOpsKa
3amutsl [1/]H.

CucreMHOCTDH
Cucremusbiii mogxon k noctpoenuto C3I[[In MAY MO®Il MuiatoTUHCKOTO

palioHa MPEANOJJaracT y4yeT BCEX B3aMMOCBS3aHHBIX, B3aUMOJCHCTBYIOUIUX U
U3MEHSIOLIUXCS BO BPEMEHM DJIEMEHTOB, YCJIOBUH M (PAKTOPOB, CYLIECTBEHHO
3HAUMMBIX JUIsI TIOHUMaHUs M pelIeHus] MpoOjieMbl obecrieueHusl 0e30MacHOCTH
ITIn UCITIx MAY M®I] MuitoTUHCKOTO paiioHa.

[Ipy co3maHuMM cHCTEMBI 3alUThl JOJKHBI YUUTHIBATHCA BCE cladble U
HauOoJiee ys3BUMbIE MecTa cucteMbl oOpabotku II/[H, a Takke xapakrep,
BO3MOKHbIE OOBEKTHI M HAIIPABJICHUS aTaK HA CHCTEMY CO CTOPOHBI HapyIIUTEIeH
(ocobenno BBICOKOKBaJIM()ULIMPOBAHHBIX 37I0YMBIIIIEHHUKOB), nyTH
IIPOHUKHOBEHUsI B pacnpeneneHHbie cucrembl 1 HCJ k unpopmanmu. Cucrema
3aIMATHl JOJDKHA CTPOUTHCA C YYE€TOM HE TOJBKO BCEX M3BECTHBIX KaHAJOB
nponukHoBeHust 1 HC/] k nndopmanuu, HO U ¢ y4eTOM BO3MOKHOCTH TMOSIBIICHUS
NPUHLUIIMATBHO HOBBIX MyTeH peanu3anuu yrpo3 0€30macHOCTH.

KoMmiexkcHoOCTH
KomrimekcHoe MCIONb30BaHUE METOJIOB M CPEICTB 3alIUTHI MPEANOaaract

COTJIACOBAHHOE MPUMEHEHHUE PA3HOPOAHBIX CPEACTB MPU MOCTPOCHHUH LETOCTHOMN
CUCTEMBI 3alllUThI, TEPEKPHIBAIONIICH BCE CYLIECTBEHHbIE (3HAYMMBIE) KaHAJIBI
peanm3anuy yrpo3 W HE CoJepKamield CiadbIX MeCT Ha CTBIKaX OTJEIBHBIX €€
KOMIIOHEHTOB.

3ammTa J10/KHA CTPOUTHCS SUICTOHUPOBAHO. sl KaX0ro KaHala yTeuKu
uHDOpMAIIUU W IS KaKIO0M Yrpo3sl OE30MaCHOCTH JOJDKHO CYIINECTBOBATH
HECKOJIbKO 3alTUTHBIX pyOexei. Co3TaHue 3alUTHBIX PyOeKel OCYIIECTBISETCS C

Y4€TOM TOTO, YTOOBI AJL UX OPEOAO0JICHUS IMOTCHUHUAJIBbHOMY 3JIOYMBIIIJICHHUKY
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TpeOOBAUCh MPOPECCUOHAIBHBIE HABBIKM B HECKOJIBKUX HEB3aUMOCBS3AHHBIX
00nacTsX.

Buemnss 3amura aomkHa o00ecreunBaThes (PU3MYECKUMM CPEICTBaMH,
OpraHU3allMOHHBIMU M MPAaBOBbIMU Mepamu. OJHMM U3 HamOoJee YKpeIIeHHbIX
pyOexelt mpu3BaHbl OBITH CPECTBA KPUMITOTPA()UUECKON 3aIUTHI, peaTu30BaHHbBIC
¢ wucrnoib3oBaHneM TexHojorun VPN, IlpuknagHoid ypOBEHb  3allMTHI,
YUUTBHIBAIOMIMM OCOOCHHOCTH MPEAMETHON 00JIacTH, MPEACTaBIseT BHYTPEHHUN
PyOeK 3aIUThI.

HenpepsiBHOCTb 3amMThi I1/1H
3ammrta [I/lH — He pa3oBoe MEpONPUATHE M HE MPOCTas COBOKYIHOCTH

IIPOBEJICHHBIX MEPOIIPUAITUNA U YCTAHOBIICHHBIX CPEJCTB 3aLUTHI, 4 HENIPEPBHIBHBIN
LEJICHAIIPABIICHHBIA MPOLECC, MPEANOJAraloluii MPUHATHE COOTBETCTBYIOIINX
Mep Ha Bcex Artamnax xu3HeHHoro uukia UCITIH.

NCITIH 1omKHBI HAXOAUTHCS B 3alIUMIICHHOM COCTOSIHUM HA MPOTSKEHUU
BCEr0 BpeMeHU HX (PYyHKIHMOHUPOBaHUS. B COOTBETCTBUU C 3TUM MNPUHIIUIIOM
JNOJDKHBI NPUHMMAaTbCa Mepel 1o Hemonymenuto mnepexoga HWCIIJa B
HE3aLUILIEHHOE COCTOSHUE.

bonpmmHCTBY (U3MYECKUX ¥ TEXHUYECKUX CPEJCTB  3alUTHI IS
(G ()EKTUBHOTO  BBIMOJHEHUST CBOMX (QYHKUUNA HEoOXoJMMa  MOCTOSHHAS
TEXHUYECKAs 151 OpraHu3aIlMOHHAS (aaMUHUCTpaTUBHAS) MOJIIEPIKKA
(cBOEeBpeMEHHasi CMEHa M O00€CIeUeHHUE MPABUIBHOTO XPAaHEHUS U NMPUMEHEHHS
MMEH, MapoJied, KiIoved Mmu@poBaHus, NEpeorpeaesieHie MOJHOMOYUN U T.IL.).
IlepeppiBbI B paboTe CpPEACTB  3alIUThl MOTYT OBITh  KMCHOJIb30BaHbI
3JIOYMBILIJICHHUKaAMHU JUISl aHajli3a NPUMEHSEMBIX METOJIOB U CPEJCTB 3allMTHI,
JUISl BHEIPEHUS CIICIIMAIbHBIX IPOrPAMMHBIX M anmnapaTHbIX "3aKiIafok" U IpyTrux
CPEICTB  IIPEOJOJICHUS  CHUCTEMBbl  3allUTHl  IIOCJIIE  BOCCTAHOBJIIEHUS €€

(GyHKIIMOHUPOBAHUSI.
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CBOEBpPEMEHHOCTD
[Ipenmonaraer ympexgaroniuii xapaktep mMep obecredeHusi 6€30MacHOCTH

I1JIH, TO ecTh MOCTAHOBKY 3aj1au no koMmIuiekcHo# 3amute UCII/IH u peanuzanuto
Mep obecnieuenus OezonacHoctu [1J[H Ha panHux craausx pazpadotku UCIIIH B
I1€JIOM U €€ CUCTEMBI 3aTUuThl MH()OpPMAIuH, B YaCTHOCTH.

Pa3paboTka cucTeMbl 3alIUThI IOJKHA BECTUCH MAPaJUIENbHO C pa3paboTKOM
U Pa3BUTHEM CAaMOW 3aIHUIIAEMON CHUCTEMBI. DTO IMO3BOJUT YYECTh TPEOOBaHHUS
0€30MacHOCTU TIPH MPOEKTUPOBAHUU APXUTEKTYPHI U, B KOHEUHOM CU€Te, CO3/aTh
oonmee HddexkTuBHBIE (KaKk IO 3aTpaTaM pEeCypcoB, TaK MU MO CTOWKOCTH)
3aIUIIEHHBIE CHCTEMBI.

HpeeMCTBeHHOCTb H COBCPIICHCTBOBAHUE
Hpennonara}oT IMOCTOAHHOC COBCPIICHCTBOBAHUEC MECP U CPCACTB 3alllUThI

uH(pOpMAIIMU Ha OCHOBE IMPEEMCTBEHHOCTH OPTAaHM3AIMOHHBIX W TEXHUYECKUX
pelIeHuii, KaapoBoro cocrtaBa, aHanmmuza QyHkinuoHupoBanus WCII[H u ee
CUCTEMbl 3alIUThl C y4YETOM HM3MEHEHUWWA B METOJaX U CpEACTBaX IepexBara
uHopMaIMy, HOPMATHUBHBIX  TpeOOBaHWUN TO  3alUTE, JOCTHUTHYTOTO
OTEUYECTBEHHOT'O U 3apyOE’KHOT0 OIbITA B 3TOM 00JIACTH.

HepCOHaJH)Haﬂ OTBETCTBCHHOCTD
HpezmonaraeT BO3JI0XCHHC OTBCTCTBCHHOCTH 3a obOecrieyeHune

oesonacHoctu [I/IH m cuctembl uX 00pabOTKM Ha KaXAOro COTPYJHUKA B
Ipejesax ero NoJHOMOYMA. B COOTBETCTBUM C 3THM NMPUHLHUIIOM PACHpPEIEICHUE
npaB U O0S3aHHOCTEH COTPYAHHMKOB CTPOUTCS TaKUM 0Opa3oM, 4TOOBI B ciiydae
J000ro HapylIeHHsT Kpyr BHUHOBHUKOB OBUT YETKO HM3BECTEH WM CBEIEH K

MUHUMYMY.
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HpHHHI/IH MHHHUMHU3AIIUHN MOJTHOMOYHMM
O3HauaeT MpCaAoCTaBJICHUC ITOJIB30BATC/IIM MUHUMAJIBHBIX IIpaB JOCTYIIA B

COOTBETCTBHUH C TTPOU3BOJICTBEHHON HEOOXOIUMOCTHIO, HA OCHOBE MPHUHIIMIIA «BCE,
YTO HE Pa3pPEIIEHO, 3aAIPEUIEHOY.

Hoctyn x I1JIH nomkeH mpenocTaBiIsThCS TOJIBKO B TOM Cllydae U 00beMe,
€CIM HTO HEOOXOAUMO COTPYIHUKY JUIsl BBIMIOJHEHUS €ro JOJKHOCTHBIX

0053aHHOCTEN.

B3aumoaeiicTBue U COTPYAHUYECTBO
[Ipeanonaraer co3ganue OnarompusiTHOM artMochepbl B KOJUIEKTHBAX

noApaszaeneHui, odecneunBamonmx aestenbHocts WCIIIH MAY MO®I]
MWIIOTUHCKOTO ~ palioHa, JUIsi CHHXKEHUS  BEPOSTHOCTH  BO3HUKHOBCHMS
HETaTUBHBIX JCHCTBUM CBS3aHHBIX C UETIOBEYECKUM (DAKTOPOM.

B Ttakoii o00cTaHOBKE COTPYAHUKH JIOJDKHBI OCO3HAHHO COOJIO/IAThH
YCTAaHOBJIEHHBIE MpaBWJIa W  OKa3bIBaThb  COJICMCTBUE B  JACATEIBHOCTH
OApa3ACICHUN TEXHUYECKON 3aIUThl HHGOPMAIIUH.

I'mokocThb cucremsl 3amuThl I1/1H
[IpuHsaTEIE MEphl M YCTAHOBJEHHBIC CpEJICTBA 3alllMThl, OCOOCHHO B

HaYyaJIbHBIN MEPUOJ X IKCIUTyaTalluu, MOTYT 0OecrieunBaTh KaKk Ype3MEpHbIi, TaKk
U HEJIOCTaTOYHBbIM ypoBeHb 3aummThl. [l obOecreyeHHs: BO3MOMXKHOCTH
BapbUPOBAHUS YPOBHEM 3allIMIIEHHOCTH, CPEJICTBA 3alIUThl OJDKHBI 00JaaaTh
OTIpeNIeICHHON THOKOCThI0. OCOOCHHO BaKHBIM 3TO CBOWCTBO SIBIISICTCS B TEX
Clly4asix, KOIJla YCTaHOBKY CpEICTB 3alllUThl HEOOXOAMMO OCYIIECTBISATH Ha
paboTarolly0  cUCTeMy, HE  Hapymas [pouecca €€  HOPMalbHOTO
(yHKLIMOHUPOBAHUS.

OTKpI)ITOCTb AJITOpUTMOB 1 MEXAHU3MOB 3alIIUTHI
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CyTb NpUHIMTIA OTKPHITOCTH AJITOPUTMOB U MEXAHU3MOB 3aIlIUTHI COCTOUT B
TOM, 4YTO 3alMTa HE JOJDKHA OOECIeurBaTBhCS TOJBKO 32 CYET CEKPETHOCTU
CTPYKTYpPHOM OpraHu3aldd M ajiroputMoB (yHKIHOHUPOBAHUS €€ IMOICUCTEM.
3HaHUE AITOPUTMOB Pa0OThl CUCTEMBI 3aIUTHI HE JIOJDKHO JaBaTh BO3MOXKHOCTHU
ee mpeojosieHus (naxe aBropam). OMHAKO, 3TO HE O3HAYaeT, yTO0 MHPOPMAIIHS O
KOHKPETHOM CHCTeME 3alIUThI JOJKHA OBITH 00IEIOCTYITHA.

HpOCTOTa NMPUMEHEHUSA CPEACTB 3alllUThI
MexaHu3MbI 3allIUThl OOJI’KHBI OBITH HMHTYUTHUBHO IIOHATHBI H IIPOCTHI B

ucroib3oBaHuu. [IpuMeHeHrne CpeacTB 3alluThl HE JOKHO OBITh CBSI3aHO CO
3HAHWEM CHEIUATbHBIX S3BIKOB WJIM C BBIMOJTHEHUEM JCHCTBUHN, TPEOYIOMUX
3HAUUTEIBHBIX  JIOTIOJHUTENBHBIX  TpyJo3aTpaT TMpu  OObIYHOM  pabote
3apETUCTPUPOBAHHBIX YCTAHOBJICHHBIM MOPSAJIKOM MOJIb30BaTEIEH, a TaKkKe He
JIOJKHO TPeOOBaTh OT TMOJI30BATEINSI BBHITIOJIHCHHSI PYTUHHBIX MAJIOTIOHSTHBIX €MY
oneparuii (BBOJ HECKOJIBKUX MapoJie U UMEH U T.J.).

JloJbKHAa JOCTUTaThCsl aBTOMATHU3alldsl MAaKCUMAJBHOTO 4YHWcla JACHCTBUIMA

nosb3oBatene u agmuauctparopoB MCIIIH.

Haquaﬂ 000CHOBAHHOCTb M TEXHHYECKAas pe€an3yemMocCThb
I/IH(bOpMaHI/IOHHI)IG TCXHOJIOTHUH, TCXHHUYCCKHUC H IIPOIrpaMMHBIC CPCACTBA,

CpeIcTBa W MEphl 3alUThl HHQPOPMAIMHA JIOJDKHBI OBITh pEaM30BaHBI HA
COBPEMEHHOM YPOBHE Pa3BUTUS HAYKH U TEXHHKH, HAYYHO OOOCHOBAHBI C TOUKH
3pEeHHs] JOCTUKEHUS 3aJJaHHOTO YPOBHSI O€30MaCHOCTH WH(OpMalMKU U JOJKHBI
COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM M TpeOOBaHUAM 10 O€30MacHOCTH
IT1H.

C3I1/Jn nomxHa ObITH OPUEHTUPOBAHA HA PEIICHUS, BO3MOXKHBIE PUCKHU IS
KOTOPBIX M MEphl NPOTHBOACUCTBUS ITUM pHUCKAM MPOUUIM BCECTOPOHHIOIO
TEOPETUUYECKYIO U TPAKTHUUECKYIO IMPOBEPKY.

Cneumnanu3anus v npogeccuoHaIu3M
[Ipeanonaraer mpuBiedYeHHE K pa3pabOTKe CPEACTB M pealu3alud Mep

3alUThl  MH(OpManuu  CHEHMATM3UPOBAHHBIX  OpraHu3alMii,  Hambojee
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MOATOTOBJIEHHBIX K KOHKPETHOMY BHJy JESTEIBHOCTH 1O O00ECIEeUEHHUIO
6e3onacHocty [1/]H, MMEONMX ONBIT MPAKTUYECKON PAaOOThI U TOCYAAPCTBEHHYIO
JULEH3UI0 Ha I[IpaBO OKa3aHWs Yycayr B 9Tod obOsactu. Peanusanus
aIMUHHUCTPATHUBHBIX MEp MW OJKCIUIyaTalMs CpPEICTB  3alluThl  JIOJDKHA
OCYIIECTBIATHCS MPO(ecCHOHATbHO MOJArOTOBJIEHHBIMH crHenuanuctamu MAY
MOI[ MumroTHHCKOTO paroHa.

O0s13aTeJILHOCTH KOHTPOJISI
[Ipennonaraer 0053aTe€NbHOCTh U  CBOEBPEMEHHOCTb  BBIABICHUS U

IpeceyeHusT TMOMBITOK HAPYIICHWS YCTAHOBJEHHBIX TMPaBWJI OOECICUeHUsI
6e3omacHoctu [IJ[H Ha OCHOBE WCHONIB3YEMBIX CHCTEM U CPEACTB 3aIUTHI
uHGOpPMAIIMK TPU  COBEPIICHCTBOBAHMHM KPUTEPHUEB U  METOJIOB  OIEHKH
(D PEKTUBHOCTU ATUX CUCTEM U CPEJICTB.

KoHTponbs 3a AesTeabHOCTHIO JI000r0 MOJIb30BATENS, Ka)XJAOro CpeACTBa
3alUTHl U B OTHOILICHHUH JIFOOOTO OOBEKTa 3aIUThI JIOJHKEH OCYIIECTBIATHCS Ha
OCHOBE MPUMEHEHUSI CPEJICTB ONEPATUBHOTO KOHTPOJS U PETUCTPAIMU U JIOJDKEH
OXBaThIBaTh KaK HECAHKI[MOHHPOBAHHBIE, TaK U CAHKIMOHUPOBAHHBIC JEHCTBUS

MOJIB30BATEIIEN.
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Mepbl, MeTOABI U CPeACTBA 00eciiedeHUs1 TPe0yeMOoro ypoBHs 3alllMIIIEHHOCTH

O6ecrnieueHue TpeOyeMOro ypoBHsI 3aIIUIIEHHOCTH JOJKHOCTH JTOCTUTAThCS
C WCIONB30BAaHHEM MeEp, METOJAOB M CpeacTB Oe3zomacHOCTH. Bce wmeps
obecnieuenust 6ezonacHoctu MICIIIn nonpasnensitores Ha:
— 3aKOHOJaTelNbHbIE (MPABOBbIE);
— MOpPaJIbHO-ITHYECKUE;
— OpraHu3alMOHHbIE (AIMUHUCTPATUBHBIE);
— (usnueckue;

— TEXHUYECKHE (anmnapaTHble U MPOrPAMMHEIE).

3akoHoaaTeIbHBbIE (IPAaBOBbIE) MePbI 3AIIIUTHI
K npaBoBbIM MepaM 3alIuThl OTHOCATCS ACHCTBYIOIIME B CTPAHE 3aKOHBI,

yKa3bl 1 HOPMAaTHBHBIE aKThl, periiaMeHTHpYIoue npasuia obpamenus ¢ [1/1H,
3aKpeIUISIONINE paBa U 003aHHOCTH YYaCTHUKOB MH(OPMALIMOHHBIX OTHOLLIEHUH
B Ipouecce ee O0O0padOTKM M UCIOJIb30BAaHUS, a TaKK€ YCTaHaBJIMBAIOIINE
OTBETCTBEHHOCTh 32 HApYILIEHUs OJTUX MPaBWI, HIPEHATCTBYS TEM CaMbIM
HENpaBOMEpHOMY Hcnoib3oBaHuio [IJIlH u  sBistonMecs CAEpKUBAIOIIUM
(akTOpoM ISl IOTEHLMAJIbHBIX HApYyIIUTEIEH.

IIpaBoBble  MeEpBI  3alIUTBl  HOCAT B  OCHOBHOM  YIIPEXKJAIOLIWM,
npoGUIAKTHUECKUI XapakTep U TPeOyIOT MOCTOSHHON Pa3bsiCHUTEIBHOM paboThI C
MOJIB30BATEISIMUA U 00CTYKUBAIOIIUM IEPCOHATIOM CHCTEMBI.

MOpaﬂLHO-f)TI/I‘-IeCKI/Ie MeEPbI 3alIIMThI
K MOPAJIBbHO-3THYCCKUM MCEpPaM OTHOCATCA HOPMbI ITOBCACHHUS, KOTOPLIC

TPAJULIMOHHO CJIOKUJIMCh WIIM CKIIAJIBIBAIOTCA MO Mepe pacnpoctpaHenns OBM B
CTpaHe WM oOmecTBe. OTH HOPMBI OOJbIIEH YacThblO HE  SIBISIIOTCA
00s3aTEIbHBIMUA, KaK 3aKOHOJATEIIbHO YTBEPXKIECHHBIE HOPMATHUBHBIC AaKTHI,
OJIHAKO, WX HECOOI0JICHHE BEAET OOBIYHO K IMAJICHUIO aBTOPUTETA, MPECTHXKA
YeJIoBeKa, TPYMIbI JIUIl WK OpTaHu3aiui. MopalbHO-3TUYECKUE HOPMBI ObIBAIOT

KaK HEMUcaHble (Hanmpumep, o01enpru3HaHHble HOPMbI YECTHOCTH, MATPUOTH3MA H
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T.I.), TaK W MHUCaHbIE, TO €CThb O(POPMIIEHHBIE B HEKOTOPBII CBOA (yCTaB) MpaBUl
WJIY IPEATIMCAHNN.

MopanbHO-3THUYECKHME MEpPbl 3ALUTHI SBIAIOTCS MNPOPUIAKTUUECKUMU H
TpeOyIOT MOCTOSIHHOM paboThI 10 CO3JaHUIO 3I0POBOTO MOPAJIBHOrO KJIMMara B
KOJUIEKTUBAX IOApa3ieaeHui. MOpalbHO-3THYECKUE MEphl 3aLIUThl CHMXKAOT

BCPOATHOCTb BOBHUMKHOBCHHUA HCTATUBHBIX IICfICTBI/II?I CBJA3aHHBIX C YCJIOBCUCCKHUM

(bakTopom.
Opranu3zanMoHHble (A/AMUHUCTPATHBHBbIE) MePbI 3AIUThI
OpranuzanyioHHbie (aAMUHUCTPATUBHBIE) MEPHI 3AIIUTHl - 3TO MEPbI
OpraHU3alMOHHOIO Xapakrepa, perIaMEHTUPYIOLIUE MIPOLIECCHI

¢ynkunonuposanuss MCIIIH, ucnons3oBanue pecypcoB MCII/IH, nesTenbHOCTH
00CITy’KMBAIOIIETO MEPCOHaNa, a TAK)Ke MOPSA0K B3aMMOJCHCTBHS MOJIb30BaTENCH
¢ UCII[Jx Ttakum oOpa3oM, 4ToObl B HaMOOJbILIEH CTENEHW 3aTpyAHUTh WIIU
HCKIIIOUYUTh BO3MOKHOCTbh pealin3aluu yrpo3 0€30NaCHOCTH WJIM CHU3UTh pa3Mep
NOTEPH B CIIy4ae UX peaanu3aluu.

['maBHast uenb aJMUHUCTPATUBHBIX Mep — cdopmupoBaTh IloauTuky
uHdopmarmonHonr Oe3omacHoctd [IJIH (OTpakamomIyt0 TOAXOIbI K 3allUTe
uHbOpMaIKi) U 00ECTIEUNTh €€ BBITIOJHEHNE, BhIIEIsAI HEOOXOANUMBIE PECYPCHI U
KOHTPOJIUPYS COCTOSIHUE JIETI.

Peanuzamms [Mommtuku mndopmarmonnoii 6e3omacaoctu [1JJln 8 UCIIH
COCTOST U3 MEp aIMUHUCTPATUBHOTO YPOBHS U OPraHU3allMOHHBIX (MPOIEAYPHBIX)
Mep 3alIUThl HH(OpMaALUK.

K agMuHHCTpaTHBHOMY YpOBHIO OTHOCATCS PEIIEHUS pPYKOBOJCTBA,
3aTparuBatomue aearenbHocTh UCII/IH B nenoM. DTU pelieHus: 3aKpervisiioTcs B
[Tonmutuke wHbOpMamoHHON Oe3omacHOCTH. [IpumMepoM Takux penieHud MOTYT

OBITh:
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— TMPUHATHE PelIeHUs 0 GOPMUPOBAHUU UITU MEPECMOTPE KOMIUIIEKCHOMN
nporpaMmbl  obecrieuenus  OezomacHoctu  [IJIH, ompenenenue

OTBCTCTBCHHLIX 3a €C pCain3alinio,

— QopMmynupoBaHue 1€, TIOCTaHOBKAa  3aJad, ONpeJeieHHUe

HaIlpaBJICHUH JESITEIBHOCTH B 00sacT 6e3onacHocty I1/H;

— TMPUHATHE PEUNIEHHM 1O BONPOCAM  pEANM3AlMU  [POTrPaMMBbI
0€30MacHOCTH, KOTOpbIE paccMaTpuBalOTcs Ha ypoBHe MAY MOI]

MWUIFOTHHCKOTO palioHa B LIEJIOM;

— o0ecredyeHrue  HOpMaTUBHOM  (mpaBOBOi)  6a3bl  BOIPOCOB
0€30MacHOCTH U T.II.

[TonuTka BEpXHEro ypOBHS JOJKHA YETKO OUYEPTUTH CcPepy BIHSHUS U
OTpaHUYEHMs TIPHU ONpeeeHun 1eneit 6ezonacHoctu [1J[H, onpeaenuTs KakuMu
pecypcamu (MarepualibHble, MEpPCOHAT) OHM OyayT MAOCTUTHYTHI W HaWTHU
pa3yMHBI KOMIPOMHCC MEXIy NPHUEMIIEMBIM ypOBHEM O€30MacHOCTH U
¢ynkunonansHocThio UCII/IH.

Ha opranu3alnoHHOM YypOBHE ONPEEISAIOTCA NPOLEIypbl M IpaBuia
JOCTIKEHUS 1ieNied 1 perneHus 3anad [lonutuku nHbOpMaIiMOHHON 6€301acHOCTH
[T/I1. D11 npaBUiia ONPEAEIISIIOT:

— KakoBa 00JIacTh MpUMEHEHUs TOoTUTHKHU Oe3onacHoctu [1/1H;

— KAaKOBBl POJM M OOS3aHHOCTU JOJDKHOCTHBIX JIMI, OTBEYAIOIIHE 3a
npoBeneHne nmomTtuku 6e3omacHocty [1/1H, a Tak ke uX yCTaHOBUTH
OTBETCTBEHHOCT;

— KTO uMeeT npasa gocryna k I1/1H;

— KaKuMH MEpaMH U CpeicTBaMu oOecrieunBaeTcs 3ammuTa [1/1H;

— KakUMH MepaMH U CpeAcTBaMu OOeCleYyuBaeTCs KOHTPOJIb 3a
cOOJIFOZICHUEM BBEJIEHHOTO peKuMa 0€30MaCHOCTH.

OpFaHI/ISaL[I/IOHHBIG MCPBI JOJIKHBI:
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— TpeaycMaTpuBaTh  perjaMeHT  HWH(OPMAIMOHHBIX  OTHOIICHUH,
MCKJIIOYAIOIINX BO3MOXKHOCTh HECAHKIMOHUPOBAHHBIX JIEHUCTBUN B
OTHOIIIEHUU OOBEKTOB 3AIIUTHI;

— ONpenessATh KOATULUHUOHHBIE U MEPAPXUUYECKUE NMPUHIUIIBI U METOBI
pasrpannyenus nocryna k [1J1H;

— OMNpeNeNsATh MOPSAJOK PabOThl ¢ MPOTPaMMHO-MAaTEMAaTUUYECKUMU U
TEXHUYECKUMU (aIapaTHbie) CPEACTBAMH 3aIUTHl U KPUMTO3AITUTHI
Y IPYTUX 3alUTHBIX MEXAaHU3MOB;

— opra"u3zoBaTh Mepbl mnpotuBoaeciicTBuss HCJ] mosb3oBaTensMu Ha
sTanax ayTeHTU(DHUKaLINH, aBTOpU3ALINH, uaeHTU(PUKAIIY,
0o0ecreunBaONINX TapaHTUHM pealu3alli IpaB U OTBETCTBEHHOCTH

cyOBeKTOB MHPOPMAIITMOHHBIX OTHOIIIEHUH.

OpraHu3alOHHBIE MEPBI TOJKHBI COCTOSITh U3:

— pernamenTa aoctyna B nomenienus UCII/IH;

— TIOPSAZIOK JOIMyCKa COTPYJIHUKOB K MCIOJb30BaHut0 pecypcoB UCII/Ix
MAY M®I] MuntoTHHCKOTrO pailoHa;

— perJiaMeHTa TMpOIECCOB BeACHUS 0a3 JaHHBIX U OCYIIECTBICHUS
MoupuKau HHGOPMAIIMOHHBIX PECYPCOB;

— periaMeHTa  TpOLECCOB  OOCIY>KHMBaHUSA M OCYIIECTBJICHUSA
MOIU(UKAINN alMapaTHRIX U IporpaMMHbIX pecypcoB UCII/IH;

— wuHcTpykuuid nons3oBarenet UCIIAu (agmunuctpatopa WCII/H,
aJIMUHHUCTpaTopa Oe3omnacHocTH, onepatopa UCIIIn);

— UHCTPYKIHUSI TOJh30BaTeNsl MpPU BO3HUKHOBEHHWM BHEIITATHBIX
CUTYAIUH.

— MHCTPYKIHUS MO Pa3MENIEHUI0, 000PYI0BAHUIO U OXpaHE TOMEIIEHU,

TAC XpaHATCA IICPCOHAJIBHBIC JAHHBIC, 110 XPAHCHHIO IICPCOHAJIBHBIX
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JAHHBIX Ha OYMa)KHBIX HOCHUTEJISIX U TOPSIAKY pabOThl UCTIOJIHUTEIICH

C NICPpCOHAJIbHBIMH JAHHBIMHW Ha 6YMEDKHBIX HOCHUTCIIAX I/IH(l)OpMaHI/II/I.

DusryecKkue Mepbl 321U ThI
@®usznyeckre Mepbl 3alIUThl OCHOBAHBI HAa IIPUMEHEHUM PA3HOIO pPOJa

MEXaHHMYCCKHUX, ANEKTPO- WU OSJIEKTPOHHO-MEXAaHUUYECKUX YCTPOUCTB H
COOpYKEHUH, CHEUHAIbHO TMPEIHA3HAYEHHBIX IS CO3/JaHusl  (PU3MUeCcKux
NPEMSITCTBUI HAa BO3MOKHBIX MyTAX MPOHUKHOBEHMS M JIOCTYIA MOTEHIIMATbHBIX
HapYIIUTEJIEH K KOMIIOHEHTaM CHUCTEMbl W 3alllUIlaeMoi WHGOpPMAIlUU, a TaKXKe
TEXHUYECKUX CPEJCTB BHU3YyaJbHOI'O HAOJIOJNCHHS, CBA3M M OXpaHHOM
CUTHAJIU3alIHH.

dusnueckas 3anuTa 3/1aHUM, MOMEIIeHUN, OOBEKTOB U  CPEACTB
nH(pOopMaTH3aUH JIOJIKHA OCYILECTBIISITHCSA nyTeM YCTaHOBJICHUS
COOTBETCTBYIOIIMX MOCTOB OXPaHbI, C MOMOIIBI0O TEXHUYECKUX CPEJCTB OXPaHBI
WU JIIOOBIMM JIPYTUMHU CHOCO0aMM, MPEAOTBPAIIAIONIMMHU WU CYIIECTBEHHO
3aTPYAHSIONIMMA TPOHUKHOBEHUE B 3JaHHUE, MOMEUICHUS IOCTOPOHHMX JIHII,
XUIleHne WHGOPMAIIMOHHBIX HOCUTENICH, CaMUX CPEACTB HHGPOpMaTU3AINH,
HCKJIIOYAIOIIUMH HAaXOXKJICHUE BHYTPU KOHTPOJHMPYEMOM (OXpaHsSeMOi) 30HbI

TCXHHUYCCKUX CPCACTB PA3BCIKHU.

AnmnapatHo-nporpaMMHble cpeacrsa 3amursl I1/1n
Texnuueckue (anmapaTHO-MPOrpaMMHBIE) MeEphl 3alIUThl OCHOBaHBI Ha

MCIIOJIb30BaHUU PA3JIMYHBIX JJIEKTPOHHBIX YCTPOMCTB U CHEIUAIBHBIX HPOrpamMm,
Bxoasaumx B coctaB MCII/IH 1 BRINOTHAIOIUX (CAMOCTOSITENIBHO WIIM B KOMILIEKCE
C IPyTUMH CPeACTBaMM) (DYHKIIMU 3aIUTHI (MICHTU(PUKAIIUIO U ayTeHTU(UKAIUIO
MOJIb30BATENICH, pa3rpaHUYEHUE JOCTyINa K pecypcaM, PEerucTpalui0 COOBITHH,

KpunTorpapuyeckoe 3akpbITue HHGOPMALIMK U T.11.).
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C yueToMm Bcex TpeOOBaHMI U MPUHLIUIOB oOecnieueHus: 6e3omacHocTH [1/1H

B UCII/IH mo BcemM HampaBJICHUSIM 3allUThl B COCTaB CUCTEMBbI 3aIUTHI JTOJKHBI

OBITH BKJIFOUCHBI ciacayromme CpcacrBa:

cpeacTBa wuaAeHTU(GUKAUK (OMO3HABaHMWS) W ayTEHTU(UKAIIUU
(moATBEPKICHUS TOJIMHHOCTH) nosk3oBaTeneit UCIIH;

CpeacTBa pa3rpaHUYCHUS JocTymna 3aperuCTPUPOBAHHBIX
nonb3oBarenel cucrembl kK pecypcam HCIIIn MAY MOI]
MWUIFOTHHCKOTO paioHa;

CpeACcTBa OOECHEUYEHUsS] M KOHTPOJIS IIEJIOCTHOCTU MPOTPAMMHBIX U
UH(POPMAIIMOHHBIX PECYPCOB;

CpeACTBa OINEPATHUBHOIO KOHTPOJISI W PETUCTPALUU  COOBITHUMA
0e301acHOCTH;

Kpunrorpapuyeckue cpeacTna 3amuThl [1/1H.

Ycneninoe IMPUMCHCHUC TCXHHUUYCCKUX CPCACTB 3alllMTbl Ha OCHOBAaHWH

NPUHIMIOB (pa3fen 5) mpeanonaraer, YTO BBITOJHEHHE MEPEUYUCICHHBIX HUXKE

TpebOBaHMI 00ECIIEeYeHO OpraHM3aIllMOHHBIMU (aAMUHUCTPATUBHBIMH) MEpaMU U

HCIT0JIb3yCMbIMH (1)H3H‘{€CKI/IMI/I cpe€acTBaMu 3allUThI:

obecrieueHa (puzmdeckas 1ea0cTHOCTh Beex kommoreHT MCII/Ix;
KOKIbId  coTpyaHuk  (monws3oBatens MCII[IH) wnm  rpynma
MOJIb30BATENIE HMMEET YHUKAIbHOE CHUCTEMHOE MUMS U MUHUMAJIBHO
HEOOXOMMMBIC JUIsl BBIMIOJHEHUS WM CBOMX (DYHKIIMOHAIBHBIX
00s13aHHOCTEM MOJIHOMOYHS 110 JOCTYITY K pecypcaM CUCTEMBI,

B UCI[[ln MAY MO®I] MuntoTuHckoro paioHa paspaboTka u
oTyiazika mporpamMm ocyuiectsisercss 3a npenaenamu WCII/H, Ha
WCTIBITATEIBHBIX CTEHIAX;

BCE U3MEHEHUsS] KOHQPUTYpallMM TEXHUYECKUX U MPOrPaMMHBIX

cpeacts MCII[IH npom3BOASATCA CTPOrO YCTAHOBIIEHHBIM IOPSIKOM
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(perucTpupyroTcss W KOHTPOJHUPYIOTCS) TOJBKO Ha OCHOBaHUU
npuka3oB pykoBoactsa MAY MOI[ MuIrOTHHCKOTO panioHa;

CeTeBOE 00opy/iI0BaHUE (KOHLEHTPATOPBHI, KOMMYTAaTOpBHlI,
MapuIpyTU3aTOPHI U T.I1.) paclojaraercs B MecTax, HeJJOCTYIHBIX IS
MOCTOPOHHHUX (CMEeMAIBHBIX TTOMENIEHUSIX, Kadax, u T.11.);
CIIEUATUCTAMHA MAY MO®I] MWIFOTHHCKOTO paiioHa
OCYLIECTBJISIETCS HENPEPBIBHOE YNPABICHUE M aJIMUHUCTpPaTUBHAs

MOAACPIKKA q)YHKHI/IOHHpOBaHI/IH CPCACTB 3alINUTHI.
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Kontpous 3¢ppextusuocru C3I1/In

Koutpons sddextuBroctn  C3II[Jn  gomxkeH  ocymiecTBiseTcs Ha
nepuoguyeckorn  ocHoBe. Llempto  KOHTpOds  APPEKTUBHOCTH  SIBISETCS
CBOEBPEMEHHOE  BBISBICHHE HEHa[JIexkammx pexumoB pabotel  C3IIdH
(oTKIIOUEHHE CPEICTB 3aIlUTHI, HapyIlIeHue PEXKHUMOB 3aIlUTHI,
HECAHKIMOHUPOBAHHOEC M3MEHEHHE peXuMa 3aluThl W T.01.), a TakK
MPOTHO3UPOBAaHMWE U TPEBEHTUBHOE pEarupoBaHME HA HOBBIE  yIPO3bI
oe3onacuoctu [1J1H.

KoHTponib MOXET NpoOBOAMUTHCS Kak aJIMUHUCTpATOpaMu O€30MacHOCTH
UCTIIln  (omepaTUBHBI  KOHTPOJAbL B  Tporecce  HUHPOPMAIMOHHOTO
B3aumonercteus B MCII[H), Tak W NOpUBIEKAeMbIMH JUIsi JTOW 1eNHU
KOMIIETEHTHBIMUA  OpraHW3alUsMH, HWMEIOIMMH JIMIEH3UI0O Ha J3TOT BHUJ
nestenbHocT, a Takke OCTOK Poccum m ®CB Poccum B mpenenax ux
KOMITETCHITUH.

KoHTpoib MOXKET OCYIIECTBIATHCS aAMUHUCTPATOPOM O€30MacCHOCTH Kak C
NOMOIIBIO IITAaTHBIX CPEACTB cUCTeMbl 3amuThl [I[J[H, Tak W C MOMOULIBIO
CIIEHHUAIIBHBIX TPOTPAMMHBIX CPEACTB KOHTPOJIS.

Orenka > dextTuBHOCTH Mep 3amuThl [1/JH mpoBoAUTCS ¢ UCTIOIB30BaHUEM
TEXHUYECKUX U TPOrPAMMHBIX CPEACTB KOHTPOJS HAa MPEAMET COOTBETCTBUS

YCTaHOBJICHHBIM TpC6OBaHI/I$IM.
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Cdepsbl oTBeTCTBEHHOCTH 32 Oe3onacHOCTh I1/{H

OTBeTCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJb HaJ oOOecredeHueM
0e30MacHOCTH MEPCOHAIBHBIX JIaHHBIX SBISIETCS pyKoBoAcTBO MAY M®I]
MWIFOTUHCKOTO paioHa. PyKOBOAMTENb MOXKET JEJIErMPOBATh YACTh ITIOJTHOMOYUN
1o obecrieueHnIo 6€30MaCHOCTH MEPCOHAIBHBIX JTAHHBIX.

Chepa  OTBETCTBEHHOCTHM  pPYKOBOJAUTENS  BKIIOYAeT  CIEIYIOIIHME
HarpaBieHus odecrieueHus: 6ezonacuoctu [1][H:

— IlnanupoBaHue W peanuzaiusi Mep MO OOeCreueHuro0 0e30MacHOCTH
IT]1H;

— Amnanus yrpo3 6e3onacuoctu [1/[H;

— Pa3pabotky, BHeOpeHHE, KOHTPOJIb MCIOJHEHHUS U TMOAJIEp)KaHUE B
aKTyaJlbHOM  COCTOSIHUM  TIOJIUTHK, PYKOBOJCTB,  KOHIEIIIHM,
NpoLEAYp, PErIaMEHTOB, UHCTPYKUUA M JIPYTUX OpraHU3alMOHHBIX
JIOKYMEHTOB M0 00eCIeueHNuI0 O€3011acHOCTH;

— OO0yuenune n uHpopMupoBanue mnosb3oBateneir MCIIIH, o mopsake
pa6oTtsl ¢ [1JIH u cpeacTBamMu 3alUTHI,

— IlpenoTBpailieHue, BBISIBICHHE, pPEAarupoOBaHHE U PaccieIOBaHUE
HapymeHui 6ezonacuoctu [1]1H.

[Ipu B3anMOAEMCTBUU CO CTOPOHHMMM OpPraHHM3alUsIMU B CIydasX, KOTJa
COTPYJHHUKAM JITHX OPTaHU3AIMKA MPEJOCTABIACTCS OCTYN K OOBEKTaM 3allUThI
(pazgen 3), ¢ ’TUMU OpraHU3ALUSIMU JOKHO OBITh 3aKkiitoueHO «CorjamieHue o
KOH(HIeHIHaNbHOCTHY, Jmbo  «Corjamenrue O  COOJIOJEHUU  pexuMa
oesonacnoctu [/l npu BeimoaHeHun padotr B MCII/Ia». [ToaroroBka THITOBBIX
BAPUAHTOB JTUX COIJAIIEHUWN oOcyliecTBiusiercs  topuctamu  MAY MOI]

MWUITIOTHHCKOTO paiioHa.
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Mopnesb HapymiuTeJisi 6€30MacCHOCTH

ITon napymmtenem B MAY MOI[ MuntoTUHCKOro pailoHa NOHUMAETCS
JIMII0, KOTOPOE B PE3YJIbTATE YMBIIUICHHBIX UM HEYMBIILUICHHBIX I€MCTBUI MOMXKET
HaHECTH yliepd 00beKTaM 3aIlIUTHI.

Bce Hapymurenu nensTcs Ha AB€ TPYIIIbL:

— BHEIIHHUE HApYHIIUTENU — (Pu3nueckue Iula, HEe HMMEIOIIUE MpaBa
npeObIBaHUS HA TEPPUTOPUU KOHTPOIUPYEMOH 30HBI, B Mpeenax
KoTopoi pasmemaercs obopynoBanue MCIIJIH, a Tak ke XpaHsATCS
[T/1H Ha OyMaXHBIX HOCUTEJISX;

— BHYTPEHHUE HapylmuTeau — (U3UYECKHE JUIa, UMEIOIIHE IPaBo
npeObIBaHUA HA TEPPUTOPUM KOHTPOJIUPYEMOU 30HBI, B IMpejenax
KoTopoit pasmemaercs obopyaoBanue MCIIJIH, a Tak ke XpaHsATCs
[T/1H Ha OyMaXKHBIX HOCUTEJISX.

Knaccudukanuss  nHapymmrtenedt  mpeactaBieHa B Mojaenu  yrpos

0e301acHOCTH IMCPCOHAJIbHBIX TAHHBIX.
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Mogeanb yrpo3 0e30macHOCTH

Hna HNCIIIan MAY MO®I[ MuntoTHHCKOTO paiioHa  BBIACISIOTCS
CJIEIyIOLME OCHOBHbBIE KATETOPUU YIPO3 0E€30MaCHOCTH MEPCOHANBHBIX JAHHBIX:

— YTIpo3bl OT yTEYKH IO TEXHUYECKUM KaHaJaM.

— Yrpo3bl HECAHKITMOHUPOBAHHOTO JJOCTYIA K HH(POpMAIIUU.

— Yrpo3bl yHUUTOXKEHUS, XullleHus annapatHbix cpeacts UCI/In Hocurenei
uHdopmaruu nytem gusnyeckoro gocryna k snementam UCII/IH.

— VYrpo3sl  XWIIEHHs,  HECAHKIMOHMPOBAHHOW  MOAM(MUKAIMK WA
OokupoBaHusl WH(OpMAIMU 3a CYET HECAaHKIMOHHWPOBAHHOTO JOCTYTMa
(HCH) c npumeHeHueM nporpaMMHO-alnapaTHbIX U IPOrPaMMHBIX CPEICTB
(B TOM 4MCIlIe MPOrPAMMHO-MAaTEMATUYECKUX BO3ICUCTBUN).

— YTrpo3bl HE NPEIHAMEPEHHBIX JEUCTBUK TOJB30BATEIECA W HAPYLICHUU
oe3onacHoctu (yukiuonupoBanust UCII[Jn u C3I1/In B ee coctaBe u3-3a
cO0€EB B MPOrpaMMHOM OOECHEUYEHHH, & TAKXKE OT YIPO3 HEAHTPOIIOITE€HHOIO
(cOoeB  ammapaTypbl  M3-3a  HEHAJIEKHOCTH  DJIEMEHTOB,  CcOOEB
AJNEKTPOINUTAHUSA) U CTUXUUHOTO (YJapOB MOJIHUM, MOXKAPOB, HABOJAHEHUMN U
T.I1.) XapakTepa.

— YTrpo3bl IpeITHAMEPEHHBIX JIEUCTBUI BHYTPEHHUX HAPYLLIUTEIIEH.

- ero3bl HCCAHKIMMOHHUPOBAHHOI'O JOCTYIIA 11O KaHaJIaM CBA3H.

Onucanue yrpo3, BEpOSITHOCTh UX pealiv3aliy, ONaCHOCTh U aKTyaJbHOCTb
npeacTaBieHbl B «Mojenu yrpo3 0e30MacHOCTH TEPCOHAIBHBIX JaHHBIX B

HCITTa».
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Mexanusm peanusanuu Ionoxenus

Peanuzauma  IlomoxxkeHuss  JO/KHA ~ OCYLUECTBIAITBCS  HA  OCHOBE
MEPCTICKTUBHBIX MPOTPAMM U TIAHOB, KOTOPHIE COCTABIISIOTCS] HA OCHOBAaHWUU M BO
UCITOJTHEHUE:

— ¢enepanbHbIX 3aKOHOB B 001acTu obOecrieueHus WHEGOPMaIMOHHON
0€30MacHOCTH 1 3aIIUTHl HHPOPMAIIHH;

— mnocradoBieHnuil [IpaBurenscrBa Poccuiickon @enepanuu;

— PYKOBOJSIIIHNX, OpraHU3aIMMOHHO-PACTIOPSIUTEITLHBIX u
meroanueckux qokymeHToB @CTIOK Poccun;

— mnotpebnocreir MCIIJIH B cpencrBax oOecriedeHus 0€30IaCHOCTH

uHbopMaIuu.
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IHopsiiok padoThI C NEPCOHATBLHBIMU JAHHBIMHU COTPYIHHKOB

Oo6s13anHOCTH padoToaarest

B nensx ucnonnenust TpeboBaHui 3akoHoaaTenbcTBa PD mpu obGpaboTke
MEPCOHANIBHBIX JaHHBIX, BCE PpAOOTHHUKU YUYPEXKICHUS JOJIKHBI HCIOIHSITH
YCTaHOBJICHHBIN MOPSA0K pabOTHI:

PabGoTta ¢ mepcoHanbHBIMU JaHHBIMM PAOOTHHKOB JOJKHA HE HapyIIaTh
TpeOOBaHMII 3akoHoAaTenbcTBa P® W JOKaIbHBIX HOPMATUBHBIX  aKTOB
OpraHU3alliU, U OJIKHA ObITh HEMOCPEACTBEHHO CBS3aHA C OCYILECTBICHUEM MU
CBOUX TPYJOBBIX (yHKIIUH.

ITpu cbope u 00pabOTKe NEPCOHATBHBIX JAaHHBIX pa0OTHHKA paboOTONATETh
Jomken pykoBojcTBoBaThca Kouctutymuend PPD, TpynossiM kogaekcom PD u
MHBIMU (eZiepabHbIMU 3aKOHAMH.

[lepconanbHble NaHHbIE PAOOTHUKOB JOJDKHBI OBITH TIOMYYEHBI TOJBKO
HEMOCPEJCTBEHHO Yy Hero. Ecnu nis 00paboTKK ero JaHHBIX WM UX TOJTY4YeHUs
MPUBJIEKAETCA TPETbU JIMLA, TO PAOOTHHUK JOJDKEH JaTh IPEIBAPUTEIBHOE
NUCbMEHHOE corjacue Ha 3T0. OJIHOBPEeMEHHO pPaOOTHHK JOJDKEH OBbITh
YBEJOMIIEH O IIesisIX cOopa MH(pOpMaIMi, UCTOYHHUKAX €€ IMOJIyYeHHs, a TaKXKe O
MOCJIEJICTBUAX OTKa3a OT MPEJOCTABICHHS NUCBMEHHOIO corjlacus Ha cOop
uHdOpMaIIHH.

[lepcoHanbHble naHHbIE PAOOTHUKA O €ro MOJIUTUYECKUX, PEITUTHO3HBIX U
WHBIX YOEXKIEHHUSAX, YaCTHOM >KM3HU, a TAKXKE YJCHCTBE B OOIIECTBEHHBIX H
po(COI03HBIX OpraHU3alMAX HE MOJIexaT cOOpy OpraHu3aluei, eciu UHOe He
IIPENYCMOTPEHO 3aKOHOAATEIBCTBOM.

3amura TEPCOHATBHBIX JaHHBIX pPaOOTHHKA JODKHA O0ECTIeUnBaThCS
MOJIHOCTBIO 32 CUET paboToAATEIIs.

Yupexnaenue npu npueMe Ha paboTy, a TakKe IpHU JIOObIX H3MEHEHUSX
npaBuwil padOThl C MEPCOHAIBHBIMU JaHHBIMU 00S13aHO MUCHBMEHHO 3HAKOMHTH C

HUMU BCEX PAOOTHUKOB.
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VYupexxaenue He UMEET MPaBo MPUHYKAATh PAOOTHUKOB K OTKa3y OT CBOMX

MPaB Ha 3alIUTy MEPCOHAIBHBIX TAHHBIX.

Oo0s13aHHOCTH pa0OTHUKA
PabGoTHuk 00s13aH:
[lepenatp paboTonaTenio Bce TMEPCOHANBHBIE JaHHBIE, YKa3aHHbIE B
COOTBETCTBYIOIIUX TOKYMEHTaX.
B ycraHoBneHHBIi mpaBWwiaMu CpOK cooOmmarh paboromarento 00

HU3MCHCHHUHN CBOUX ICPCOHATIBbHBIX TaAHHBIX.

Ilepenaya nepcoHaJBHBIX JAHHBIX

[Ipn ocyuiecTBiIeHUM TNEpelayud MEePCOHANBHBIX JIaHHBIX pPaOOTHUKOB
TPETHUM JIMIIAM pab0TOATENh 00s3aH:

HE COOOLIaTh NEPCOHAIbHBIE JaHHblE 0€3 MOJIYYEHHOIO IHCbMEHHOTO
cornacusi pabOTHUKA, KPOME CIyyaeB, KOT/Ia Takue OOS3aHHOCTU YCTaHOBJICHBI
3aKOHOJATENbCTBOM;

HE MepeaBaTh NEPCOHAJIbHBIE JaHHbIE PAaOOTHUKA IS MCIIOJIb30BaHUS B
KOMMEPYECKUX LESIX;

TpeOOBaTh OT TPETHUX JIHI] COONIOACHUS IPABUI paObOThI C EPCOHAIBHBIMU
JaHHBIMM, @  TakKKe  MPEAOCTaBIECHUS  MHUCbMEHHOTO  MOJTBEP)KICHUS
WCIIOJIb30BAaHUSI  NEPCOHAIBHBIX JAHHBIX B  MOPSJAKE, MPELyCMOTPEHHBIX
HACTOSIIUM TOJIOKEHUEM O 3aIIUTE NEPCOHAIBHBIX JaHHbIX;

JaBaTh JIOCTYNl K IEPCOHAIbHBIM JaHHBIM TOJIBKO JIHIIAM, HMEIOIIUM
COOTBETCTBYIOIIMNA JOMYCK M HCIOJB3YIOIUX HX TOJIBKO I BBIIOJHEHUS
KOHKPETHBIX IMOJTHOMOYHIA;

HE ucTpeOoBaTh HMHPOPMALMIO O COCTOSIHUM 30pOBbS paOOTHHKA, 3a
UCKJIIOYEHUEM JaHHBIX, KOTOPbIE MOTYT IOBJIMATh Ha HCIOJIHEHHE PabOTHUKOM

CBOUX TPYJOBBIX 00s3aHHOCTEH.
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3ammTa NepCOHATbHBIX JAHHBIX PA00OTHUKA

B pamkax peanuzanuum myHKTOB Hacrtosimiero llonoxenuss o 3amure
NEPCOHATBHBIX JAHHBIX PAOOTHUKOB, PyKOBOAUTEIb YUPEKICHUS U3/IaeT MIPUKaA3 O
Ha3HAYEHUU JIMIa, OTBETCTBEHHOIO 3a COONIOJIeHHE TMopsaka paboThl C
MEPCOHANLHBIMU JaHHBIMH PaOOTHUKOB, HA KOTOPOM JieXkKaT BCE OOSI3aHHOCTH IO
oOecrieueHnt0 KOHPUIECHIIMATHHOCTH MOJYUYEHHBIX IaHHBIX, a TAKKE OpraHUu3aINH
pabOTHI C HUMH.

[lepemaua wHGOPMAIIMKM TPOUCXOAUT TOJIHKO B MHUCHMEHHOM BHUJE. 3ampoc
JIOJDKEH OBITH CJieaH B MUChbMEHHOM BHUJIE C yKa3aHHWEM BCEX PEKBHU3UTOB JIMIIA,
3anpaimuBaroniero uHdopmanuo. OTBET MOMKEH ObITH clieflaH Ha (PUpPMEHHOM
OJlaHKe YUYpEeXJIEHUS M OTIpPaBIEH JUOO0 KyphEepCKOH CIIy»O0oif, TuOO 3aKa3HbIM
MUCHMOM.

Bce mnosyyeHHblE TEpPCOHANBHBIE [TAHHBIE JOJDKHBI XPAHUTHCA B MECTE,
MCKJTIOYAIOIIIEM HECAaHKIIMOHUPOBAHHBIX JTOCTYI TPETHUX JIUII.

DJEKTpOHHBIE HOCHUTETW WH(POPMAIUU, JODKHBI OBITh  3alHINCHBI
KpUnTorpadguuecKuMM CpeICTBAMHU 3aIUTH HHHOPMAITIH.

OTBeTCTBEHHOCTH 32 pa3rJjialieHue HHPOpMaluu, CBA3aAHHOM C

MEPCOHAJIBbHBIMHA JaHHBIMU paﬁoTHmca

JIuna, nmpu3HaHHbIE BUHOBHBIMU B HApyIIEHUH TpeOOBAaHUN HACTOSLIETO
[TonoxeHuss o0 3amUTE TMEPCOHAIBHBIX JTAHHBIX PAOOTHUKOM MPHUBJIEKAIOTCS K
JUCUUIUIMHAPHOW, aJIMUHUCTPATUBHOM, TPa)KJAHCKO-IIPABOBYID M YTOJOBHOM
OTBETCTBEHHOCTH, B MOPAJIKE MNPEAYCMOTPEHHOM 3aKOHOAATENbCTBOM PdD u

JIOKAJIbHBIMHU HOPMATHUBHBIMH aKTaMH.
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IMopsinok padoThI C MEPCOHATBLHBIMY TAHHBIMHU (PU3HUYECKUX JIUI] HE
SIBJISIIONIUXCH PA0OOTHUKAMH ONepaTopa

IHopsinok mostyuyeHusi 1 00PAdOTKH NMEPCOHATBHBIX TAHHBIX
(pu3NUYeCcKUX JUI He SIBJISIIIHNXCS pAa00OTHMKAMU onepaTopa

[Tom  oOpabGotkoit  IIJlH  moHMMaeTrcss  MOJydY€HHE,  XPaHEHHE,
KOMOMHUPOBaHKE, Mepeadya Wik J00e APYyroe MCIOJIb30BAaHUE MEPCOHATBHBIX
TaHHBIX (HU3UYECKUX JIUIT HE SBISIOMUXCS PAaOOTHUKAMH OIepaTopa.

PabGora ¢ mepcoHanbHBIMH JaHHBIMH (PU3UYECKUX JIUIl HE SBIISIOIINXCS
paboTHHKaMHU oOmeparopa J0JDKHA HE HapyliaTh TPeOOBaHWN 3aKOHOJATENHCTBA
P® u nokaibHBIX HOPMATUBHBIX aKTOB OPTaHU3AIUH.

Vcronp30BaHne MEPCOHAIBHBIX JTAHHBIX BO3MOYKHO TOJBKO B COOTBETCTBUHU
C TENSMH, ONMPEICTUBIIUMU WX MOojdydeHue. llepcoHanbHBIC NaHHBIE HE MOTYT
OBITh MCIIOJIB30BAHBI B IEJISIX MPUYNHEHUSI UMYIIECTBEHHOTO U MOPAJILHOTO Bpeaa
rpakaHaMm, 3aTpyJAHEHHs peau3ali TpaB W cBoOOA rpaxnaaH Poccuiickoit
dhenepanum.

[Topsinox 06pabOTKU MEPCOHATBHBIX JAHHBIX Ha OyMa)KHBIX MaTepUaIbHBIX
HOCHUTEIISIX perjJaMeHTHpoBaH «WHCTpyKIMeld IO  XpaHEHHUIO0 IMEePCOHATBHBIX
JaHHBIX Ha OyMaXXHBIX HOCHTEISAX M TOPSAKY paldOThl WCHOJHUTEIEH C
NEPCOHATBHBIMU  JAHHBIMH Ha  OYMaXHBIX  HOCHTENSAX  HMH(pOpMAIUm»,
YTBEPKACHHONU PYKOBOAUTEIIEM.

OO6paboTka MEPCOHATBHBIX JTAHHBIX B aBTOMATU3UPOBAHHBIX
MH(GOPMAIIMOHHBIX CUCTEMAaX OCYILECTBIISIETCS Ha OCHOBAHUM Psijia YTBEPKICHHBIX
PYKOBOJUTENIEM HHCTPYKIIMA PETIAMEHTUPYIOMUX O00pabOoTKy TepCOHATbHBIX

nanHbix B UCIT/H.
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I[OCTyH K MEPCOHAJTBbHBIM NaHHBIM

BHyTpenHuii noctyn (IOCTyn BHYTPH OpraHU3alld) OMNpeleiseTcs
NEPEYHEM JIUL], UMEIOLIUX JOCTYI K NePCOHAIbHBIM JaHHBIM (PU3HUECKUX JIUI] HE
ABIISAIOLIUXCSl pAOOTHUKAMU OIlepaTopa, ONPEeIIeTCs IPUKA30M PyKOBOIUTEIIS.

Buemnui goctyn:

K uumcmy MaccoBblx moTpeOuTeNel MEepCOHAIbHBIX JAHHBIX BHE
OpraHu3allid MO>XHO OTHECTH TOCYAapCTBEHHbIE ()YHKIIMOHAIbHBIE CTPYKTYPHI:
HaJOTOBBIE€ HWHCIEKIMH, IPaBOOXPAHUTENbHBIE OpraHbl, OPraHbl CTATHCTHKH,
BOCHKOMATBI, OpraHbl COLMAJBHOTLO CTPaXxOBaHUs, II€HCHUOHHbIE (DOH/BI,
MO/Ipa3/ieJICHUs MyHUIIMTNIATbHBIX OPraHOB YIIPABIEHUS;

Han30pHO-KOHTPOJIbHBIE OpPraHbl UMEIOT JOCTYI K MH(OpPMAalMHU TOJBKO B

cdepe cBoei KOMIETEHIINH.

IIpaBa 00513aHHOCTH U OTBETCTBEHHOCTh CYOBEKTAa MEPCOHATBHBIX
AAHHBIX

3akperieHe npaB CyObeKTOB MEPCOHAIBHBIX JAHHBIX, PETIAMEHTUPYOLINX
3alMTy €ro MEepCOHANbHBIX JaHHBIX, O0ECIEUMBAET COXPAHHOCTh IOJHON H
TOYHOU MH(OPMAITUU O HEM.

B nmensx 3amuThl NEpCOHAIBHBIX JAHHBIX KOHTPAareHThl  (3aKOHHBIE
MPEJCTABUTEIIN ) UMEIOT MPABO:

- TpeOOBaTh MCKJIIOUEHHUS WJIM HCIPABICHUS HEBEPHBIX WM HEIMOJIHBIX
MEPCOHANBHBIX JAHHBIX, Ta CBOOOAHBIA OECIUIATHBIA JOCTYyH K CBOUM
MEPCOHANIBHBIM JTAaHHBIM, BKJIIOYas MPaBO Ha MOJYyYEHHE KONUU HOBOM 3aIuUCH,
coJiepaKalllel NepCOHAIbHbBIC JaHHbBIE;

- ONpeNeNsITh CBOUX MPEJACTaBUTENEH ISl 3allIUThl CBOUX MEPCOHATbHBIX

JAHHBIX HA COXPAaHEHUE U 3aILUTY CBOEH JIMYHOW TANHBI.
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IIpaBa 00s13aHHOCTH U OTBETCTBEHHOCTH ONEPATOPA MEPCOHATbHBIX
JAHHBIX

[lepcoHanbHas OTBETCTBEHHOCTb - OJHO W3 IJIABHBIX TPEOOBaHMM K
opraHu3anuu QyHKIIMOHUPOBAHUS CUCTEMBI 3aIUThI IEPCOHATBLHON MH(MOPMAILINH
1 o0s3aTeNnbHOe ycnoBue ooecriedeHus 3PHEeKTUBHOCTU 3TOM CHCTEMBI.

Opunuyeckne u ¢usnueckue JHIlA, B COOTBETCTBUHM CO CBOUMU
MOJTHOMOYHUSIMU BIIQJICIONIME O Tpa)KJaHax MOJYYalolINe U HUCIOIB3YIOIIUE €€,
HECYT OTBETCTBEHHOCTb B COOTBETCTBHUM C 3aKOHOJATEIBCTBOM PoccHiCKOM
QenepauMd 32 HApyLIEHHE peXuUMa 3allUThl, OOpabOTKM U  TOpAJKa
MCIIOJB30BaHus 3TON nH(pOopMaIu.

PykoBoautenb, paspemiaronuii  JOCTYNl COTPYJHHMKAa K JIOKYMEHTY,
CoJIepIKallleMy TEepCOHANIbHbIE CBeACHUS (U3UYECKUX JIMI HE SBISIOIIUXCS
pabOTHHUKAMU OllepaTopa, HECET IEePCOHAIbHYI0 OTBETCTBEHHOCTh 3a JAHHOE
pa3pelleHHeE.

Kaxnaplii COTpyJHUK OpraHU3alvM, MOIYyYarOUIUd 1jig padOThl JTOKYMEHT,
COJIep Kallliii MEePCOHAIbHBIE JIaHHBIE HECET €JUHOJIMYHYI0 OTBETCTBEHHOCTH 3a
COXPAHHOCTb HOCUTEJIS U KOH(UICHIINATBLHOCTh HH(DOPMALIHH.

Jlomyck K MEpCOHANbHBIM JIaHHBIM (PU3UYECKUX JIUI[ HE SIBIISIOLIUXCS
paboTHHUKaMU olepaTopa APYrUX COTPYAHUKOB paldoTojaTesds, HE HMEIOIINX
HaJJIeKanmM 00pa3zomM opOpMIIEHHOTO JOCTYIIA, 3alpeIacTcs.

[lepenaua (0OMeH U T.11.) IEPCOHATBHBIX TAHHBIX MEXAY MOJPa3ICICHUSIMU
OCYILECTBIISIETCS. TOJBKO MEXKIYy COTPYIHHKAaMH, HMMEIOIMMUMHU JIOCTyl K
MEPCOHANLHBIM  JaHHBIM  (U3UYECKUX JIMII HE SBJSIOMUXCS PaOOTHUKAMU
orneparopa.

3a HEUCIOJHEHUE WIM HEHaJyIeXallee HUCIOIHEHHWE Pa0OTHUKOM IO €ro
BUHE BO3JIOKEHHBIX Ha HETO O0S3aHHOCTEH MO COOIIOJICHUIO YCTAHOBJIEHHOTO
nopsijika paboThl CO CBEACHUSMU KOH(MUICHIIMAIBLHOTO Xapakrepa padoToaaTeNb
BIIpaBe MPUMEHATH NpeaycMoTpeHHble TpynoBeiM Konaekcom AucHUIIMHApHBIE

B3BICKaHMHAI.
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Oco0eHHOCTH 00pPAa0OTKH NMEPCOHAJIBHBIX JAHHBIX 0€3 HCIO0Jb30BAHUSA
CpPeACTB aBTOMATH3ALUM

[Ipy  HeaBTOMATH3UPOBAHHOW  00OpabOTKE pa3IMYHBIX  KaTeropui
NEPCOHATBHBIX JIAHHBIX JOJDKEH HCIIOIb30BaThCS OTACIbHBIN MaTepuaIbHBIMN
HOCHUTEIb IS KaKJI0M KaTeropuu NePCOHAIBHBIX JTaHHBIX.

[Ipu HeaBTOMAaTHU3UPOBAHHON 00pPaOOTKE MEPCOHAIBHBIX JAHHBIX Ha

OyMa)KHBIX HOCHUTEIISX:

- He Jomyckaercs (ukcanmus Ha OAHOM OyMa)XHOM HOCHUTEIe
NEPCOHANBHBIX JaHHBIX, eI 00pabOTKU KOTOPBIX 3aBEAOMO HECOBMECTHMBI;

- TepCcOHaJbHBIC JaHHBIE JODKHBI 000COONATBCS ~ OT  WHOM
uHpOpMAIlMK, B YACTHOCTH IMyTeM (HKCAIlMM WX Ha OTACIBHBIX OyMasKHBIX
HOCHUTEIISX, B CIEIMAIBHBIX pazfenax Wik Ha moiiax ¢Gopm (0IaHKOB);

- JOKYMEHTBI, COJep>Kallue IMepCOHAbHbIE JaHHbIe, (HOPMHUPYIOTCS B
7efia B 3aBHCHMOCTH OT IIeJTd 00paOOTKH MEPCOHATIbHBIX IaHHBIX;

- Jena € JIOKyMEHTaMHM, COJEpKallMMHU II€pCOHAJIbHbIE JaHHBbIE,
JIOJDKHBI MMETh BHYTPEHHHE  ONHCH  JIOKYMEHTOB C yKa3aHHEM LeJH
00pabOTKM M KaTErOpHUU MEPCOHANBHBIX JaHHBIX.

JlokymeHTsl  (HocuTenu  MHGPOPMALMM), COAEPIKAIIUE MEePCOHAIbHbIE
JaHHBIE, JOJDKHBI XPaHUTHCS B CIYXKEOHBIX  TMOMEMIEHUSX B HAACKHO
3amMpaeMbIX U ONeYaThiBaeMbIX IKadax (cerdax).

YHUYTOXXKEHHE WM  00€3IMYMBAaHME YaCTU TMEPCOHAIBHBIX JaHHBIX,
€ClId  3TO JOIMYCKAaeTCs MAaTepHAIbHBIM HOCHTEIEM, MOXET IPOU3BOIAUTHCS
CIIoCOOOM, MCKIIIOYAIOIIMM JTAbHEUITYyI0 00palOTKy JTHX  IMEPCOHAIBHBIX
JaHHBIX, C COXpPaHEHHEM BO3MOXKHOCTHU 00paOOTKM MHBIX JIaHHBIX,
3a(pUKCUPOBAaHHBIX HA MaTEpPHATLHOM HOCHUTEIE.

[Ipy  HecoBMECTHMMOCTH I1elieli 00paOOTKH TMEPCOHANBHBIX JIaHHBIX,
3a(pUKCUPOBAHHBIX Ha OJTHOM MaTepuaIbHOM  HOCHTENE,  €Cld

MaTrepualibHbld  HOCUTEIIb  HE IIO3BOJISIET  OCYILIECTBIIATh 00paboTKy
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MEPCOHANBHBIX JAHHBIX OTJAENBHO OT JpYruX 3a(UKCHPOBAHHBIX HA TOM
K€ HOCHUTEJEe TMEepPCOHANbHBIX MJAHHBIX, JOJDKHBI OBITh MPUHATHI MEPHI TIO
00eCTeYeHnI0 pa3feNibHOW 00pabOTKU MEePCOHATBHBIX JaHHBIX, B YACTHOCTH:

- Tpu  HEOOXOAMMOCTH  HWCIOJB30BAaHUS WU PaCIpOCTPAHCHUS
OTIpe/ICTICHHBIX IEPCOHAIBHBIX JAHHBIX OTIEIBHO OT HaXOAAIIUXCS Ha TOM
K€ MaTepUabHOM HOCUTENIE JIPYTHX IEPCOHAIBHBIX JaHHBIX OCYIIECTBIISETCS
KOMUPOBAaHUE TEPCOHANBHBIX JAaHHBIX, MOJUICKAIIMX PACIPOCTPAHCHUIO WM
UCIOJIb30BAaHUIO, CIIOCOOOM, HCKJIIOYAIOIMIUM OJHOBPEMEHHOE  KOMHpPOBaHHUE
NEPCOHAIBHBIX  JaHHBIX, HE  MOAJSKAIUX  PacCHpOCTPAHEHUIO "
WCIIONb30BAaHUIO, W UCHOJB3yeTCs (pacHpOCTpaHsAeTCsl) KOMHUS MEePCOHAIBHBIX
JTaHHBIX;

- TIpu HEOOXOAMMOCTH YHHUYTOXXEHHUS WM OJIOKHPOBAHHUS YaCTH
NEPCOHAIBHBIX JIaHHBIX YHUUYTOXKAETCA  WIM  OJIOKHpYETCS MaTepUasIbHbIHI
HOCUTENb C MpPEIBapUTENIbHBIM KONHMPOBAaHUEM CBEICHHMN, HE MOJUIeKAIIUX
YHUUTOXKEHUIO WIH OJIOKUPOBAHHUIO, crocooom, HCKJTFOYAOIIHUM
OJTHOBPEMEHHOE€  KONHMPOBAaHUE  MEPCOHANbHBIX  JAHHBIX, MOJJIEKALINX
YHUUTOXEHUIO WU OJOKHMPOBAHUIO.

YTOYHEHHE TEPCOHANBHBIX JaHHBIX TpPHU OCYIIECTBICHUH 179
00paboTkn 0e3 UCTONIb30BaHUSI CPEJCTB aBTOMATHU3AlMU MPOU3BOAUTCS IIyTEM
OOHOBJICHWSI WJIM W3MEHEHHWs JaHHBIX Ha MaTepHaTbHOM HOCHTENE, a €Cld
3TO  He JIOMYCKAeTCsl TEXHUYECKUMH  OCOOCHHOCTSMU  MaTepUalbHOIO
HOCHUTENS, MyTeM (UKCalMi HAa TOM >K€ MaTepHajJbHOM HOCHTEJIE CBEICHUI
O BHOCHMMBIX B HHUX U3MEHEHHUSX JHOO TMyTE€M H3TOTOBIEHUS  HOBOTO
MaTEpUaIbHOIO HOCUTENSI C YTOYHEHHBIMU IEPCOHAJIbHBIMU JIaHHBIMH.

OOpaboTka MepcoHaNbHBIX JaHHBIX, OCYyIIECTBIseMas 0e3 MCIOIb30BAHUS
CPEICTB aBTOMAaTH3allMd, JOJDKHA OCYIIECTBISATHCS TaKUM 00pa3oMm, 4ToObI B
OTHOIICHUU KaXKIOH KaTEerOpuu NEepCOHATIBHBIX JaHHBIX MOXKHO OBLIO ONPEIeNIUTh

MeCTa XpaHEHUs MEePCOHAIBHBIX JaHHBIX (MaTEpUATbHBIX HOCHUTENEH) W
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YCTaHOBUTH MEPEUYEHb JIUI, OCYIIECTBISAIOMNX 00padOTKY MEePCOHAIBHBIX JaHHBIX
100 UMEIOIIHUX K HUM JOCTYII.

[Tpu xpaHeHun MarepualbHBIX HOCHUTENEH JOJIKHBI COONIOAATHCS YCIOBUA,
00€eCleynBalOIINe COXPAHHOCTh MEPCOHANBHBIX JAHHBIX W HCKIIOYAIONINE
HECAaHKIIMOHUPOBAHHBIM K HUM J0CTyll. XpaHEHHE IEPCOHAIBHBIX  JIAHHBIX
(MaTepuanpHBIX ~ HOCUTENEH), 00pabOTKa KOTOPBIX  OCYIIECTBIISIETCS B

PAa3IMYHBIX LCIIAX JOJIKHO OBITH pPasaciIbHbBIM.
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Osxxknpaembiii 3¢pdext ot peanusanuu Ilosoxxkenust

Peanuzamus I[onoxenus 6e3onacaoctu I1/{n B UCII/IH mo3BonuT:

— oueHuth cocrosinue Oe3zonacHoctu uHGopmauuu MCII/IH, BBIABUTH
WUCTOYHUKH BHYTPEHHUX M BHEIIHUX YIpo3 WHOOPMAITMOHHON
0€30MacHOCTH, OTIPEJIEIUTD PUOPUTETHBIC HaIPaBJICHHUS
peAOTBPAIICHUS, OTPAKECHUS U HEUTpaTU3aIluu dTUX YIPO3;

— pa3paboTath pacnopsiAUTENbHBIE W  HOPMATUBHO-METOJMYECKHUE
JTIOKYMEHTHI TpuMeHuTenbHo K MCITIH;

— mnpoBecTtu Kinaccudukaiuio u ceprudukaruo UCIIH;

— TPOBECTH OPTraHU3AMMOHHO-PESKUMHBIE U TEXHUYECKHE MEPOMPHUSITHS
o obecnieuenuto 6e3omacHocTu I11n B UCII/IH;

— o0ecrneunth HEOOXOIWMBIH YpPOBEHb O€30MAaCHOCTH OOBEKTOB
3aIlUTHI;

— pa3paboTarh  METOAMYECKHE  JOKYMEHThl IO  pa3MElICHHUIO,
000pyZIOBaHUIO U OXpaHE MOMEIECHHM, T/I€ XPaHSTCS MEePCOHAIIbHbBIC
JaHHBIC, 10  XPAHCHUIO TEPCOHANBHBIX JAHHBIX Ha OyMaXKHBIX
HOCUTEJSAX W TOPSAAKY paOOThl HUCIOIHUTEIEH C MEePCOHATbHBIMU

JTAHHBIMHU Ha OyMaKHBIX HOCUTEISIX MH(GOPMAIIHH.

OcymiecTBiieHne JTHUX MEPONPUATHA OO0ECTICUUT CO3JaHUE CIUHOM,
I[EJIOCTHON M CKOOPAMHUPOBAHHOW CUCTEMBI MH(POPMAIMOHHON O€30MacCHOCTH H

CO3JaCT yCJIOBUA AJIA €€ JIaTbHEUIIIEro COBCPIHICHCTBOBAHMAL.
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Cnucok UCNoJIb30BAHHBIX HCTOYHHUKOB

OCHOBHBIMU HOPMATHBHO-NIPABOBBLIMH U MeTOAUYEeCKUMH
JOKYMEHTAMH, HA KOTOPbIX 0a3upyercs HacTosmee [lonoxenne sABJISIIOTCA:

@epnepanbHbiii 3akoH or 27.07.2006 r. Ne 152-®3 «O mnepcoHanbHBIX
naHHbeix» (gaee — @3 «O mNepCOHANBHBIX JaHHBIX»), YCTAHABIMBAIOUIUI
OCHOBHBIE TPUHIMUIBI W YyciaoBusi o0pabotku IIJIH, mpaBa, oO0s3aHHOCTH W
OTBETCTBEHHOCTh YYAaCTHUKOB OTHOIIIEHUH, CBA3aHHBIX ¢ 00paboTkoi [1/H.

«TpeboBaHus K 3allMTE€ NEPCOHAIBHBIX JAHHBIX MPU HUX 0OpabOTKe B
WHOOPMAITMOHHBIX ~ CHUCTEeMaxX  IMEPCOHAIBHBIX  JIAHHBIX»,  YTBEPXKIICHBI
ITocranoBnenueM IIpaBurensctBa PO ot 01.11.2012 r. No 1119.

«ITonmoxenue 00 OCOOCHHOCTSIX OOpaOOTKM MEPCOHATBHBIX JIaHHBIX,
OCYUIECTBJISIEMOI 0€3 HCIOIb30BaHUS CPEJICTB aBTOMATH3ALMW», YTBEPKIECHHOE
ITocranosnennem IlpaBurensctBa PO ot 15.09.2008 r. Ne 687.

[Tocranosnenue IlpaButensctBa Ne 211 ot 21 mapra 2012 roma «OG6
YTBEP)KJICHUM TIEPEeYHsT Mep, HaMpaBlIEHHbIX Ha 0O0ecleueHrue BBIMOIHEHUS
o0si3aHHOCTEH, TpeaycMoTpeHHbIX D3 «O mepcoHanbHbIX JAHHBIX» U MPUHATHIMU
B COOTBETCTBUM C HUM HOPMATHBHBIMU IPAaBOBBIMU aKTaMH, OIEpaTOpaMH,
SIBJISTIOIIIUMMUCS TOCYIAPCTBEHHBIMU WJIM MYHHUIUIIAIbHBIMUA OpTaHaMI.

«TpeboBanust kK  MaTepuaJbHbIM  HOCHUTENIIM  OMOMETPUYECKHUX
NEPCOHAIBHBIX JAHHBIX M TEXHOJIOTUSAM XPAHEHUS TAKUX JAHHBIX BHE
UHPOPMAIIMOHHBIX ~ CHCTEM  [EpPCOHAIbHBIX  JIaHHBIX»,  YTBEP>KICHHBIC
[Tocranosnennem IlpaBurensctBa PO ot 06.07.2008 r. Ne 512.

HopmaruBHo-MeToanueckue JOKyMeHTHl DefepanbHON  CIyk OBl 110
TEXHUYECKOMY M DKCIEpTHOMY KOHTpoato Poccuiickoit ®enepauuu (manee -
OCTOK Poccum) mo obecneuenuto 6e3omacHoctd [IJI[H mpu mx oOGpaboTKe B

WCTIJTu:
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bazoBasi Momens yrpo3 0€30MacHOCTHM TEPCOHANBHBIX JAHHBIX TPU HX
00paboTke B HMH(POPMAIMOHHBIX CHCTEMaxX MEPCOHANIBHBIX JAHHBIX, YTB. 3am.
reHepanbHoro aupekropa @CTIK Poccun 15.02.08 r.

Metonuka omnpeeseHusl aKTyalbHbIX YIpo3 0€30MacCHOCTH MEPCOHATbHBIX
JaHHBIX TpU HX 00paboTke B WH(MOPMAIIMOHHBIX CHUCTEMax IEePCOHAIBHBIX
JNAHHBIX, YTB. 3aM. reHepanbHoro aupekropa @CTIOK Poccunm 15.02.08 r.

[Ipukaz ®CTOK Poccum Ne 17 ot 11 despans 2013 roma «O6
yTBepkaeHun TpeboBaHwii o 3amure UWHGOOpPMAIUU, HE COCTaBISIONINX
rOCYJIapCTBEHHYIO TaliHy, COJIEPKAITUXCS B TOCYJJAPCTBEHHBIX WH(DPOPMAIIMOHHBIX
CUCTEMAaxX)»

[Tpuka3z ®CTIK Poccun Ne 21 ot 18 depains 2013 roga «O06 yTBepKIASHUM
CocraBa M coJiepKaHusl OPraHU3aIMOHHBIX U TEXHUUYECKUX MEP MO 00ECIeYEHUIO
0e30MacHOCTH TEPCOHATBHBIX JAHHBIX MPU UX 00paboTke B MHGOPMAIIMOHHBIX
CUCTEMAaX MEePCOHANBHBIX JTAHHBIX).

[Tpuka3z denepanpHoil ciyxk0b1 6e3onacHocTu Poccuiickoit @exepanuu oT
10 wmrona 2014 1. N 378 «O06 yrBepxaennn CocTaBa U COACpKAHUA
OpraHU3allMOHHBIX M TEXHUYECKUX Mep MO0 O0OecrneueHuo 0e30MacHOCTH
NEPCOHANIBHBIX JAaHHBIX MpPU HX 00paboTke B HMH(POPMALMOHHBIX CHUCTEMAaX
NEPCOHATBHBIX JTAHHBIX C UCMOJIB30BAHUEM CPEACTB KPUNTOrpapruecKoi 3aiuThI
nHpopMaru, HeOOXOIUMBIX JJISI BHITIOJIHEHUS! YCTAaHOBJIEHHBIX [IpaBuTenbcTBoM
Poccuiickoit ®denepanuu TpeOOBaHMM K 3aIlUTe IEPCOHAIBHBIX JTAHHBIX IS

KaXJa0ro 1u3 ypOBHeﬁ 3allIUIICHHOCTH) .

Jupextop MAY «MCI)H

MMTFOTUHCKOTO paiio} C.IO. KonecHukos
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